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Abstract 
ABSTRACT 
Computers and the Internet continue to pervade human life in everything from 
automobiles to kitchen appliances. With the invention of computers, has increased 
human dependency over the Internet. While we have gained manifolds advantages in 
terms of efficiency and management, it has also brought to the front many negative 
effects and disadvantages. Individuals or groups can now use Cyberspace to threaten 
International governments, or terrorize the citizens of a country. The crime of 
"cracking" can escalate into terrorism when an individual "cracks" into a government 
or military-maintained website. Cyber-terrorism could be hacking into a hospital 
computer system and changing someone's medicine prescription to a lethal dosage as 
an act of revenge. "' .. •.. . ,^ "'~' ' 
The information technology is a double edged sword, which can be used for 
destructive as well as constructive work. Thus, the fate of many ventures depends 
upon the benign or vice intentions, as the case may be, of the person dealing with and 
using the technology. For instance, a malicious intention forwarded in the form of 
hacking, data theft, virus attack, etc can bring only destructive results. These methods, 
however, may also be used for checking the authenticity, safety and security of one's 
technological device, which has been primarily relied upon and trusted for providing 
the security to a particular organisation. For instance, the creator of the "Sassier 
worm" has been hired as a "security software programmer" by a German firm, so 
that he can make firewalls, which will stop suspected files from entering computer 
systems. This exercise of hiring those persons who are responsible for causing havoc 
and nuisance is the recognition of the growing and inevitable need of "self 
protection ", which is recognised in all the countries of the world. In fact, a society 
without protection in the form of "self help" cannot be visualised in the present 
electronic era. The content providers, all over the world, have favoured proposed 
legislations in their respective countries, which allow them to disable copyright 
infringers' computers. In some countries the software developers have vehemently 
supported the legislations which allow them to remotely disable the computer 
Abstract 
violating the terms and conditions of the license allowing the use of the software. This 
position has, however, given birth to a debate about the desirability, propriety and the 
legality of a law providing for a disabling effect to these "malware". The problem is 
further made complicated due to absence of a uniform law solving the "jurisdictional 
problem ". The Internet recognises no boundaries; hence the attacker or offender may 
belong to any part of the world, where the law of the offended country may not be 
effective. This has strengthened the need for a "techno-legal' solution rather than a 
pure legal recourse, which is not effective in the electronic era. 
If we think presently about the society without the computer everything seems to 
be impossible for example Railway Ticketing system. Airline Ticketing as well as 
traffic control. Electricity bill. Telephone Bill office works etc, all are seems to be 
impossible without the computer. Computers with the aid of the Internet have today 
become the most dominant medium of communication, information, commerce and 
entertainment. The internet is like life in the real world being extended and carried on 
in another medium that cuts across boundaries space, time, nationality, citizenship, 
jurisdiction, sex, sexual orientation, and age. Every coin has two side likewise, 
internet having all benefits of anonymity, a liability, and convenience, has become an 
appropriate place for criminals interested in making are of the net for illegal gainful 
purpose, either monetary or otherwise. 
The roots of Internet can be traced from 1950s. In 1957 the Soviet Union 
launched the first Satellite, Sputnik I, triggering US president Dwight Eisenhower to 
create the ARPA agency in arms race. So, the evolution of internet is considered to be 
started with the use of ARPANET sponsored by the US military, which was set up in 
1969. 
The first communication took place between research Center at the University of 
California at Los Angles and the Stanford research Institute. The ARPANET was a 
joint venture of Massachusetts Institute of Technology and the American Department 
of Defense Advance Research Project Administration. It was a source to establish 
continued communication between remote computer resources in the event of war. 
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The communication links were confined to military, defense contractors and university 
laboratories involved in defense related research. 
In early 1970's further innovations took place, such as electronic mail 
possibilities has grown. During this period other network equivalent to ARPANET 
were established such as the United Kingdom's Joint Academic Network (JANET) and 
the United States National Science foundation Network. (NSENET). 
In the year 1990 the US authorities released ARPANET and transferred it to 
National Science Foundation (NSFNET). 
In the year 1993 Time Berners developed the World Wide Web (www) in the 
European Laboratory for particle physics (CERN). 
The first commercial browser, Netscape, was launched in 1994, with Microsoft 
launching its own Internet explorer the preceding year. So, their browsers made 
Internet access possible from personal computers. From the year mid 1990's various 
commercial Internet Services Providers (ISP) entered the market and offered the 
Internet connection through conventional telephone line. 
Another key feature of the internet is that users do not have to reveal their true 
identity in order to send e-mail or post messages on bulletin boards. Users are able to 
communicate and make such postings anonymously or under psydo-nyms. This 
feature, coupled with the ability to access the internet in privacy and seclusion of 
one's own home or office and the interactive, responsive nature of communications on 
the internet, has resulted in users being far less inhibited about the contents of their 
messages resulting in cyber space becoming excessively prone to defamation. 
The origins of hacking, in the sense of technological exploration and tampering, 
can be traced back to the phone phreakers of the 1960s and 1970s. The word 
journeyed from being understood as an adventurous achievement in the common 
parlance during its origin, to the most sought after, uncontrollable and mischievous 
criminal act in the present IT age. Hacking is described as "interacting with a 
computer in a playful; and exploratory rather than a goal-directed way". The word 
"hack" at the Massachusetts Institute of Technology (MIT) usually refers to a clever, 
benign, and "ethical" prank or practical joke, which is both challenging for the 
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perpetrators and amusing to the MIT community (and sometimes even to the rest of 
the world). Thus, hacking, prima facie appears to be a harmless activity, indeed it is 
widely commended and acclaimed as an adventure on wires. 
At its core, hacking refers to activities involved in attempting or gaining 
unauthorized access to IT systems. With the widespread proliferation of computing 
technology, and the networks connecting it together, systems have come to represent 
both attractive and readily available targets regardless of whether the motive is idle 
mischief or something more sinister. As a consequence, hacking has become one of 
the most recognised and feared threats in cyberspace. For example, from the 671 
security executives and law enforcement officials questioned as part of the 4th Annual 
E-Crime Watch Survey (conducted by CSO Magazine, the US Secret Service, the 
CERT Program and Microsoft), 26 per cent considered hackers to have been the 
greatest threat to their organisation over the previous year (placing them at the top of 
the list, ahead of current and former employees, competitors and foreign entities). 
Indeed, the same respondents considered that an average of 22 per cent of the security 
incidents they had experienced in this period, had been targeted attacks seeking to hit 
them specifically. 
Cyber pornography is believed to be one of the largest businesses on the Internet 
today. The millions of pornographic websites that flourish on the internet are 
testimony to this. While pornography per se is not illegal in many countries, child 
pornography is strictly illegal in most of the countries. 
The then CJI K. G. Balahishnan advocated placing "restrictions " on websites 
that exclusively circulate pornography and hate content. Earlier he suggested for 
outright ban on such websites but later on he added that it would not be right to place 
a "blanket ban " on all categories of websites. 
Pornography is a verbal or visual representation of sexual acts, it is a portrayal 
of people as sexual objects for pleasure of others. Pornographic material is intended 
to arouse sexual stimulation. It can lead the masturbation, just like a novel or film can 
lead to laughing or crying. 
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Pornography is looked differently by different people. Academician believes that 
pornography is an expression of male culture through which women are 
commoditized and exploited, liberal view combines a respect for free speech with the 
principle of "a woman's body, a woman's right". 
The controversy between freedom of speech expression and pornography had 
been a debatable issue since time immemorial. So, the responsibility lies on the 
lawyers, legislators and courts to determine the exact line by that, what is obscene 
and what is not can be determined. Pornography corrupts one's moral senses and 
instigates them to participate in various sexual offences. Pornography is nothing but 
marketing of women's sex. Women are shown as "objects" which are longing to get 
involved into sexual acts. 
The traditional concepts and methods of terrorism have taken new dimensions, 
which are more destructive and deadly in nature. In the age of information technology 
the terrorists have acquired an expertise to produce the most deadly combination of 
weapons and technology, which if not properly safeguarded in due course of time, will 
take its own toll. The damage so produced would be almost irreversible and most 
catastrophic in nature. In short, we are facing the worst form of terrorism popularly 
known as "Cyber Terrorism". 
Cyber-terrorism is starkly different from common Internet crimes like identity 
theft and money fraud in that it can involve use of technology to divert or destroy 
systems and infrastructure, cause injury or death and undermine economies and 
institutions. To accomplish their goals, cyber-terrorists target the computer systems 
that control air traffic, electric power grids, telecommunications networks, military 
command systems and financial transactions. 
The world was shocked by the despicable attacks and loss of innocent life on 
Sept 11, 2001, carried out by 19 airplane hijackers on a suicide mission. But that 
tragedy, horrific as it was, could be dwarfed by just one or two skilled Internet users 
who don't even set foot in their target country. It is frightening to imagine the human 
and economic toll if the computer systems that control air traffic, nuclear power 
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plants or major dams were brought down or thrown into confusion by cyber-
terrorists. 
In 1997 Barry Collin coined the term cyber terrorism as "the intentional abuse 
of digital information system, network, or component toward an end that supports or 
facilitates a terrorist campaign or action ". 
The Internet has 90 percent junk and 10 percent good security systems, when 
intruders find systems that are easy to break into, they simply hack into the system. 
Terrorists and criminals use information technology to plan and execute their 
criminal activities. The increase in international interaction and the wide spread 
usage of IT has facilitated the growth of crime and terrorism. Because of the 
advanced communication technology people need not be in one country to organize 
such crime. Hence terrorists and criminals can find security loopholes in the system 
and can function from unusual locales instead of the residents of their own country. 
Most of such crimes have been originating in developing countries. The wide 
spread corruption in these countries fuel these security hacks. The internet has helped 
fund such crimes by means of fraudulent bank transactions, money transfer etc. 
Greater encryption technology is helping these criminal activities. 
Policies such as the New Internet Policy of 1998 paved the way for multiple 
Internet service providers (ISPs) and saw the Internet user base grew from 1.4 million 
in 1999 to over 125 million users by 2013 end. Though the rate of growth has slowed 
subsequently, with Internet users now approximately above 100 million, exponential 
growth is again expected as Internet access increasingly shifts to mobile phones and 
tablets, with the government making a determined push to increase broadband 
penetration from its present level of about 6%. The target for broadband is 160 
million households by 2016 under the National Broadband Plan. 
Despite the low numbers in relation to the population, Indians have been active 
users of the Internet across various segments. The two top email providers, Gmail and 
Yahoo, had over 34 million users registered from India. Similar figures have also 
been seen in the social networking arena, which is the most recent entrant to the cyber 
platform. India currently has the fastest growing user base for Facebook and Twitter, 
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the two top social networking sites. An indication of the rapid pace of adaptation to 
the Internet in India is that Indian Railways, India's top e-commerce retailer. It saw 
its online sales go up from 19 million tickets in 2008 to 44 million in 2009, with a 
value ofRs. 3800 crore ($875 million). 
1. Statement of the Problem 
The real issue is how to prevent cyber crime. For this there is a need to raise the 
possibility of apprehension and conviction. India has a law on evidence that considers 
admissibility, authenticity, accuracy, and completeness to convince the judiciary. The 
challenges in cyber crime cases include getting evidence that will stand scrutiny in a 
foreign court. For this India needs total international cooperation with specialized 
agencies of different countries. The police have to ensure that they have seized exactly 
what was there at the scene of crime, is the same that has been analysed and the 
report presented in court is based on the evidence. It has to maintain the chain of 
custody. The threat is not from the intelligence of criminals, but from our ignorance 
and what is needed is the will to fight it. The law is stricter now on producing 
evidence. Specially where electronic documents are concerned. 
Under Indian Law, cyber crime has to be a voluntary and willful act or omission 
that adversely affects a person or property. The Information Technology Act 2000 
provides the backbone for e-commerce and India's approach has been to look at e-
governance and e-commerce primarily from the proportional aspects. Looking at the 
vast opportunities and the need to sensitize the population to the possibilities of the 
information age. There is the need to take into consideration the security aspects. In 
the present global situation where cyber control mechanisms are important, we need 
to push cyber laws. Cyber crimes are a new class of crimes to India due to rapidly 
expanding extensive use of internet. Police in India is trying to become cyber crime 
savvy and hiring people who are trained in the area. Many police stations in various 
parts of India have computers, which are connected to their respective head quarters. 
Cyber police stations are functioning in major cities all over the country. The pace of 
the investigations can become faster, judicial sensitivity, and knowledge need to 
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improve. Focus need to sensitize our investigators and judges to the importance of the 
system. 
2. Objective of the Study 
The objectives of the present study are as follows:-
i) The main object is to specify the e-danger. The legal world familiar with 
theft and murder but now it is smuggling to macro terrorism from selling 
secrets to subverting systems from hijacking to hackling. The face of time 
has undergone a big change, its definition has changed its modus operendi 
has changed and the perpetrators are no longer Lombroso 's bearded and 
hard looking criminal but a white collar criminal a fiddler or by an 
egomaniac. 
ii) The object of this research is to highlight the formidable problems face by 
the legal world, which have raised their heads due to information 
explosions. If cyber space is left ungoverned, it will lead to disastrous end. 
Cyber space shall turn into veritable Siberia where greed, gambling, 
pornography and sex with reign supreme. The object is therefore to 
circumscribe within the limits of research work problem like jurisdiction 
question, overlapping of laws, multiplicity of laws, transnational nature of 
cyber crimes and various problems relating to investigation and lack of 
visual evidence. 
Hi) Emphasis has been laid to educate the investigating officers, prosecutors 
and judges about the need to amend the existing provisions of penal law to 
ensure efficiency in prosecution and trials. 
iv) Measures adopted by various countries including the U.S. and other 
western countries having a high standard of connectivity and convergences 
are more vulnerable to cyber crime. They have a good number of cyber 
acts. India too passed IT Act 2000 and other relevant Acts. The object is to 
analyse various legislations in this area and to explore the possibilities of a 
stricter legal framework. 
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In view of the above descriptive realities there is a need for having a serious 
study of the whole scenario to identify the main issues and find out solutions of the 
problems. There are various laws in Indian scenario keeping in mind the position of 
cyber crimes in India. We can be benefited by looking at American and European 
experiences that have been battling for the right position till date. 
3. Hypothesis 
The research carried on the following hypothesis; 
There is no comprehensive legislation in our country which deals with cyber 
crimes. Cyber crime has entered into popular demonology and today no one can 
claim to remain in affected by it as individuals, business organizations, governments 
& states all are in the net. 
The judicial system in our country is not conducive to affective enforcement of 
any law as a result the laws have failed to achieve their objectives. Our legislature is 
yet to respond to seriousness related to cyber crimes. 
Computer and Information technology revolution has brought in unprecedented 
advantages to the society. The exponential growth of internet has changed lives of the 
people. There is no sphere of human endeavour, which remains untouched by the 
information technology while the technology is ushering in all round economic 
progress bestowing great benefits to the humanity. The criminal activities are not 
lagging behind, suddenly a set of new criminal activities called cyber crimes has 
become a new challenge to the society. No longer the nation states can sit and watch 
this phenomenon. In some aspects computer crime is much more dangerous than 
traditional crime. It is easy to commit and difficult to prevent. 
i) It is hypothesized that the law has prohibited the phenomenon of cyber 
crimes but the operation of law has no preview over the cyber criminals, 
ii) Cyber crime is a socio legal problem and various difficulties arise in 
investigation and legal framework. So there is a need of a sufficient 
legislation to prevent this social evil there. 
Hi) How the internet has become a dangerous area for the children's and 
finally strategies nations are adopting in combating this crime. 
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iv) Despite adequate safeguards and number of legislations, the problem of 
cyber crime continues unabated because of the poor machinery in our 
country and the major problem of jurisdiction. 
v) The problem is multi-fold and it covers the crime related to economy as 
well as other crimes such as pornography which has its basis. Certainly 
moral standards degraded which leads indecency and obscenity as well as 
other sexual crimes. 
4. Research Methodology 
Law is a normative science that is, a science which lays down norms and 
standards for human behaviour in a specified situation or situation enforceable 
through the sanction of the state. What distinguishes law from other social science is 
its normative character. This fact along with the fact that stability and certainty of law 
are desirable goals and social values to be pursued, make doctrinal research to be of 
primary concern to a legal researcher. Doctrinal research, of course, involves 
analysis of case law, arranging, ordering and systematizing legal propositions, and 
study of legal institutions. Doctrinal research creates laws through legal reasoning or 
rational deduction. 
The present study is based on the doctrinal method of research. The researcher 
has conducted the study with the help of books. Articles, newspapers, gazettes, report 
of commissions, committees and judicial decisions available on the topic. 
The present study apart from introduction, conclusion and suggestions is 
comprises of five chapters. 
Introductions refer the problem of cyber crime and cyber terrorism in India. It 
contain the review of literatures that provide a bird's eye view of the research 
conducted in the field of cyber crime and cyber terrorism. It also explain the statement 
of the problem, hypothesis formulated for the purpose as well the objectives of the 
study and methodology adopted to conduct the research work. 
Chapter First deals with conceptual analysis of cyber crime. In this chapter history 
and evolution of cyber crime has been discussed in detail. Categories of sub crime 
and their sub categories also explained with the help of case laws. 
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Chapter Second is divided into two parts. First part deals with the defamation in 
which the position of various countries has been taken and the punishment as 
prescribed by different legislation of that particular country. The second part of this 
chapter is related to hacking. In this part various types of hacker has been discussed 
and the punishment prescribed by the law is also taken for the study. Chapter Third 
is devoted with the study of obscenity and pornography. In this chapter the researcher 
has attempted to discuss about the obscenity, pornography and its impact on children 
and adolescents. This chapter also highlights the porn business and the income there 
from in various countries. Chapter Fourth discusses cyber crime against government. 
In this chapter terrorism through the internet and the reasons why the terrorist choose 
this medium to terrorize the government in particular and peoples in general has been 
discussed. The protection mechanism is also suggested in this chapter, either through 
technological or by legislation medium. Chapter Fifth is devoted for legal and 
technological measures that has been suggested to combat the cyber crime and cyber 
terrorism. In this chapter various issues of internet, like the impact of market value, 
consumer trust, potential economic impact etc. has been taken into consideration. 
Through the analysis of these, the measures have been suggested for protection and 
improvement. 
Lastly the researcher made a modest but sincere attempt to conclude the study 
of the cyber crime and cyber terrorism in India and also made some humble 
suggestions under the caption Conclusion & Suggestions. 
Since users of computer system and internet day by day are increasing 
worldwide, it has become easy to access any information within a few seconds by 
using internet which is the medium for huge information and a large base of 
communications around the world. Certain precautionary measures should be taken 
by netizens while using the internet which will assist in challenging this major threat 
of Cyber Crime. 
The researcher observed that the benefits of electronic revolution have reached 
each and every nation of the world, most of the nations have not got the separate laws, 
mutual agreement and multilateral treaties between the nations to deal with the 
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problem of cyber law nor there any such international agreement, convention, 
declaration, protocol or resolution to deal with the cross border cyber crime. The 
absence of all these have made countries vulnerable to the threats of cyber crimes. 
Therefore an international agreement in order to deal with cyber crimes is urgently 
required. Cyber Crimes are the 'Crimes against 'Humanity', 'Crimes against 
Development' and above all 'Crimes against Civilization.' The problems associated 
with the use ofmalware are not peculiar to any particular country as the menace is 
global in nature. The countries all over the world are facing this problem and are 
trying their level best to eliminate this problem. The problem, however, cannot be 
effectively eliminated without the support of public and judiciary. 
The legislature cannot enact a law against the general public opinion of the 
nation at large. Thus, first a public support has to be obtained not only at the national 
level but at the international level as well The people all over the world are not 
against the enactment of statutes curbing the use ofmalware, but they are conscious 
about their legitimate rights. Thus, the law to be enacted by the legislature must take 
care of public interest on a priority basis. This can be achieved if a suitable 
technology is supported by an apt legislation, which can exclusively take care of the 
menace created by the computers sending the malware. Thus, the self-help measures 
recognized by the legislature should not be disproportionate and excessive than the 
threat received by the malware. Further, while using such self-help measures, the 
property and rights of the general public should not be affected. It would also not be 
unreasonable to demand that such self-help measures should not themselves commit 
any illegal act or omission. Thus, a self-help measure should not be such as may 
destroy or steal the data or secret information stored in the computer of the person 
sending the malware. It must be noted that two wrongs cannot make a thing right. 
Thus, a demarcating line between self-help and taking law in one's own hand must be 
drawn. In the ultimate analysis, it must not be forget that self-help measures are 
"watchdogs and not bloodhounds", and their purpose should be restricted to 
legitimate and proportionate defensive actions only. In India, fortunately, we have a 
sound legal base for dealing with malware and the public at large has no problem in 
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supporting the self-help measures to combat cyber terrorism and malware. If still 
there remains any doubt or objection, then it will be sufficient to mention that only a 
computer can react fast enough to take care of the menace of malware and the 
traditional methods of law enforcement are helpless in this regard. The problems of 
lack of harmonization, doubt regarding jurisdiction, lack of a uniform extradition law 
between various countries of the world, etc. can be solved only by using a legitimate, 
proportionate and reasonable mechanism of self help, which is not only instant but 
also free from technicalities and formalities. 
Practices Recommended for Cyber Crime Prevention 
Firewalls: These are programs, which protect a user from unauthorized access 
attacks while on a network. They provide access to only known users, or people when 
the user permits. 
Frequent password changing: With the advent of multi-user systems, security has 
become dependent on passwords. Thus one should always keep passwords to sensitive 
data secure. Changing them frequently and keeping them sufficiently complex in the 
first place can do this. 
Safe surfing: Safe surfing involves keeping ones e-mail address private, not chatting 
on open systems, which do not have adequate protection methods, visiting secure 
sites. Accepting data from only known users, downloading carefully and from known 
sites also minimizes risk. 
Frequent virus checks: One should frequently check ones computer for viruses and 
worms. Also any external media such as floppy disks and CD ROMS should always be 
virus checked before running. 
Email filters: These are programs, which monitor the inflow of mails to the inbox and 
delete automatically any suspicious or useless mails thus reducing the chances of 
being bombed or spoofed. 
Policies Recommended for Cyber Crime Prevention 
Other than the practices discussed above, some policies are also recommended for the 
code of cyber society, to be at safer side. These policies should be bringing into 
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practical part so that the practices are easier to implement. Policies recommended 
are: 
• Integrated policies are required to ensure the effective benefits from the 
Information system. The basic challenge and issue in the development of a 
cyber society, is the lack of financial and trained human resources. 
• A strong education system should be followed in the society to deliver 
education at every stage of the society with a special stress on Information 
Technology which should be secure and free from cyber crime and in reach 
to a common man. 
Promotion of Research & Development in ICTs area and also in Human 
Resource Development as a core part of the system. 
• Up to date, common, and mutually supporting cyber laws should be there to 
fight with cyber crime and protection of intellectual property rights towards 
the creation of cyber crime free information society. 
• Adoption of ICTs standards, regulation, and quality assurance to foster high 
quality and secure services and productions that keep competition in place 
for the benefits of the communities within each country. 
• High levels of awareness among the each part of the society should be there 
with regard to information security and cyber crime. 
• Effective mechanisms should be there for detection and prevention of cyber 
crime and improving protection against, detection of, and responses to, cyber 
crime, at the lower level itself. 
• Conduct national user awareness campaigns for the general user, including 
children and young people, educational institutions, consumers, government 
officials and the private sector, using different media. 
• Educate and involve the media professionals, netizen and then encourage 
them to increase public awareness. 
• Engage large private sector corporations and industry associations in the 
sponsorships of awareness programs. 
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• Emphasis should be laid on less developed countries on effective systems, for 
protection against, detection of and responses to cyber crime. 
Promote and support the use of filtering, rating, parental control and related 
software, as well as measures for the establishment of safe environments for 
the use of the Internet by children. 
• Law enforcement personnel must be trained and equipped to address on high-
tech crimes. 
• Legal systems should permit the preservation of and quick access to 
electronic data, which are often critical to the successful investigation of 
crime. 
• Mutual assistance regimes must ensure the timely gathering and exchange of 
evidence in cases involving international high-tech crime. 
• Prevention is better than cure. Awareness regarding education and technical 
support to prevent e-crime is essential, but without discouraging the 
development ofe-commerce. 
Adoption of these measures will go a long way in preventing and controlling cyber 
terrorism and cyber crime which has not only reached menacing proportion but is 
also likely to increase in foreseeable future. To conclude this study, it may be said on 
the basis of the discussion in the five foregoing chapters that cyber world is a recent 
origin. Various preventive measures have been taken law & mechanism evolved to 
check the crime in the cyber world. But these mechanisms are not sufficient to check 
or control the cyber crime, although the law and enforcement agency has been 
evolved to check this particular crime. There is however need to undertake research 
work on the protection of the cyber crime from different angle and so as to find out 
how it can be minimized, with the use of internet. 
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INTRODUCTION 
LO General Introduction 
When Blaise Pascal built the first non-electronic computer in 1642, little 
did he know that centuries later the descendants of this innovation would 
change the way we live and would rewrite law lexicons. These electronic 
behemoths became a substitute for human brains. In 1969, the birth of the 
internet multiplied the power of this wonder machine and the world was never 
like before. New crimes appeared and old crimes disappeared, and what counts 
as a crime will vary across the societies. The creation of new crimes may be 
most evident in times of rapid social, political, economic, technological and 
cultural change, as unseen forais of human activity and interaction has become 
possible, bringing with them challenges and threats to order and well being. 
The rapid development of internet stands as an example of such change, 
just ten years ago it was in its infancy, yet it is now a fact of life for billions of 
people around the globe. It has brought in its wake significant changes in the 
ways we work, trade, study, learn, play, consume, communicate and interact. 
At the same time, a whole host of crime problems has emerged in tandem with 
life online. Politicians, police, businesspeople and citizens now have a new 
vocabulary with which to identify such dangers, hacking, spoofing, phishing. 
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viruses, Trojans, malware, piracy, downloading, spyware, chat room grooming, 
and so on. 
The internet has opened up a world of opportunities in e-commerce and 
infonnation sharing, on the flip side the internet has its own threats and abuses 
which are perpetrated by a new breed of criminals known as cyber criminals. 
Just as you know that our world is unsafe and criminals lurk in dark alleys, in 
the cyber space too criminals lurk and the danger is all the more high with new 
and novel methods employed by cyber criminals. 
With the internet being touted as no one being in-charge and one can do 
whatever one wants, cyber criminals started having a field day with a range of 
crimes like cyber terrorism, cyber stalking, cyber warfare, invading your 
privacy, cyber pornography or obscenity etc. 
The world is indeed, undergoing a new infonnation revolution today. It 
not only touches every aspect of life but also makes the way extensively to 
perfonn the industrial and economic function of the society. New 
communication system and digital technology have made dramatic changes in 
the way we live. A revolution has been occurred due to technological progress. 
Almost everybody is making substantial use of computers and the internet are 
becoming an essential part of our daily Ufe. They are being used by individuals 
and societies to make their life easier. They use them for storing infonnation, 
processing data, sending and receiving messages, communications, controlling 
machines, typing, editing, designing, drawing, and almost all aspects of life. 
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Computers and the Internet continue to pervade human Hfe in everything 
from automobiles to kitchen appliances. With the invention of computers, its 
increasing use and human dependency over Internet, while we have gained 
manifolds in terms of efficiency and management, it has also brought to the 
front many negative effects and disadvantages. Individuals or groups can now 
use Cyberspace to threaten International governments, or terrorize the citizens 
of a country. The crime of "cracking" can escalate into terrorism when an 
individual "cracks" into a government or military-maintained website. Cyber-
terrorism could be hacking into a hospital computer system and changing 
someone's medicine prescription to a lethal dosage for an act of revenge. 
LI Computer crime or an e-crime 
The computer crime or an e-crime can be simply defined as a crime 
where a computer is the target of a crime or it is the means adopted to commit a 
crime. While some of the crimes may be new, the others are simply different 
ways to commit conventional crimes such as frauds, theft, blackmailing, 
forgery, and embezzlement using the online medium often involving the use of 
internet. What accelerate the growth of such crimes are typical characteristics 
of cyber space inter alia anonymity, speed, access, dependency, borderless 
space and lack of awareness of laws. 
The infomiation technology is a double edged sword, which can be used 
for destructive as well as constructive work. Thus, the fate of many ventures 
depends upon the benign or vice intentions, as the case may be, of the person 
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dealing with and using die technology. For instance, a malicious intention 
forwarded in the fomi of hacking, data theft, virus attack, etc can bring only 
destructive results. These methods, however, may also be used for checking the 
authenticity, safety and security of one's technological device, which has been 
primarily relied upon and tmsted for providing the security to a particular 
organisation. For instance, the creator of the "Sassier worm" has been hired as 
a "security software programmer" by a Gennan firm, so that he can make 
firewalls, which will stop suspected files from entering computer systems. This 
exercise of hiring those persons who are responsible for causing havoc and 
nuisance is the recognition of the growing and inevitable need of "self 
protection", which is recognised in all the countries of the world. In fact, a 
society without protection in the fonn of "self help" cannot be visualised in the 
present electronic era. The content providers, all over the world, have favoured 
proposed legislations in their respective countries, which allow them to disable 
copyright infringers' com]3uters. In some countries the software developers 
have vehemently supported the legislations which allows them to remotely 
disable the computer violating the terms and conditions of the license allowing 
the use of the software. This position has, however, given birth to a debate 
about the desirability, propriety and the legality of a law providing for a 
disabling effect to these "malware". The problem is further made complicate 
due to absence of a unifonn law solving the "jurisdictional problem". The 
Internet recognises no boundaries; hence the attacker or offender may belong to 
any part of the world, where the law of the offended country may not be 
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effective. This has strengthened the need for a "techno-legal' solution rather 
than a pure legal recourse, which is not effective in the electronic era.' 
Almost everybody is making substantial use of computer. The giant 
companies, now small companies/firms also are investing millions of rupees in 
sophisticated infomiation system. Railway, Banks, Judiciary etc. are the 
institutions which are computerised and there are many 
departments/institutions/ministries which are trying to achieve the goal of 
"fully computerised". In fact we are living in the "Information age" through 
automation and development in the field of communication.^ 
On one hand, the information store in electronic form has many 
advantages like storing, retrieving, communicating but on the other hand it has 
opened the door to anti social and criminal behaviour in the way that would 
never have previously been possible. Computer systems often some new and 
highly sophisticated opportunities for law breaking, and they create the 
potential to commit the traditional types of cases in non-conventional ways. 
The rapid transactional expansion of large scale computer networks and the 
ability to access many systems through regular telephone lines increases the 
vulnerability of these systems and the opportunity of misuse to the criminals. 
For this, the security of computer based information system requires serious 
consideration especially in the light of reports of various cyber crime i.e. cyber 
http://www.crime-research.Org/articles/1873/6 (visited on April 24, 2008). 
Srivastav, V.P, An Introduction to Cyber Crime Investigation. Delhi, Indian Publishers 
Distributers, 2003, p.2. 
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terrorism, infomiation of theft, data accessing, hacking etc. There is a need for 
the law enforcement officials to know the various aspects of computer related 
crimes- whether they are computer targeted crimes or computer assisted crime 
or crimes in which computer is incidental to the crime. Investigation of these 
crimes requires high technical skill. Conducting effective searches and seizures 
and converting computer files into evidence are challenging task for the law 
enforcement officials^ 
Success in any field of human activity leads to crime that needs 
mechanisms to control it. Legal provisions should provide assurance to users, 
empowerment to law enforcement agencies and deterrence to criminals. The 
law is as stringent as its enforcement. Crime is no longer limited to space, time 
or a group of people. Cyber space creates moral, civil and criminal wrongs. It 
has now given a new way to express criminal tendencies. Back in 1990, less 
than 100,000 people were able to log on to the Internet worldwide. Now around 
500 million people are hooked up to surf tlie net around the globe. 
Until recently, many infomiation technology (IT) professionals lacked 
awareness of and interest in the cyber crime phenomenon. In many cases, law 
enforcement officers have lacked the tools needed to tackle the problem; old 
laws didn't quite fit the crimes being committed, new laws hadn't quite caught 
up to the reality of what was happening, and there were few court precedents to 
look for guidance. Furthemiore, debates over privacy issues hampered the 
'ibid. 
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ability of enforcement agents to gather the evidence needed to prosecute these 
new cases. Finally, there was a certain amount of antipathy or at the least, 
distrust between the two most important players in any effective fight against 
cyber crime, law enforcement agencies and computer professionals. Yet close 
cooperation between the two is crucial if we are to control the cyber crime 
problem and make the Internet a safe "place" for its users. 
The high rate of incidence and frequency with which the cyber crimes 
occur have made the makers all over the world to sit up and take notice. Cyber 
savvy nations concerned about their netizens online safety have come with a 
slew of legislations to bring the perpetrator to book. However, this is only a 
beginning, since the cyber laws in most countries are in a nascent stage and are 
still in the process of evolution. This means that it would take a while before 
they are made fool proof and adequate in containing cyber criminals. 
1.2 Statement of the Problem 
The real issue is how to prevent cyber crime. For this there is a need to 
raise the possibility of apprehension and conviction. India has a law on 
evidence that considers admissibility, authenticity, accuracy, and completeness 
to convince the judiciary. The challenges in cyber crime cases include getting 
evidence that will stand scmtiny in a foreign court. For this India needs total 
international cooperation with specialized agencies of different countries. The 
police have to ensure that they have seized exactly what was there at the scene 
of crime, is the same that has been analysed and the report presented in court is 
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based on the evidence. It has to maintain the chain of custody. The threat is not 
from the inteUigence of criminals, but from our ignorance and what is needed is 
the will to fight it. The law is stricter now on producing evidence. Specially 
where electronic documents are concerned. 
Under Indian Law, cyber crime has to be a voluntary and wilful act or 
omission that adversely affects a person or property. The Information 
Teclinology Act 2000 provides the backbone for e-commerce and India's 
approach has been to look at e-govemance and e-commerce primarily from the 
proportional aspects. Looking at the vast opportunities and the need to sensitize 
the population to the possibilities of the infonnation age, there is a need to take 
into consideration the security aspects. In the present global situation where 
cyber control mechanisms are important, we need to push cyber laws. Cyber 
crimes are a new class of crimes to India due to rapidly expanding extensive 
use of internet. Police in India are trying to become cyber crime savvy and 
hiring people v/ho are trained in the area. Many police stations in various parts 
of India have computers, which are connected to their respective head quarters. 
Cyber police stations are functioning in major cities all over the country. The 
pace of the investigations can become faster, judicial sensitivity, and 
knowledge need to improve. Focus is needed to sensitize our investigators and 
judges to the importance of the system. 
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1.3 Objective of the study 
The objectives of the present study are as foUows:-
i) The main object is to specify the e-danger. The legal world familiar with 
theft and murder but now it is smuggling to macro terrorism from 
selling secrets to subverting systems from hijacking to hackling. The 
face of time has undergone a big change, its definition has changed its 
modus operendi has changed and the perpetrators are no longer 
Lombroso's bearded and hard looking criminal but a white collar 
criminal a fiddler or by an egomaniac. 
ii) The object of this research is to highlight the formidable problems face 
by the legal world, which have raised their heads due to infoimation 
explosions. If cyber space is left ungovemed, it will lead to disastrous 
end where cyber space shall turn into veritable Siberia where greed, 
gambling, pornography and sex will reign supreme. The object is 
therefore to circumscribe within the limits of research work problem like 
jurisdiction question, overlapping of laws, multiplicity of laws, 
transnational nature of cyber crimes and various problems relating to 
investigation and lack of visual evidence. 
" O ^ 
iii) Emphasis has been made to educate the investigating officers, 
prosecutors and judges about the need for amending the existing 
provisions of penal law to ensure efficiency in prosecution and trials. 
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iv) Measures adopted by various countries including the U.S. the home land 
of the internet other western countries having a high standard of 
connectivity and convergence are more vulnerable to cyber crime, thus 
they have a good number of cyber acts. India too passed IT Act 2000 
and other relevant Acts. The object is to analyse various legislations in 
this area and to explore the possibilities of a stricter legal framework. 
In view of the above descriptive realities there is a need for having a 
serious study of the whole scenario to identify the main issues and find out 
solutions of the problems. There are various laws in Indian scenario keeping in 
mind the position of cyber crime in India. We can be benefited by looking at 
American and European experiences that have been battling for the right 
position till date. 
1.4 Hypothesis 
The research carried on the following hypothesis; 
There is no comprehensive legislation in our country which deals with 
cyber crimes. Cyber crime has entered into popular demonology and today no 
one can claim to remain in affected by it as individuals, business 
organizations, governments & states all are in the net. 
The judicial system in our county is not conducive to affective 
enforcement of any law as a result the laws have failed to achieve their 
objectives. Our legislature is yet to respond to seriousness related to cyber 
cnmes. 
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Computer and Information technology revolution has brought in 
unprecedented advantages to the society. The exponential growth of internet 
has change live of the people. There is no sphere of human endeavour, which 
remains untouched by the information technology while the technology is 
ushering in all round economic progress, bestowing great benefits to the 
humanity. The criminal activities are not lagging behind, suddenly a set of 
new criminal activities called cyber crimes has become a new challenge to the 
society. No longer the nation states can sit and watch this phenomenon. In 
some aspects computer crime is much more dangerous than traditional crime. 
It is easy to commit and difficult to prevent. 
i) It is hypothesized that the law has prohibited the phenomenon of cyber 
crimes but the operation of law has no preview over the cyber criminals. 
ii) Cyber crime is a socio legal problem and various difficulties arise in 
investigation and legal framework. So there is a need of a sufficient 
legislation to prevent this social evil. 
iii) How the internet has become a dangerous area for children and finally 
strategies, nations are adopting in combating this crime. 
iv) That despite of adequate safeguards and number of legislations the 
problem of cyber crime continues unabated because of the poor 
machinery in our country and the major problem of jurisdiction. 
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v) The problem is multi-fold and it covers the crime related to economy as 
well as other crimes such as pornography which has its basis, certain 
moral standards and uses parameters like indecency and obscenity. 
1.5 Research Methodology 
Law is a normative science that is, a science which lays down norms and 
standards for human behaviour in a specified situation or situation enforceable 
through the sanction of the state. What distinguishes law from other social 
science is its normative character. This fact along with the fact that stability and 
certainty of law are desirable goals and social values to be pursued, make 
doctrinal research to be of primary concern to a legal researcher. Doctrinal 
research, of course, involves analysis of case law, arranging, ordering and 
systematizing legal propositions, and study of legal institutions, but it does 
more it creates law and its major tool (but not only tool) to do so is through 
legal reasoning or rational deduction."* 
The present study is based on the doctrinal method of research. The 
researcher has drawn help from various books, Articles, newspapers, gazettes, 
report of commissions and committees and judicial decisions. 
1.6Literarture Review 
The literarture available on the subject reveals that there are a number 
research studies being conducted on the cyber crime and its impact on the 
Jain, S.N., 'Doctrinal and Non-Doctrinal Legal Research.' Indian Law Institute Journal. 
Vol.17*, 1975, p. 519. 
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society. Most of the studies have tried to find out the menace of cyber crime 
and its possible control through the available legislation. The studies tried to 
find out that, how the cyber crime are committed and what are the distinctive 
modes of controlling them in the interest of the society. Another important 
observation is that an overhelming number of studies have adopted the method 
of content analysis. 
R. K, Chaubey (2009)? Cyber crime is the latest type of crime which 
affects many people. It refers to criminal activity taking place in computer 
networks, knowingly or intentionally, access without pennission, alters, 
damage, deletes and destroys the database available on the computer or 
network. It also includes the access without pennission to the database or 
programme of a computer or network in order to devise or execute any 
unlawful scheme or wrongfully control or obtain money, property or data. It 
poses the biggest challenge for police, prosecutors and legislators. 
Justice Yatindra Singh (2012)^ i'The proper analysis of Cyber Laws, the 
author lucidly explains the science behind the technology in order to sort out 
the legal issues. The internet has introduced another technology known as 
webcasting or internet broadcasting which involves streaming of audio/video 
on internet called internet radio. These a-^e. retransmission of over the aii" 
broadcasts through internet. The internet has brought foi"ward a new class of 
persons, known as intermedieries, who provide physical facilities to transmit or 
"' An Introduction to cyber crime & cyber law. ed-2008, Kamal Law House, Kolkata, 2009. 
'' Cyber Law Jain Book, New Delhi, 2012. 
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route the information, also known as Internet Service Providers. The study is an 
asset to companies dealing in computer software or providing software 
solutions, web page providers, Internet service providers, Banks, Insurance 
companies and other bodies providing online services, govermnent departments 
implementing infomiation technology, police officials dealing with 
investigation of cyber-crimes, teachers, students, lawyers and judges. 
Vakul Sharma (2004) ;lhe study comprise of numerous illustrations, 
concept notes and examples make the subject interesting and comprehensible. 
It attempts to interpret the true legislative intent behind the Act by referring to 
and applying the Supreme Court judgments for better assimilation and 
understanding of its various provisions relating to cyber crime. 
The author has tried to assimilate the thoughts of Judges, Lawyers, Civil 
Servants, Police Officers, Technocrats and Students whom he met during his 
public lectures, discussions, workshops, seminar across the length and breadth 
of the country over the past many years. 
The critical appraisal of powers and functions of the Cyber Regulatory 
Appellate Tribunal, Controller of Certifying Authorities, Adjudicating Officers 
and Police Officers under the Infomiation Technology Act has been attempted. 
Chris Reed (2000); Other available materials on Internet Law explain 
the law of a particular country. This work is unique in that it examines the law 
globally. Its main importance is its fundamental analysis of legal problems and 
Information Teclinolog}' law and Practice: Cyber Law & E. Commerce. Universal Law Publishing 
Co.Pvt. Ltd. Delhi, 2004. 
^ Internet Law Text and Materials. Butterworths, London, 2000. 
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principles which are common to all countries. From the analysis of the book 
supra the researcher have been able to understand the true nature of a particular 
legal problem, and thus be able to research and apply the appropriate national 
law rules to that problem. 
Nandan Kaniath (2008) r uie Internet has emerged as a medium with 
immense potential, posing many new and interesting challenges. There have 
been many attempts to regulate and control this medium, especially through the 
laws and regulations. This exciting publication explores the various aspects of 
cyber law and cyber regulations, taking the reader through a multitude of legal 
and policy issues that the Information Age poses. Topics covered in this book 
range from evidentiary aspects and digital signatures to intellectual property 
concerns such as copyright liability and rights in domain names; from cyber 
crime and cyber pom to the regulation of free speech on the Net and the right to 
privacy. A new chapter on Cases on Computers, Internet, e-mail etc. have been 
added. Employing a comparative law approach, this book, in its fourth edition, 
not only takes into consideration the changes brought about by the Infonnation 
Technology Act of 2000, but also contains the latest developments alongwith a 
comprehensive guide to this legislation. Being wide-ranging as well as in-depth 
in its coverage of Indian Cyber law, this publication is a must-read forjudges, 
lawyers, Policy m.akers, researchers, investigators and students as it is for 
Law relating to Computes, Internet and E-commerce. ed.-2"'', Universal Law Publishing Co. Pvt. 
Ltd., New Delhi, 2008. 
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anyone who would like to keep abreast of new developments in the legal 
system, concerning Information Technology. 
Pavan Duggal (2013);°The emerging developments in cyber law alongwith the 
dark side of Internet and the world wide web and its consequent legal 
consequences have made the thing interesting in understanding the cyber crime 
and its control mechanism. Cyberlaw is a phenomenon has evolved in our own 
lifetimes. In the last decade and a half, huge developments have taken place 
which impacts every user of a computer, computer resource and 
communication device. Cyberlaw is one of the latest and most complex 
disciplines of legal jurispmdence. 
1.7 Presentation of the Study 
The present study is comprises of seven chapters including introduction, 
conclusion and suggestgions. 
Chapter First related with Introduction refer the problem of cyber crime and 
cyber terrorism in India. It contain the review of literatures that provide a bird's 
eye view of the research conducted in the field of cyber crime and cyber 
terrorism. It also explain the statement of the problem, hypothesis formulated 
for the purpose as well the objectives of the study and methodology adopted to 
conduct the research work. Chapter Second deals with conceptual analysis of 
cyber crime. In this chapter history and evolution of cyber crime has been 
Tex! Book on Cyberlaw. Universal Law Publishing Pvt. Ltd., 2013. 
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discussed in detail. Categories of sub crime and their sub categories also 
explained with the help of case laws. 
Chapter Third is divided into two parts. First part deals with the defamation in 
which the position of various countries has been taken and the punishment as 
prescribed by different legislation of that particular country. The second part 
of this chapter is related to hacking. In this part various types of hacker has 
been discussed and the punishment prescribed by the law is also taken for the 
study. Chapter Fourth is devoted with the study of obscenity and pornography. 
In this chapter the researcher has attempted to discuss about the obscenity, 
pornography and its impact on children and adolescents. This chapter also 
highlights the porn business and the income there from in various countries. 
Chapter Fifth discusses cyber crime against government. In this chapter 
terrorism through the internet and the reasons why the terrorist choose this 
medium to terrorize the government in particular and peoples in general has 
been discussed. The protection mechanism is also suggested in this chapter, 
either through technological or by legislation medium. Chapter Sixth is 
devoted for legal and technological measures that has been suggested to 
combat the cyber crime and cyber terrorism. In this chapter various issues of 
internet, like the impact of market value, consumer tmst, potential economic 
impact etc. has been taken into consideration. Tlirough the analysis of these, 
the measures have been suggested for protection and improvement. 
17 
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Chapter Seventh caption Conclusion & Suggestions Where in the 
researcher made a modest but sincere efforts to conclude the study of the cyber 
crime and cyber terrirosim in India and also made some humble suggestions to 
control the menace of cyber crime and cyber teiTorism through various ways 
and means. 
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CHAPTER II 
CONCEPTUAL ANALYSIS OF CYBER CRIME 
Presently in India as well as in the world the computers have become an 
mtegral part of the fast developing society. The computers are being used in 
various aspects such as in Banking, Manufacturing, health care, defense, 
insurance, scientific research, strategic policy making, law enforcement etc' 
If we think presently about the society without the computer everything 
seems to be impossible for example Railway Ticketing system. Airline 
Ticketing as well as ti-affic control. Electricity bill, Telephone Bill office works 
etc, all are seems to be impossible without the computer. Computers with the 
aid of the Internet have today become the most dominant medium of 
communication, infomiation, commerce and entertainment. The internet is like 
life in the real world being extended and carried on in another medium that cuts 
across boundaries space, time, nationality, citizenship, jurisdiction, sex, sexual 
orientation, and age. Every coin has two side likewise, internet having all 
benefits of anonymity, a liability, and conveince has become as appropriate 
place for pensions interested in making are of the net for illegal gainful 
purpose, either monetary or otherwise. 
' Dr Gandhi, K.P.C, 'Introduction to computer: related crimes.' Delhi, CBJ Bulletin. 1996, 
p.6. 
^ Verma, S.K. & Mittal, Legal Dimensions of Cyberspace. New Delhi, ILI Publisher, 2004, p. 
228. 
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Internet has transformed the world into a Global Information Village. 
Internet has also made this world a virtual sleeper's global market place. 
History is a witness to the most fact that all the technological inventions have 
been put to as much destructive use as constructive one. Infonnation 
technologies are no different, while good people are using Information 
technology for finding better alternatives which can improve the quality of 
human life while bad elements are using it for harming individuals, cheating 
others of their hard earned money, subverting and defrauding the business and 
to hide their crimes.^ 
2,0 History and development of Internet 
Internet has transformed the world into a Global Information Village. 
Internet made this world a virtual sleepless global market place. Internet is a 
global network of computer."^ 
Internet and online services, sometimes called as "new media" services 
as in many respects similar to the traditional media as it also includes 
production oriented material such as music, audio, video, graphics, text and 
games. It works in communication fomis also likewise messaging, chatting, 
video conferencing etc. 
The internet's roots can be traced from 1950's. In 1957 the Soviet Union 
launched tlie first Satellite, Sputnik I, triggering US president Dwight 
^ Cloniel Prasad, R.S, Cybercrime-An Introduction. Hydrabad, ICFAI Publications, ed.l' 
2004, p-II. 
^ Ibid; p-I. 
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Eisenhower to creating the ARPA agency to arms race. So, the evolution of 
internet can be said to be started with the use of ARPANET sponsored by US 
miHtary, which was set up in 1969.^  
The first communication touch place between research Center at the 
University of California at Los Angles and the Stanford research Institute. The 
ARPANET was as joint venture of Massachusetts Institute of Technology and 
the American Department of Defense Advance Research Project 
Administration as a source to establish continued communication between 
remote computer resources in the event of war. The communication links were 
confined to military, defense contractors and university laboratories involved in 
defense related research. 
In early 1970's fiirther innovations took place, such as electronic mail 
possibilities has grown. During this period other network equivalent to 
ARPANET being established such as the United Kingdom's Joint Academic 
Network (JANET) and the United States National Science foundation Network. 
(NSENET).^ 
In the year 1990 the US authorities released ARPANET and transferred 
it to National Science Foundation (NSFNET). 
^ Dr. Chaubey, R.K., An Introduction to Cyber Crime & Cyber Law. Ed: 2009, p-57. 
* Majid-Yar, Cybercrime & Society ed-l"2006, New Delhi, SAGE India Publication Pvt. 
Ltd., p-7. 
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In the year 1993 Time Bemers-Lec's he is the person who developed the 
World Wide Web (www) in the European Laboratory for particle physics 
(CERN). 
The first commercial browser, Netscape, was launched in 1994, with 
Microsoft launching its own Internet explorer the preceding year. So, there 
browsers made Internet access possible from personal computers. From the 
year mid 1990's various commercial Internet Services Providers (ISP) entered 
the market and offered the Internet connection through conventional telephone 
line.' 
On 24 October, 1955 Federal Networking Council (NFNC) unanimously 
passed a resolution defining the term Internet. This definition was developed in 
consolation with members of the Internet and Intellectual property Rights 
communities. The term internet defined as: "Internet" refers to the global 
infonnation system that (i) is logically linked together by a globally unique 
address space based on the Internet Protocol (IP) or its subsequent extension or 
follow-ons (ii) is able to support communications using the transmission 
control protocol/internet protocol (TCP/IP) suit or its subsequent 
extensions/follow ons, and or other IP compatible protocols and (iii) provides, 
^ Ibid, PP.7&8. 
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uses or makes accessible either publicly or privately, high level ser\''ice layered 
on the communications and related infrastructure described herein.^ 
2.1 Evolution Nature and scope of Cyber Crime 
Cybercrime is the deadliest epidemic confronting our planet in this 
millennium. At present when everything from microwave ovens and 
refrigerators to nuclear power plants are being run or computers cybercrime has 
assumed rather sister implication.^ It has raised its head as multi headed hydra. 
Where if one is being cut other and newer kinds of crimes are appear or 
develop suddenly cyber crime can involve criminal activities that are traditional 
in nature, such as theft, fraud forgery, defamation and mischief. The above of 
computer has also providing an scope of new age crime such as hacking, web 
defacement cyber stalking, web jading etc. 
Cyber crime is a twentieth century foetus of technological development, 
now which grown up like as epidemic and has become uncontrollable in the 
twenty-first century.'° 
The first cybercrime took place in the year 1820. Joseph-Marie Jacquai'd, 
a textile unmanufactured in France produced the loom. This device allowed the 
repetition of a series of steps in the weaving of special fabrics. This resulted in 
a fear amongst Jacquardi employed that their traditional employment and 
^ Adopted with the unanimous resolution by Federal Networking Council, on October 24, 
1995. Available at http://www.livinginteniet.com/how the internet works.htm (Visited on 
Januar}' 25, 2011). 
° Nagpal, Rohas, Cybercrime and corporate liability, Delhi, CCH India, 2008 p. 166. 
'" Manupatra Newsline, Aug & Sep 2008. 
23 
Conceptual Analysis of Cyber Crime 
livelihood were being threatened. They committed the acts of sabotage to 
discharge Jacquard from further use of the new technology. So, this is the first-
recorded cyber crime." 
2.2 Categories of cyber crime 
There are different categories of cyber crimes they are as follows: 
2.2.1 Data Crime 
a. Data Interception 
An attacker monitors data streams to or from a target in order to gather 
infomiation. This attack may be undertaken to gather infomiation to support a 
later attack or the data collected may be the end goal of the attack. This attack 
usually involves sniffing network traffic, but may include observing other types 
of data streams, such as radio. In most varieties of this attack, the attacker is 
passive and simply observes regular communication, however in some variants 
the attacker inay attempt to initiate the establishment of a data stream or 
influence the nature of the data transmitted. However, in all variants of this 
attack, and distinguishing this attack from other data collection methods, the 
attacker is not the intended recipient of the data stream. Unlike some other data 
leakage attacks, the attacker is observing explicit data channels (e.g. network 
traffic) and reading the content. This differs from attacks that collect more 
"Supra 9. 
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qualitative inforaiation, such as communication volume, not explicitly 
communicated via a data stream.'" 
b. Data Modification 
Privacy of communications is essential to ensure that data carmot be 
modified or viewed in transit. Distributed environments bring with them the 
possibility that a malicious third party can perpetrate a computer crime by 
tampering with data as it moves between sites. 
In a data modification attack, an unauthorized party on the network 
intercepts data in transit and changes parts of that data before retransmitting it. 
An example of this is changing the dollar amount of a banking transaction from 
$100 to $10,000. 
In a replay attack, an entire set of valid data is repeatedly interjected onto 
the network. An example would be to repeat, one thousand times, a valid $100 
bank account transfer transaction. 
c. Data Theft 
Tenn used to describe when information is illegally copied or taken from 
a business or other individual. Commonly, this infomiation is user information 
such as passwords, social security numbers, credit card infomiation, other 
'^  CAPEC (2010), CAPEC-117: Data Interception Attacks, Available at; 
http://capec.mitre.org/'data/definilions/l 17.htral, (Visited on January 28, 2012). 
" Oracle (2003), Security Overviews, Available at: http://docs.oracle.com/cd/B13789_01/ 
network.lOl/ bl0777/overview.htm, (Visited on January 28, 2012). 
25 
Conceptual Analysis of Cyber Crime 
personal information, or other confidential corporate information. Because this 
infonnation is illegally obtained, when the individual who stole this 
infoniiation is apprehended, it is likely he or she will be prosecuted to the 
fullest extent of the law.''* 
2.2.2 Network Crime 
a. Network Interferences 
Network Interfering with the fiinctioning of a computer Network by 
inputting, transmitting, damaging, deleting, deteriorating, altering or 
suppressing Network data. 
b. Network Sabotage 
'Network Sabotage' or incompetent managers trying to do the jobs of the 
people they normally are in charge of network. It could be the above alone, or a 
combination of things. But if Verizon is using the help the children, hindering 
first responders line then they might be using network problems as an excuse to 
get the federal government to intervene in the interest of public safety. Of 
course if the federal government forces these people back to work what is the 
purpose of unions and strikes anyway.'^ 
2.2.3 Access Crime 
a. Unauthorized Access 
'" Computer Hope (2012), Data Theft, available at: http;//wwvv.computerhope.cora/jargon/d/ 
datathef.htm, (Visited on Januar}' 28, 2012). 
' ' DSL Reports (2011), Network Sabotage, available at: 
http://www.dslreports.com/forui-n/r26182468-Network-Sabotage-or-mcompetent-
managers-trying-to-, (Visited on January 28, 2012). 
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"Unauthorized Access" is an insider's view of the computer cracker 
underground. The fihiiing took place all across the United States, Holland and 
Germany. "Unauthorized Access" looks at the personalities behind the 
computers screens and aims to separate the media hype of the 'outlaw hacker' 
from the reality.'^ 
b. Virus Dissemination 
Malicious software that attaches itself to other software like virus, worms, 
Trojan Horse, Time bomb, Logic Bomb, Rabbit and Bacterium are examples of 
malicious software that destroys the system of the victim.'^ 
2.2.4 Related Crimes 
a. Aiding and Abetting Cyber Crimes 
There are three elements to most aiding and abetting charges against an 
individual. The first is that another person committed tlie crime. Second, the 
individual being charged had knowledge of the crime or the principals' intent. 
Third, the individual provided some form of assistance to the principal. An 
accessory in legal temis is typically defined as a person who assists in the 
commission of a crime committed by another or others. In most cases, a person 
charged with aiding and abetting or accessory has knowledge of the crime 
either before or after its occuirence. A person who is aware of a crime before it 
"' IMDb (2012), Unauthorized Attacks, available at: 
http://www.imdb.com/title/tt0373414/, (Visited on Januar)' 28, 2012). 
''' Virus Glossary (2006), Virus Dissemination, available at; 
http://www.virtualpune.com/citizen-centre/html/cyber__crime_glossary.shtml, (Visited 
on Januar)^ 28, 2012). 
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occurs, and who gives some form of aid to those committing the crime, is 
known in legal temis as an "accessory before the fact." He or she may assist 
through advice, actions, or monetary support. A person who is unaware of the 
crime before it takes place, but who helps in the aftermath of the crime, is 
referred to as an "accessory after the fact". 
b, Computer-Related Forgery and Fraud: Computer forgery and 
computer-related fraud constitute computer-related offenses. 
c, Content-Related Crimes: Cyber sex, unsolicited commercial 
communications, cyber defamation and cyber threats are included under 
content-related offenses. 
The total cost to pay by victims against these attacks is in millions of 
millions Dollar per year which is a significant amount to change the state of un-
developed or under-developed countries to developed countries. Some of the 
facts related to cyber crimes can be significantly marked by the infomiation 
provided by a US base news agency are:''' 
• Research study has found that one in five online consumers in the 
US have been victims of cybercrime in the last two years. 
IK 
19 
Legal Info (2009), Crime Overview Aiding and Abetting or Accessory, available at: 
http://www.legalinfo.coin/content/criminal-law/criine-overview-aiding-and-abetting-or-
accessory, html, (Visited on Januaiy 28, 2012). 
By Jessica Stanicon (2009), available at: 
http://www.dynamicbusiness.com/articles/articles-news/one-in-five-victims-of-
cybercrime3907.html, (Visited on January 28, 2012). 
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• RSA, the security division of EMC have released their Quarterly 
Security Statistics Review concerning identity theft online, phishing 
and malware, data breaches and data loss. 
• The review found that 23 percent of people worldwide will fall for 
spear phishing attacks, while web pages are infected on average 
every 4.5 seconds. 
• In Australia, cybercrime costs businesses more than $600 million a 
year, while in the US, one in five online consumers have been 
victims of cybercrime in the last two years, equating to $8 billion. 
• The review also found that consumers are increasingly concerned 
about their safety online. The Identity Theft Resource Centre, 2009 
Consumer Awareness Survey in the US found that 85 percent of 
respondents expressed concern about the safety of sending 
information over the Internet, while 59 percent expressed a need for 
improvement in the protection of the data they submit over websites. 
® Reported cases of cases of spam, hacking and fraud have multiplied 
50-fold from 2004 to 2007, it claims.^° 
• One recent report ranked India in 2008 as the fourteenth country in 
the world hosting phishing websites. Additionally, the booming of 
20 Prasun Sonwalkar (2009), India emerging as centre for cybercrime: UK study, available at: 
littp://www.livemint.com/2009/0S/20000730/India-emerging-as-centre-for-c.htmI, (Visited 
on October 10, 2009). 
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call centers in India has generated a niche for cyber criminal activity 
in harvesting data, the report maintained. 
• The words of Prasun Sonwalkar reflects the threat of cyber crnne m 
India, India is fast emerging as a major hub of cyber crime as 
recession is driving computer-literate criminals to electronic scams, 
claimed a study by researchers at the University of Brighton. Titled 
'Crime Online: cyber crime and Illegal Iimovation', the study states 
that cyber crime in India, China, Russia and Brazil is a cause of 
"particular concern" and that there has been a "leap in cyber crime" 
in India in recent years, partly fuelled by the large number of call 
centers. 
From Crime Desk of UK said that online fraud is u^orth around £50 
billion a year worldwide, with criminal gangs increasingly using the latest 
technology to commit crimes, provoking the Association of Police Officers to 
state in the FT that "the police are being left behind by sophisticated gangs". 
Computer spam refers to unsolicited commercial advertisements 
distributed online via e-mail, which can sometimes carry viruses and other 
programs that harm computers. For the year to date, the UAB Spam Data Mine 
India emerging as major cyber crime centre (2009), available at: htlp://wegathemews.com/ 
203/india-emerging-as-major-cyber-crime-centre/, (Visited on October! 0, 2009). 
2^  PTI Contents (2009), India: A major hub for cybercrime, available at: 
http://business.rediff.com/ slide-show/2009/aug/20/slide-show-l-iiidia-major-hub-for-
cybercrime.htm, (Visited on Januarj' 28, 2012). 
^^  Crime Desk (2009), Million Online Crimes in the Year: Cyber Crime Squad Established, 
available at: http://www.thelondondail}'news.com/million-online-crimes-year-cyber-
crime-squad-established-p-3117.html, (Visited on September 12, 2011). 
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has reviewed millions of spam e-mails and successfully connected the hundreds 
of thousands of advertised Web sites in the spam to 69,117 unique hosting 
domains, Warner said. Of the total reviewed domains, 48,552 (70%), had 
Internet domains or addresses that ended in the Chinese country code "xn". 
Additionally, 48,331 (70%) of the sites were hosted on Chinese computers." 
Many of the African countries are lack of the cyber policies and laws 
(many articles and news are available at" in this support). Due to this a cyber 
criminal may escape even then that is caught. Countries like Kenya, Nigeria, 
Tunisia, Tanzania etc. are almost free from the cyber laws and policies. 
The above coated text are only some of the examples related to US, 
Europe, Asia and Africa to show the horrible situation of cyber crimes. 
Restriction of cyber crimes is dependent on proper analysis of their behavior 
and understanding of their impacts over various levels of society. Therefore, in 
the current manuscript a systematic imderstanding of cyber crimes and their 
impacts over society with the future trends of cyber crimes are explained. 
2.3 Classification of Cybercrime: 
Broadly speaking, the cyber crimes refer to all activities done with 
criminal intent in cyber space. They can be divided into three categories: 
2.3.1 Cyber Crime against person; 
'^' Newswise (2009), China Linked to 70 Percent of World's Spam, Says Computer Forensics 
Expert, Available at: http://'www.newswise.com/articles/view/553655/, (Visited on 
December 10, 2010). 
^^  Cyberlawtimes (2009), available at http.V/www.cyberlawtimes.com/forum/index.php? 
board=52.0, (Visited on October 13, 2009). 
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2.3.2 Cyber Crime against property (against business and Non business 
organization); 
2.3.3 Cyber Crime against Government. 
2.3.1 Cyber Crime Against Person 
The first category of cyber crimes committed against person include 
various like transmission of child-pornography, sexual harassment of any one 
v^ i^th the use of a computer, such and e-mail and cyber stalking. Any unwanted 
contact between two people that directly or indirectly communicates a thi'eat or 
place the victim in fear can be considered stalking. The Trafficking, 
distribution, posfing and dissemination of absence material including 
pornography, indecent exposure and child pornography constitutes one of the 
most important cyber crimes know today. The potential harm of such a crime to 
humanity can hardly be over stated." 
Similarly the cyber harassment is a distinct Cyber crime various kinds of 
harassment can and does occur in cyber space or through the cyberspace. The 
internet is a wonderful place to work, play and no less than a miiTor of the real 
world and that means it also contains electronic versions of real life problems, 
stalking and harassment are problems that many also occur on the internet 
which will be discussed in full fudge in preceding chapter. 
2.3.2 Cyber Crime against property 
"'' Dr. Patel, S. Band, 'Cyber Crime: A burning problem.' Reading Kdaterial: 3 day workshop 
cum conference, IT Laws and related Intellectual Property, Law centre 1, Delhi 
University, p. 184. 
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The second category of cyber crime is that of cyber crimes against all types of 
property. These crimes includes Hacking is unauthorized use of computer and 
network resources and cracking some breaks into someone else computer 
system often on a network or intentionally breaches computer security, Vims is 
a computer programme that can reproduce itself and causing destruction of data 
contamination, copy-right protects creative or artistic works. You should only 
copy or copyrighted work with the copyright owner's peraiission infringement, 
potent is a set of exclusive rights granted by a state to an inventor or his assign 
for a fixed period of time in exchange for a disclosure of an invention. 
Infringement, impersonation or cyber fraud, cyber squatting is registering, 
trafficking in or using a domain name with bad-faith intent to profit from the 
goodwill of a trademark belonging to someone else etc. In these Hacking and 
cracking are among the gravest cyber crimes known till date. It is a dreadful 
feeling to know that someone has broken into your computer systems without 
your knowledge and consent has tampered with precious confidential data and 
infonnation. Coupled with this, the reality is that no computer system in the 
world is hacking proof. So, it is unanimously agreed that any and every system 
in the world can be hacked. 
2.3.3 Cyber Crime against Government 
Cyber ten^orism could be defined as the premeditated. Politically attack 
against information system, computer programs, and data to deny service or 
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acquire information with the intent to disrupt the political, social or physical 
97 
infrastructure of a target resulting in violence against public. 
During 1998 LTTE Liberation Tigers of Tamil Elam, attacked a large 
number of Sri Lanka Embassy's computer system all over the world by 
releasing 800 e-mails to each embassy, everyday, over a two week period with 
the messages, we are internet black tigers and we are using this to dismpt your 
communications: This is first known attack by terrorists against a country's 
computer system. The chapter IV of the thesis is wholly related with this 
particular aspect. 
2.4 Cyber Crime and Organized Crime 
The internet revolution has transformed the society in general and the 
commercial world in particular^^ While commercial dealing is rampant on the 
internet due to its reach worldwide in low cost. So organized crime also found 
the new opportunities and benefits on internet that are very useful for furthering 
the criminal activities organized criminal groups are gradually moving from 
ti-aditional criminal activities to more rewarding and less risky operations in 
cyberspace. Some traditional criminal groups are seeking the co-operation of e-
criminals with the necessary technical skills, newer types of criminal networks 
operating in the area of e-crime have already emerged.^ '^  
''^  Col.Prasad, R.S, Cyber Crime - An Introduction. Hydrabad, ICFAI Univ. Press, ed. First 
2004, p.8. 
^^ Ibid,p-15. 
'^' Dr. l>opina, Tatiama, available at; http://ww\v. freedorafromfear magazine.org, (Visited 
on August 2, 2010). 
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According to Phil Williams of university of Pittsburgh 'organized crime is 
primarily about the pursuit of profit and can be understood in Clausewitz Ian 
terms as a continuation of business by criminal means' the objective of 
organized crime is also to earn profits though businesses, but the only 
difference is that the business activity or means of contracting the business may 
be illegal.^" 
Criminal organizations are constantly on the lookout for new 
opportunities as well as new ways of keeping themselves safe and away from 
the law enforcing authorities. Internet offers a number of services for the 
common man and criminals could abuse many of those services to their 
advantage. Internet is most inexpensible and realizable Id. These attributes 
attract the criminals as well as also help them in speeding up their activities. 
The structure of these criminal organization is different from traditional 
organized crime organization. Criminal activities are usually conducted within 
multi-skilled, multifaceted virtual criminal networks centered on online 
meetings. These networks are structured on "Stand alone" basis, as members 
rarely meet each other is person and sometimes do not even have a virtual 
contact with other colleagues. This sophisticated structure, together with access 
to the core operations granted only to tmsted associates, prevents organized 
cybercrimes groups from being detected and infiltrated by law enforcement. 
''^  Phi Williams, 'Organized Crime Cybercrime Synergies Trends & Responses, 2003,' 
available at: http://www,crimeresearch.com (Visited on December 9, 2009). 
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2.5 Cyber Crime and Legislation of Nations 
To meet the challenges posed by new kinds of crime made possible by 
computer technology including telecommunication, many of the countries 
largely industrialized and some of those which are moving towards 
industrialization have in part few years reviews their respective domestic 
criminal laws from the point of adaptation, further development and 
supplementation so as to prevent computer related crime. A nmnber of 
countries have already introduced more or less extensive amendments by 
adding new statutes in their substantive criminal law."" 
According to McConnell International some counties laws are 
substantially or particularly updated laws, while some others have no updated 
law. So, here in figure 1,1 classified there laws in two categories i.e. 1- updated 
law (Substantially or partially) 1 and 2- No updated laws. 
"" Gurjeet Singh & Vidhy Sandher, 'Emerging of Cybercrime A challenge for new 
millennium' Aligarh Law Journal. Vol. XIV & XV, year 1999-2000, p. 33. 
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List of Countries with Updated Laws (Partially or substantially) and 
no Updated Laws 
S. No. 
1 
2 
n J 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
Updated Law 
(Substantially Partially) 
Australia 
Canada 
Estonia 
India 
Japan 
Mauritius 
Peru 
Philippines 
Tunkey 
United States 
Brazil 
Chile 
Chines 
Czech Republic 
Denmark 
Malaysia 
Poland 
Spain 
United Kingdom 
S.No. 
1 
2 
T J 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
No Updated Laws 
Albania 
Bulgaria 
Burundi 
Cuba 
Dominican Republic 
Egypt 
Ethiopia 
Fiji 
France 
Gambia 
Hungry 
Iceland 
Iran 
Italy 
Jordan 
Kazakhstan 
Latina 
Lebanon 
Lesotho 
Malta 
Moldova 
Morocco 
New Zealand 
Microglia 
Nigeria 
Nonvay 
Romania 
South Africa 
Sudan 
Vietnam 
Yugoslavia 
Zambia 
Zimbabwe 
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Figure 1, which hsted the countries, who are updated their legislation for 
combating Cyber Crime. The list of countries as mentioned in figure 1 is the 
initiative of McConnell International who surveyed its global network of 
infomiation technology, Cyber Security Laws the around the world. 
McConnell International asked the countries to send their respective 
legislation is respect of the Cyber Crime. Over fifty countries responded 
through sending their piece of legislation, on that basis figure 1 divided into 
two column i.e. (i) updated laws (substantially or partially), and (2) No updated 
laws so, in column (1) the list of Coimtries comprises both substantially as well 
as partially, in this column from SI. No. 1 to 10 are the countries which have 
fully updated laws and rest of the countries have partially updated laws. 
There is no uniformity in the legislation among the nations. So, here it 
will be better to chart another figure which depicts which types of cyber crimes 
have been addressed through these updated legislations of the nationa. 
Figure 2, countries with updated law from McConnell international. As, I 
have discussed earlier that there is uniformity among the statutes of different 
countries. So, the different features of the statues in different countries are 
as^V 
Australia: Has included offence related to computers in the 
Australian crime Act. The penalty for damaging data in 
32 Dudeja, V.D, Cyber Crimes and Law. Vol.1, Commonwealth publisher, ed. 1st, p.4. 
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computers is imprisonment up to 10 yrs and for unlawful 
data in computers imprisomnent from 6 months to 3 years. 
Canada: Has named three Computer Crimes (a) Possession of 
devices to obtain unauthorized telephone facilities; (b) 
unauthorized access to computer; (c) Committing mischief 
with data. The imprisomnent varies from 2 years to upto 
10 years depending the nature of the crime. 
Germany; Classified Compute Crime Like data spying, computer 
fraud, alternation of data and computer sabotage. The 
punishment varies from 2 years to 5 years depending upon 
the nature of crime. 
Singapore: Computer Misuse Act refers to unauthorized access to 
computer system with intent to commit or facilitate 
commission of offence, unauthorized modification of 
computer material etc. Punishra.ent is Imprisonment from 
2 yis to up to 5 yrs with fine. 
Japan: Amended its penal code which, refer to activities as 
computer crime. Electronic record wrongfully made by a 
public servant false entry in permit license or passport, 
interference with business by destruction or damage of 
computerized data, interference with computer and 
destruction of private and public documents. 
United Kingdom: Computer Misuse Act included unauthorized access to 
computer material or system and unauthorized access with 
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intent to commit or facilitate commission of further 
offences as the computer crimes. The punishment is 
imprisonment from 6 months to up to 5 yrs with five. 
United States: US has created a fonn dose legal framework to deal with 
the peril of computer crime, following are some of the top 
internet - related laws that have been framed for this 
purpose; The federal fraud Abuse Act - 1986. The 
computer Misuse Act 1991, The Data collection 
Improvement Act 1996, the Digital Signature legislation 
1996, The Electronic Fund Transfer Act 1996, the Federal 
Trade Marks Dilation Act 1996, The Intellectual property 
protection Act 1996, The National Infomiation 
infrastructure protection Act 1996, the Telecommunication 
Act 1996. 
The Electronic Communication privacy Act 1997, The Electronic Theft Act 
1997, The Child Online Protection Act 1998, The Internet Tax Freedom Act 
1998, The U.S. Trademark Copyright prevention Act, in Global and National 
Commerce Act (E-Sigh) 2000, The Unifomi Computer Infonnation 
Transaction Act 2000, and The Children Internet Protection Act 2001 .''^  
These acts classified computer crimes, as (a) willfol unauthorized access of 
computer related to national defense or foreign relation (b) intentional access of 
computer without authorization to obtain financial information, (c) 
unauthorized access of computer of a govermnent department or an agency, (d) 
" Aligarh Law Journal 1999-2000, p.34. 
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unauthorized access of computer federal, intemet with intent to defraud, (e) 
knowingly causing transmission of data/programme to damage a computer 
network or deny use of computer, network etc, (f) Knowingly causing 
transmission of data/programme with risk that transmission will damage a 
computer network, data or program or without or dent use of computer, 
network etc. and (g) unauthorized access of computer with intent to defraud. "* 
2.6 Cyber crime and Indian Position 
The first cyber crime took place as early as in the year 1820. The crimes 
have however gained momentum in India only in the recent past. As an upshot, 
the Indian Parliament gave effect to a resolution of the General Assembly of 
the United Nations for adoption of a Model Law on Electronic Commerce. The 
consequence was the passing of Information Technology Act 2000. The Act 
aims to regulate and legalize E-Cominerce and take cognizance of offences 
arising there from. 
The Infonnation Teclinology Act deals with the following cyber crimes 
along with others: 
2.6.1 Tampering with computer source documents 
A person who knowingly or intentionally, conceals (hides or keeps secret), 
destroys (demolishes or reduces), alters (change in characteristics) or causes 
another to conceal, destroy, and alter any computer source code used for a 
'' Ibid. 
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computer, computer program, computer system or computer network, when the 
computer source code is required to be kept or maintained by law is punishable. 
For instance, hiding the C.D.ROM in which the source code files are stored, 
making a C File into a CPP File or removing the read only attributes of a file. 
2.6.2 Hacking 
Hacking is usually understood to be the unauthorized access of a 
computer system and networks. Originally, the term "hacker" describes any 
amateur computer programmer who discovered ways to make software run 
more efficiently. Hackers usually "hack" on a problem until they find a 
solution, and keep trying to make their equipment work in new and more 
efficient ways. A hacker can be a Code Hacker, Cracker or a Cyber Punk. 
Whoever with the intent to cause or knowing that he is likely to cause 
wrongful loss or damage to the public or any person destroys or deletes or 
alters any information residing in a computer resource or diminishes its value 
or utility or affects it injuriously by means is said to commit hacking. 
Vinod Kaushik and Ors. v. Madhvika Joshi and Ors."^ 
The main issue in this case is whether accessing a husband's and father-in-law's 
email account without their permission amounts to 'unauthorized access'. In this 
case, the first respondent had accessed the email account of her husband and 
Before Sh. Rajesh Aggai-wal, Adjudicating Officer, Inforination Technology Act, 2000, 
Government of Maharastra, At Mantralaya, Mumbai- 400032, Complaint No.2 of 2010. 
available at: 
http.7/docs.google.conVopen?id=0B8vVw0jzMxE0Y2EyM2IlZTQtNmQ3Yy00MDhjLTg 
z... (visitedon January 23, 2012). 
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father in law, in order to acquire evidence in a Dowry iiarassment case. The 
Adjudicating Officer held that accessing an e-mail account without 
authorization amounts to a contravention of section 43 of the Inforaiation 
Technology Act 2000. There was no compensation awarded to the complainant 
as the respondent had only submitted the information so obtained to the police 
and the court. The Adjudicating Officer, however ordered the first respondent 
to pay a fine of Rs. 100, as she was held to be in contravention of Section 66-C 
(identity theft and dishonest use of the password of any other person) of the IT 
Act 2000. 
It is to be noted that there cannot be any defense of bonafide intention, in 
case of violation of privacy by accessing e-mail accounts without the consent 
of the user. It will be still construed as 'unauthorized access'. It is also 
interesting to note that the adjudicating officer relied on the reasoning that the 
information procured by the 'unauthorized access' was only disclosed to the 
Couil and the police, therefore the respondent is not liable to pay any 
compensation to the complainant. However, Section 43 of the IT Act 2000 
deals with the penalty and compensation for an 'unauthorized access' to any 
computer or computer system or computer network. It may be said there is a 
lacuna in the reasoning of the Adjudicating Officer. It also gives rise to the 
question whether a person is not liable to pay compensation under Section 43 if 
the inforniation obtained by 'unauthorized access' is only disclosed before 
competent authorities such as police or court. The 'unauthorized access' of an e-
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mail account by dishonest use of password of any other person also amounts to 
violation of privacy. It is covered under Section 66C of the IT Act 2000. 
2.6.3 Publishing of information, which is obscene in electronic form 
A person who publishes or transmits or causes to be published in the 
electronic fomi, any material which is lascivious, or if its effect is such as to 
tend to deprave and comipt persons who are likely to read, see or hear the 
matter contained or embodied in it, is liable to punishment. The important 
ingredients of such an offence are publishing (make generally known or issue 
copies for sale to public), or transmitting (transfer or be a medium for), or 
causing to be published (to produced the effect of publishing), pornographic 
materia] in the electronic form. 
2.6.4 Child Pornography 
Child Pornography is a part of cyber pornography but it is such a grave 
offence that it is individually also recognized as a cyber crime. The Internet is 
being highly used by its abusers to reach and abuse children sexually, 
worldwide. The Internet is very fast becoming a household commodity in 
India. Its explosion has made the children a viable victim to the cyber crime. 
As more homes have access to Internet, more children would be using the 
Internet and more are the chances of falling victim to the aggression of 
pedophiles. The pedophiles use their false identity to trap children and even 
contact them in various chat rooms where they befriend them and gain personal 
infomiation from the innocent preys. They even start contacting children on 
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their e-mail addresses. These pedophiles drag children to the net for the 
puipose of sexual assault or so as to use them as a sex object. Chapter HI of the 
thesis discuss all issues related with the pornography and child pornography. 
2.6.5 Accessing protected system 
Any unauthorized person who secures access or attempts to secure access 
to a protected system is liable to be punished with imprisonment and may also 
be liable to fine. 
2.6.6 Breach of confidentiality and privacy 
Any person who, secures access to any electronic record, book, register, 
con-espondence, infomiation, document or other material without the consent 
of the person concerned or discloses such electronic record, book, register, 
conespondence, information, document or other material to any other person 
shall be liable to be punished under the Information Technology Act. 
K.L.D Nagasree v, Government of India, represented by its Secretary, Ministry 
of Home Affairs and Ors." 
A writ petition was filed in the Andhra Pradesh High Court challenging the 
order of the respondent under Section 5(2) of the Indian Telegraph Act 1885. 
The respondent gave the order to intercept messages from the mobile phone of 
the petitioner. The Court examined the procedural safeguards that are in place 
in case with respect to an order of interception of communication. These 
•^  AIR2007AP102, (Aiidhra Pradesh High Court). 
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safeguards are enshrined in Rule 419-A of the Indian Telegraph Rules 1951 
pursuant to the guidelines laid down by the Supreme Court in the case of PUCL 
V. Union of India.' The Court, while considering the impugned order, decided 
that the order did not record the reasons for the interception. The Court also 
discovered that the Review Committee constituted under Rule 419-A (8) had 
without any reason delayed the review of the impugned order. The Court also 
laid down in this case that the procedural inconsistencies render any recorded 
evidence inadmissible in Court. The Court also observed that the enforcement 
agencies were not observing the correct procedure for interception of 
communications under Section 5(2) of the Indian Telegraph Act. It ordered that 
any such recording should be destroyed. 
It is one of the few instances where the Court has gone on record to say 
that the enforcement agencies are not following the procedure established by 
law, with regard to giving out of orders for interception of communication 
under Section 5(2) of the India Telegraph Act 1885. Disregard to procedural 
safeguard by the enforcement agency amounts to a gross violation of right to 
privacy envisaged under Article 21 of the Constitution of India. 
T O 
Rayala M. Bhuvaneswari v. Nagaphanender Rayala 
This case came up before the Andlira Pradesh High Court under a revision 
petition for a voice test of a tape recording. In this case, the Court discovered 
" A I R 2004 SC 1442. 
38 AIR 2008 AI' 98 (Andhra Pradesh High Court). 
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that the husband had tape-recorded a telephone conversation of his wife with 
her friends and parents, without her consent. Subsequently, he had been using 
this as evidence in the divorce case between the parties. The Court, at the very 
outset, held that there had been clear violation of privacy of the wife by her 
husband. It also cited the compilation of Federal Law on "Covertly Recording 
Telephone Conversation", which makes it unlawful to record telephone 
conversation except in one-party consent cases. One-party consent cases are 
those cases where the person can record their own telephone conversation 
without the consent or knowledge of the other party. But in this case no consent 
had been given by either party of the telephone conversation. 
The Court held that the act of the husband was illegal and 
unconstitutional, and infringed upon the privacy of the wife. Even if the tapes 
were accurate, they could not be admissible as evidence. 
This is one of cases where the Court has acknowledged that the protection 
of right to privacy under Article 21 of the Constitution of India is not only 
enforceable against the State but also against individuals. The Court also held 
that any recording which infringes upon the right to privacy of an innocent 
person cannot be admitted as evidence in a court of law. 
AHrav Navin Bhai Shah and Ors. v. State of Gujarat and Another 
^'^ Criminal Misc. Application No. 10291 of 2006, Decided On: 28.09,2006 (Gujarat High 
Court). 
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The appellants were accused of hacking into the computer system of the 
complainant and stealing important data. The main issue was whether criminal 
proceedings can be quashed on the ground that the parties have reached an 
amicable settlement. The Court decided that if the 'entire' dispute has been 
amicably settled then the Court shall quash criminal proceeding to that effect. 
In this case the appellants were charged under section 66 and 72 of the 
Information Technology Act 2000 along with other offences under the Indian 
Penal Code 1860. The complainant argued before the Court that the criminal 
proceeding should be quashed as the dispute is civil in nature. The Court 
rejected the contention, while stating that the offense cannot be viewed as a 
civil dispute because offenses under section 66 and 72 of the Infonnation 
Technology Act 2000 are offenses against the society and caimot be condoned. 
The Court however, quashed the FIR based on the reasoning that there was an 
amicable settlement of the 'entire dispute'. It also took into consideration that if 
criminal proceedings were continued, a miscarriage of justice would be the 
result. 
The Gujarat High Court observed that violation of privacy and hacking 
are offenses against the society and cannot be condoned or treated as a civil 
dispute. However, if the parties agree to a settlement of the 'entire' dispute then 
the Court may allow such settlement in the interest of justice. 
2.7 Cyber crimes other than those mentioned under the IT Act 
2.7.1 Cyber Stalking 
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Although there is no universally accepted definition of cyber Stalking, it is 
generally defined as the repeated acts of harassment or threatening behavior of 
the cyber criminal towards the victim by using Internet sei'vices. Stalking in 
General terais can be referred to as the repeated acts of harassment targeting 
the victim such as following the victim, making harassing phone calls, killing 
the victims pet, vandalizing victims property, leaving written messages or 
objects. Stalking may be followed by serious violent acts such as physical 
hamis to the victim. It all depends on the course of conduct of the stalker. 
2.7.2 Cybersquatting 
Cybersquatting is the obtaining of a domain name in order to seek 
payment irom the owner of the trademark, (including business name, trade 
name, or brand name), and may include typosquatting (where one letter is 
different). 
A trademark owner can prevail in a cybersquatting action by showing that 
the defendant, in bad faith and with intent to profit, registered a domain name 
consisting of the plaintiffs distinctive trademark. Factors to determine whether 
bad faith exists are the extent to which the domain name contains the 
registrant's legal name, prior use of the domain name in connection with the 
sale of goods and sei^ vices, intent to divert customers from one site to another 
and use of false registration mfomiation and the registrant's offer to sell the 
domain name back to the trademark owner for more than out-of -pocket 
expenses. 
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2.7.3 Data Diddling 
This kind of an attack involves altering the raw data just before a 
computer processes it and then changing it back after the processing is 
completed. 
The NDMC Electricity Billing Fraud Case that took place in 1996 is a 
typical example. The computer network was used for receipt and accounting of 
electricity bills by the NDMC, Delhi. Collection of money, computerized 
accounting, record maintenance and remittance in the bank were exclusively 
left to a private contractor who was a computer professional. He 
misappropriated huge amount of fiinds by manipulating data files to show less 
receipts and bank remittances. 
2.7.4 Cyber Defamation 
Any derogatory statement, which is designed to injure a person's business 
or reputation, constitutes cyber defamation. Defamation can be accomplished 
as libel or slander. Cyber defamation occurs when defamation takes place with 
the help of computers and / or the Internet. E.g. someone publishes defamatory 
matter about someone on a website or sends e-mails containing defamatory 
information to all of that person's friends. 
2.7.5 Trojan Attack 
A Trojan, the program is aptly called an unauthorized program which 
tlmctions from inside what seems to be an authorized program, thereby 
concealing what it is actually doing. 
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2.7.6 Forgery 
Counterfeit currency notes, postage and revenue stamps, mark sheets etc 
can be forged using sophisticated computers, printers and scanners. It is very 
difficuh to control such attacks. For e.g. across the country students buy forged 
mark sheets for heavy sums to deposit in college. 
2.7.7 Financial crimes 
This would include cheating, credit card frauds, money laundering etc. 
such crimes are punishable under both IPC and IT Act. A leading Bank in India 
was cheated to the extent of 1.39 crores due to misappropriation of funds by 
manipulation of computer records regarding debit and credit accounts. 
2.7.8 Internet time theft 
This con notes the usage by an unauthorized person of the Internet hours 
paid for by another person. This kind of cyber crime was unheard until the 
victim reported it. This offence is usually covered under IPC and the Indian 
Telegraph Act. 
2.7.9 Virus/worm attack 
Virus is a program that attaches itself to a computer or a file and then 
circulates to other files and to other computers on a network. They usually 
affect the data on a computer, either by altering or deleting it. Worms, unlike 
viruses do not need the host to attach themselves to. They merely make 
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functional copies of themselves and do this repeatedly till they eat up all the 
available space on a computer's memory. 
2.7.10 E-mail spoofing 
It is a kind of e-mail that appears to originate from one source although it 
has actually been sent from another source. Such kind of crime can be done for 
reasons like defaming a person or for monetary gain etc. E.g. if A sends email 
to B's friend containing ill about him by spoofing B's email address, this could 
result in ending of relations betw e^en B and his friends. 
2.7.11 Email bombina to 
Email bombing means sending large amount of mails to the victims as a 
result of which their account or mail server crashes. The victims of email 
bombing can vary from individuals to companies and even the email sei-vice 
provider. 
2.7.12 Salami attack 
This is basically related to finance and therefore the main victims of this 
crime are the financial institutions. This attack has a unique quality that the 
alteration is so insignificant that in a single case it would go completely 
umioticed. E.g. a bank employee inserts a programme whereby a meager sum 
of Rs 3 is deducted from customers account. Such a small amount will not be 
noticeable at all. 
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2.1.13 Web Jacking H 
This term has been taken from the word hijacking. Once a website is web 
jacked the owner of the site looses all control over it. The person gaining such 
kind of an access is called a hacker who may even alter or destroy any 
infomiation on the site. 
2.7.14 Crackers 
These individuals are intent on causing loss to satisfy some antisocial 
motives or just for fun. Many computer vims creators and distributors fall into 
this category. 
2.7.15 Hackers 
These individuals explore others' computer systems for education, out of 
curiosity, or to compete with their peers. They may be attempting to gain the 
use of a more powerful computer, gain respect from fellow hackers, build a 
reputation, or gain acceptance as an expert without formal education. 
2.7.16 Pranksters 
These individuals perpetrate tricks on others. They generally do not intend 
any particular or long-lasting harm. 
2.7.18 Career criminals 
These individuals earn part or all of their income from crime, although 
they Malcontents,'^ ^ addicts, and irrational and incompetent people: "These 
One who rebels against the established system. 
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individuals extend from the mentally ill do not necessarily engage in crime as a 
full-time occupation. Some have a job, earn a little and steal a little, then move 
on to another job to repeat the process. In some cases they conspire with others 
or work within organized gangs such as the Mafia. The greatest organized 
crime threat comes from groups in Russia, Italy, and Asia. "The FBI reported in 
1995 that there were more than 30 Russian gangs operating in the United 
States. According to the FBI, many of these unsavory alliances use advanced 
information technology and encrypted communications to elude capture". 
2.7.19 Cyber terrorists 
There are many forms of cyber terrorism. Sometimes it's a rather smart 
hacker breaking into a govermnent website, other times it's just a group of like-
minded Internet users who crash a website by flooding it with traffic. No matter 
how harmless it may seem, it is still illegal to those addicted to drugs, alcohol, 
competition, or attention from others, to the criminally negligent. Earlier when 
IT Act enacted in 2000 the punishment was silent but after amendment in 2008 
the punishment has been prescribed. 
2.7.20 Cyber bulls 
Cyber bullying is any harassment that occurs via the Internet. Vicious 
forum posts, name calling in chat rooms, posting fake profiles on web sites, and 
mean or cruel email messages are ways of cyber bullying. 
Bowen, Mace (2009), Computer Crime, Available at: httpr/Avww.gum.net/, (Visited on 
November 28, 2012). 
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2.7.21 Salami attackers 
Those attacks are used for the commission of financial crimes. The key 
here is to make the akeration so insignificant that in a single case it would go 
completely unnoticed e.g. a bank employee inserts a program into bank's 
servers, which deducts a small amount from the account of every customer. 
The following is a table in brief showing the various offences under the 
Information Technology Act, 2000 together with their respective punishments: 
S.No. 
1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
Offence 
Tampering with 
computer source 
document 
Hacking with computer 
system 
Failure to comply with 
direction of the controller 
Breach of confidentiality 
or privacy 
Publishing false digital 
certificate 
Publishing digital 
certificate for fraudulent 
purposes 
Misrepresentation or 
suppression of material 
facts 
Failure to assist to 
decr}^t infonnation 
Securing access to 
protected systems 
Punishment 
Imprisonment up to 3 
years, Fine up to 2 
lakh rupees. 
-DO" 
-DO-
Imprisonment up to 2 
years, Fine up to one 
lakh rupees. 
-DO-
-DO-
- DO -
Imprisonment up to 7 
years 
Imprisonment up to 10 
years and fine 
After 
amendment 
55 
Conceptual Analysis of Cyber Crime 
10. Publishing Information 
which is obscene 
1^  conviction ~ 
imprisonment up to 5 
years and fine up to 
one lakh rupees. 
2" conviction -
imprisonment up to 10 
years and fine up to 
two lakh rupees. 
1 ^  conviction -
imprisomiient up 
to 3 years and 
fine up to five 
lakh rupees. 
2"'' or subsequent 
conviction -
imprisonment up 
to 05 years and 
fine up to ten 
lakh rupees. 
2.8 Challenges posed by cyber crime 
As the cyber law is growing, so are the new forms and manifestations of 
cyber crimes. Russia, China and Brazil are world leaders in cyber crime and 
India is fast emerging as a major hub of cyber crime in spite of enacting IT Act, 
2000 to regulate and control cyber crimes. This situation raises apprehensions 
and concerns about the efficacy of our cyber law in dealing with cyber crimes. 
It can't be disputed that Information Technology Act, 2000 though 
provides certain kinds of protections but doesn't cover all the spheres of the I.T 
where the protection must be provided. The offences defined in the IT Act, 
2000 are by no means exhaustive. However, the drafting of the relevant 
provisions of the IT Act, 2000 makes it appear as if the offences detailed 
therein are the only cyber offences possible and existing. It does not cove 
various kinds of cyber crimes and Internet related crimes. These Include Theft 
of Internet hours. Cyber theft , Cyber stalking, Cyber harassment. Cyber 
defamation, Cyber fraud, Misuse of credit card numbers, Chat room 
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abuse.Even issues like cyber war against India or cyber terrorism against India 
have not been incorporated into he IT Act yet. 
Copyright and trade mark violations do occur on the net but Copy Right 
Act 1976, or Trade Mark Act 1994 are silent on that which specifically deals 
with the issue. There is no enforcement machinery to ensure the protection of 
domain names on net. Transmission of e-cash and transactions online are not 
given protection under Negotiable Instrument Act, 1881. Online privacy is not 
protected only Section 43 (penalty for damage to computer or computer 
system) and 72 (Breach of confidentiality or privacy) talks about it in some 
extent but doesn't hinder the violations caused in the cyberspace. 
One of the important issues relating to taking legal action against cyber 
criminals is jurisdictional issue. The whole trouble with internet jurisdiction is 
tlie presence of multiple parties in various parts of the world who have only a 
virtual nexus with each other. Then if one party wants to sue the other, where 
can he sue? Traditional requirements generally encompass two areas—firstly, 
the place where the defendant resides, or secondly where the cause of action 
arises. In tlie context of Internet, both these are difficult to establish with any 
certainty. Issues of this nature have contributed to the complete confiision and 
contradictions that plague judicial decisions in the area of internet jurisdiction. 
Further compounding the problem is the issue that a particular act in one 
national jurisdiction is legal and not baixed by law, but the same activity may 
be considered as illegal and barred by law in another country. In such a case 
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Governments can take action against cyber criminals only when there is a valid 
extradition treaty between the respective countries. 
The most serious concern about the Indian Cyber law relates to its 
implementation. The IT Act, 2000 does not lay down parameters for its 
implementation. When internet penetration in India is extremely low and 
government and police officials, in general are not very computer savvy, the 
new Indian cyber law raises more questions than it answers. A recent survey 
indicates that for every 500 cyber crime incidents that take place, only 50 are 
reported to the police and out of that only one is actually registered. These 
figures indicate how difficult it is to convince the police to register a cyber 
crime. The establishment of cyber crime cells in different parts of the country 
was expected to boost cyber crime reporting and prosecution. However, these 
cells haven't quite kept up with expectations.''^ 
Even the basic 'e-mail tracking' procedures sometimes pose as a big 
challenge before the law enforcement agencies in India. It would be a 
'dangerous trend' to follow to arrest or detain suspects on the basis of mere 'IP 
addresses' or 'e-mail addresses' as they are very easy to be spoofed and 
forged. It requires tremendous cyber forensics expertise to correctly trace the 
culprit. The recent incidents of wrongfully an-esting innocent persons and 
imprisoning them for a considerable time on the basis of spoofed e-mail 
addresses is a glaring example of faulty and novice cyber forensics application 
42 http://www.isrj.nei/PublishArticles/289.aspx, (Visited on September 29, 2012). 
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in India. There is every need to strengthen cyber forensic systems to prevent 
the harassment of innocent people at the hands of overzealous police officers. 
The real issue is how to prevent cybercrime. For this, there is need to raise 
the probability of apprehension and conviction. The absolutely poor rate of 
cyber crime conviction in the country has also not helped the cause of 
regulating cyber crime. There has only been few cyber crime convictions in the 
whole country, which can be counted on the fingers. The challenge in cyber 
crime cases includes getting evidence that will stand scrutiny in a foreign court. 
For this India needs total international cooperation with specialized agencies of 
different countries. 
According to CID Detective Inspector M D Sharath, study on cyber 
crimes shows there is no tendency of the crimes slowing down. The 2011 
research reports highlighted the new advanced threats and an increased of 
sophistication in the attacks. 
India is projected to be the third largest internet user base in the world in 
2013 with over 120 million internet users in India. Electronic payments in India 
account for 35.3 per cent of the local transactions in teniis of volume and 88.3 
per cent in terms of value. India also has the world's second largest mobile 
phone user base with 894 million users as on December 2011. 
However, the NCRB Cyber Crime Statistics reveal that 1791 cyber crime cases 
are registered under the IT Act 2008. There is an mcrease of 85.4 per cent cases 
'•^  http://thehackersmedia.blogspot.ro/2012/09/cyber-crime-biggest-challenge-to-cops.html, 
(Visited on October 28, 2012). 
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over 2010. As many as 422 cases are registered under IPC and 1184 persons 
have been arrested, he said/'' 
Case Laws 
Cases filed under the Information Technology Act 2000 
Radiological and Imaging Association v. Union of India ^  
A circular was issued by the District Magistrate of Kolhapur, requiring 
sonologists and radiologists to install silent obsei-vers (SIOB) in all sonography 
machines and to submit an online form F under the Pre-Conception and Pre-
Natal Diagnostic Technique Rules 2003. The circular was challenged under 
Article 226 of the Constitution on the ground that it violates the right to privacy 
of the patients. 
The Petitioner argued, inter alia, that there would be a violation Section 72 
of the Infomiation Technology Act 2000 if the impugned circular was 
implemented. The Court did not find any merit in this claim and clarified that 
Section 72 of the IT Act was not applicable in the case as it only deals with 
'any person who, in pursuance of any of the powers confen-ed under this Act, 
rules or regulations made thereunder'. 
In this case the information was not considered to be obtained under the 
IT Act 2000 but under the Pre-Conception and Pre-Natal Diagnostic Technique 
Rules 2003. The Court also observed that the allegation of invasion of privacy 
"" http://w\vw.deccanliera]d.conVcontent/278754/cyber-crime-biggest-challenge-cops.htnil, 
(Visited on September 29, 2012). 
-^ 2011 (113) Bom. LR3107 (Bombay High Court). 
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due to the silent observer is far fetched as the images stored in the silent 
obsen/er are not transmitted onhne to any server and stay stored in the 
sonography machine. There are also safeguards in place, including those 
requiring the removal of the silent observer device, and requiring the 
appropriate authority to enter a user name and password, which are under the 
control of Collector. 
The Court held that right to privacy is not absolute and is subject to 
restrictions on the grounds of public interest. It also held that there are enough 
procedural safeguards to protect the privacy of the patients. 
Shankara Shekhar Mishra v. Ajay Gupta 
The plaintiff bought a laptop for the purpose of web design and other functions. 
He also stored personal data on his laptop, including family photographs and 
bank details. The defendant, who was also involved in similar business of web 
design, barged into the premises of the plaintiff and snatched his laptop, which 
contained confidential and personal infomiation. The plaintiff filed for a 
permanent injunction for the rendition of accounts, delivery of the infringing 
material and damages. 
The Court took into consideration that there was ample amount of 
personal information on the laptop, which also contained vital financial data. 
The court asserted that the privacy of the plaintiff had already been invaded. 
The defendant had no right to transfer the infonnation to any other person and 
46 2011VIIlAD(Delhi) 139 (Delhi High Court). 
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the plaintiff was entitled to an injunction restraining the defendant to further 
transfer the information. The Court also noted that the plaintiff had gone 
though mental trauma and would be in constant fear that the data stored by him 
on the laptop may be misused by the defendant. The Court reiterated the value 
of privacy and stated that monetary compensation is widely recognized as the 
remedy to violation of right to privacy against State or individual. In its final 
order, the Court passed a permanent injunction restraining the defendant from 
infringing the copyi-ight of the plaintiff in the "literary works" authored by the 
plaintiff, and restrained the defendant from disclosing the information of the 
defendant and his family stored on the laptop snatched to any person. In this 
case it is interesting to note that the Court also took into account the invasion of 
privacy along with the theft of laptop while deciding on the quantum of the 
compensation. 
Interception of Communication 
State of Maharashtra v. Bharat Shanti Lai Shah and Ors. 
The legislative competence of the State to enact Sections 13-16 of the 
Maharashtra Control of Organized Crime Act 1999 (MCOCA) was challenged. 
The court, while deciding on the constitutional validity of the impugned 
sections, which deal with the interception of wireless, electronic or oral 
coimiiunication, observed that although the interception of communications is 
an invasion of an individual's right to privacy, the right to privacy is not 
absolute, thus the court must see that the procedure itself be fair, just, and 
^^  (2008) 13 sec 5 (Supreme Court). 
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reasonable. It was also observed by the Court that MCOCA provides for 
sufficient procedural safeguards to avoid inxasion of privacy, and hence the 
impugned sections are constitutionally valid and do not infringe upon right to 
privacy. 
This case lays down the limits to the exercise of the right to privacy. It 
also reiterates that the State has the legislative competence to enact laws that 
may curtail the right to privacy of an individual. However, such laws should 
lay down fair, just and reasonable procedure with respect to the issuance and 
implementation of orders of interception of conversation or communication. 
A mar Singh v. Union of India 
In this case the petitioner is a political leader of the opposition party. At the 
outset the petitioner had filed a writ petition before the Supreme Court under 
Article 32 of the Constitution, seeking to protect his right to privacy under 
Article 21. The petitioner in his petition mentioned that Respondent No. 7 
(Indian National Congress) pressurized the Government of India and the 
Government of the National Capital Region of Delhi to monitor and record the 
phone conversations of the petitioner. The petitioner has also sued in court 
asking the Court to direct telecom service providers to reveal the details as to 
the order of interception. 
The Court dismissed the writ petition, on the ground that such a writ 
petition is frivolous, because of the change in the facts in the subsequent 
'^  Para 60, (2008) 13 sec 5. 
^^  (2011) 7 sec 69 (Supreme Court). 
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affidavits filed by the petitioner. In considering tiie facts of the case the 
Supreme Court said that it is the duty of the sei"vice provider to give assistance 
to the law enforcement agencies, as and when required. Any violation of such a 
condition may lead to heavy imposition of penalty on the sei-vice provider. 
However, the Court observed that, "[i]n view of the public nature of the 
function of a service provider, it is inherent in its duty to act carefully and with 
a sense of responsibility." It further laid down that the service provider while 
acting on orders of interception should simultaneously verify the authenticity of 
the same from the author of the document. 
In order to avoid forgery of orders of interception of communication, 
which may lead gross violation of privacy, the Supreme Court laid down the 
guidelines to be followed by the telecom ser\ace providers while assisting law 
enforcement agencies with intercepting communication. 
Phishing 
NASSCOM V. Ajay Sood^^ 
The plaintiff filed the suit asking for a permanent injunction, restraining the 
defendants or any other person from acting under their authority to send and 
circulate fraudulent e-mails that appear to be sent by the plaintiff due to the use 
of the trademark 'NASSCONf or any other mark which is confusingly similar. 
It is the first judgment in India that recognized phishing. The Court observed 
that there is no law in India that deals with phishing. However, within the 
"^ 2005 (30) PTC 437. 
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purview of the existing laws, it could be considered to be a form of 
misrepresentation, passing off and defamation. 
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CHAPTER III 
CYBER CRIME AGAINST PERSON 
This chapter divided into two parts i.e. Part -A & Part- B. Part A deals with the 
cyber defamation while Part B related with the cyber hacking. 
Part A- Defamation 
The Internet is a cheap, fast means of international communication of text, 
sound or image. In other words, an infonnation resource without political or 
content boundaries; limited only by the extent to which the infonnation 
providers are willing to disclose their materials and the fruits of their own 
writing and research. In the present day, web sites displaying infonnation of all 
kinds are proliferating. These sites are established and controlled by Internet 
Service Providers (ISPs) or, sometimes, by the company's infonnation 
technology department. These sites can be accessed through suitable search 
engines, which will trace and display information to suit the requirements of 
the searcher.' However, not many of the companies are aware of the risks 
attached with the hosting of a Web site. Who would be held liable, for instance, 
if an employee clandestinely posts racist, sexist, or defamatory allegations 
about a competitor on the company's official web site? 
' Rai, Neha & Chacko, Reuben George, 'Defamation in Cyber Space.' available at 
http://www.legalservicesindia.com/articles/defcy.htm. 
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It is to be remembered that a number of features unique to the internet 
distinguishes it from any other medium. These features have led to the current 
re-examination of existing laws relating to defamation, to allow for their 
possible evolution and ultimately their application in cyberspace.'^ A key 
feature of the internet is its highly interactive nature. The ease with which users 
of the internet can access information and communicate with each other has 
engendered in its users a false sense of freedom in their communications. 
Accessibility is another feature of the internet, which distinguishes it from 
traditional print or broadcast media. The relatively low cost of connecting to 
the internet and even of establishing one's own website means that the 
opportunity for defamation has increased exponentially. Now, on the internet 
everyone can be a publisher and can be sued as a publisher. 
Another key feature of the internet is that users do not have to reveal their 
true identity in order to send e-mail or post messages on bulletin boards. Users 
are able to communicate and make such postings anonymously or under 
assumed names. This feature, coupled witli the ability to access the internet in 
privacy and seclusion of one's own home or office and the interactive, 
responsive nature of communications on the internet, has resulted in users 
being far less inhibited about the contents of their messages resulting in cyber 
space becoming excessively prone to defamation. 
^ http://www.lawyersclubindia.corn/articles/DEFAMATION-IN-CYBER-SPACE-644.asp#. 
Ud45Xfk_v5I (Visited on June 26, 2013). 
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Defamation can be understood as the intentional infringement of another 
person's right to his good name. It is the wrongful and intentional publication of 
words or behavior concerning another person, which has the effect of injuring 
that person's status, good name, or reputation in society. Libel is written 
defamation and slander is oral defamation. The primary difference is that in 
libel, damages are presumed, whereas in slander actions, unless the slander 
falls into a certain category, called slander per se, the plaintiff must prove 
actual or quantifiable damages. 
A person's good name can only be damaged if maligning statements are 
made to someone other than that person; that is, the defamatory statement must 
be disclosed to a third person, thereby satisfying the requirement of 
publication. When determining whether or not defamation has taken place, the 
only issue to consider is whether a person of ordinary intelligence in society 
would believe that the words would indeed injure the person's reputation.^ 
Thus the law of defamation places a heavy burden on the defendant. All 
that a plaintiff has to prove, in a defamation action, is the publication of 
defamatory matter. The onus tlien lies on the defendant to prove innocence. 
Once again, most people are unaware of this burden. 
In essence, the law on defamation attempts to create a workable balance 
between two equally important human rights: The right to an unimpaired 
reputation and the right to freedom of expression. In a cyber society, both these 
http://www.legalservicesindia.com/articles/defcy.htm (Visited on June 15,2013). 
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interests are increasingly important. Protection of reputation is arguably even 
more important in a highly technological society, since one may not even 
encounter an individual or organization other than through the medium of the 
internet. 
3.0 Elements of defamation 
> The plaintiff must prove publication of the defamatory statement; 
> The plaintiff must prove that the defamation refers to the plaintiff; and 
> The plaintiff must prove that the statement is defamatory. 
Upon proof of publication, the law makes several presumptions in favor of 
the plaintiff: 
> That the statement is false; 
> That it was published with malice; and 
> That in the case of libel or slander per se, the plaintiff has suffered 
damage. 
Defences that can be raised against such a defamation action are as: 
> Tmth. 
> Fair comment: The defendant is allowed to comment on facts truly 
stated, as long as the comment is fair and the defendant is not motivated 
by actual malice. 
> Privilege: On certain occasions, the courts have held that policy and 
convenience require that a person should be free from responsibility for 
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the publication of defamatory words. These occasions constitute 
privileges. Privilege may be absolute, such as statements in the House of 
Commons or the Courts. It may be qualified, in that it may be lost if the 
publication is unnecessarily wide or made with malice. 
> Innocent dissemination: This last defence is potentially very important 
in cyber libel. 
If a defendant proves that his statements were true and in public interest, 
then his conduct is regarded as lawful. In addition, if the defendant can show 
that he had no intention to defame (the plaintiff), then he could avoid liability. 
This chapter seeks to throw light on the law relating to cyber defamation 
and to suggest a legal framework to handle such situations, which is inevitable, 
especially in the light of the present IT boom in India. 
3.1 Cyber Defamation: A Socio-Economic Offence 
Cyber law encompasses cyber crimes, electronic commerce, and freedom 
of expression, intellectual property rights, jurisdiction issues and choice of law, 
and privacy rights. Cyber crimes involve activities like credit card fraud, 
unauthorized access to computer systems, child pornography, software piracy 
and cyber stalking. Freedom of expression includes defamation, obscenity 
issues and censorship. Jurisdiction issues focuses on who makes and enforces 
the rules governing cyber space. 
Ibid. 
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The definition of what constitutes a crime in cyber space is still being 
developed. In the past, the states and federal government defined cyber crime 
activities to include the destiuction or theft of computer data and programs. 
More recently the definition has expanded to include activities such as forgery, 
illegal gambling, cyber stalking, cyber defamation etc. 
There are several areas on the internet where there is a real risk of 
liability for defamation. The fact that a user is "alone" with his computer and 
distanced from other users creates a sense of intimacy. There is no 
spoken/telephonic conversation or dictated correspondence that would 
normally instill some caution. In addition, the notion that the internet is a "free-
for-all" cyberspace where there are no limits or boundaries results in a user's 
sense of social norms and propriety generally getting blurred. 
The Web results in an instant global publication of infomiation at a very 
low cost. Information, which would not nomially have been revealed prior to 
the dawning of the internet, can now be unearthed by practically anyone. 
Intranets are intended to be exclusively used by a company. However, 
information from an intranet can be easily downloaded and forwarded by e-
mail or otherwise to third parties. Information posted to a bulletin board can be 
accessed by anyone. This means that anyone can place defamatory allegations 
on the bulletin board. E-mail users generally tend to treat their correspondence 
as a kind of conversation rather than a written interaction. Users forget that e-
mails are stored and can be retrieved as hard copies and that their contents then 
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cannot be disputed. One message can be circulated to literally hundreds of 
people. As a defamatoiy allegation need only be disclosed to one person for 
publication to be proved, every time e-mail is forwarded to another person, it is 
published again and an additional cause of action for defamation arises.^ 
The scope of every flnn having a cyber presence to liability for 
defamation is global. Internet sites can be accessed in most countries 
thi-oughout the world; huge amounts of data can be transmitted simultaneously 
to several different destinations; and e-mail can be forwarded to an indefinite 
number of recipients without the original author having any control over the 
transmission. 
While a legal action based on defamation is usually aimed at stopping the 
defamatory allegations, the harm in most cases has already been done. 
Consequently, the most important relief claimed in a defamatory action is 
damages. The amount of damages granted will depend on the nature of the 
defamation sought and the extent of publication. Furthennore, a defamation 
claim can be instituted in any jurisdiction in which a cause of action arises. In 
theory then, a potential defendant to a defamation suit could be sued in respect 
of a particular defamatory statement in a number of different countries with 
which it has no connection under any number of different laws with which it is 
totally unfamiliar. Indeed, a potential plaintiff can choose to litigate in 
http://www.legalsemcesindia.coin/articles/defcy.htm (Visited on June 15, 2013). 
72 
Cyber Crime Against Person 
whichever country has the most favorable laws. Theoretically, every time a 
third party accesses a defamatory posting on the Internet, publication has 
occurred. 
The global nature of the Internet also raises some interesting procedural 
questions for the libel lawyer. In traditional libel law there are three different 
types of defamatory statements: 
i) The first is a statement that is defamatory on its face and which is 
obviously defamatory. 
ii) The second is a statement, which contains false innuendo. False 
irmuendo is a defamatory statement that has an inferential meaning, 
therefore only persons with the necessary contextual knowledge 
appreciate that the statement is defamatory. Since statements on the 
internet are published globally, their inferential meanings may vary 
depending on the geographic or cultural location of the reader or the 
newsgroups or the Usenet group involved. 
iii) The third category is legal innuendo. While not defamatory on their 
face, these statements are defamatory when viewed together with 
extrinsic circumstances. Once again, contextual knowledge may 
render a statement defamatory in one jurisdiction but not in another. 
Cyber defamation need not necessarily be directed against an individual 
victim, but it could be harmful to the whole society. No doubt, at times, it could 
73 
Cyber Crime Against Person 
be directed against an individual ('victim'), but the criminal act is potentially 
capable of hanning a large number of persons and that is the principal object 
behind punishing it. In short it is an offence, which affects the health or 
material welfare of the community as a whole and not merely of the individual 
victim. Similarly it is also an offence, which affects the country's economy and 
not merely the wealth of an individual victim, since defamation of a corporate 
house could even adversely affect its share value.^ 
3.2 Significant aspects of social and economic offence 
There are two significant aspects of social and economic offences they 
are as: 
(i) the gravity of the harm caused to society; and 
(ii) the nature of the offence. 
The gravity of the harni is not easily apparent, but is nevertheless, 
undeniable. The nature of the offence is peculiar, in the sense that they are 
planned and executed in secrecy by shrewd and dexterous persons with 
sophisticated means. The public welfare is gravity affected; but detection is 
unusually difficult. 
Cases of cyber defamation do not fit neatly in the accepted categories of 
crimes. They represent harm of greater magnitude than the traditional crimes 
and of a nature different from them. Unlike the traditional crimes, they are not 
^ Ibid. 
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in the shape of positive aggressions or invasions. They may not resuU in direct 
or immediate injury; nevertheless, they create a danger, which the law must 
seek to minimize. Hence if legislation applicable to such offences, as a matter 
of policy, departs from legislation applicable to ordinary crimes in respect of 
the traditional requirements as to mens rea and the other substantive matters as 
well as on points of procedure, the departure would be justified. 
3.3 Cyber Defamation Position in Other Countries 
Defamation laws vary from country to country and in countries such as 
the Canada, Australia and the United States, it can vary from province to 
province and state to state. Therefore, plaintiffs may have the luxury of "forum 
shopping'" or choosing the jurisdiction with the laws most favorable to him/her. 
3.3.1 Position in US 
In the United States, about 75% of defamation lawsuits are filed in state 
courts, and the remaining 25% in federal courts. A comprehensive discussion 
of what is and is not libel or slander is difficult, because each state's definition 
differs. Some states lump slander and libel together into the same set of laws. 
Some states have criminal libel laws on the books, though these are old laws, 
which are infrequently prosecuted.' 
Martin Samson, Online Defamation/Libel/Communications Decency Act - Internet Library 
of Law and Court Decisions, also available at: 
http://ww\v.intemetlibrary.com/topics/onlinejJefamation.cfm. 
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Most defendants in libel lawsuits are newspapers, which are involved in 
about twice as many lawsuits as are TV stations. Most plaintiffs are 
coiporations, business people, entertainers and other public figures, and 
inmates. Most states do not allow defamation lawsuits to be filed if the 
allegedly defamed person is already deceased. None of the states allow the 
plaintiff to be a group of people. 
In the various states, whether by case law or actual legislation, there are 
generally several "privileges" that can get a libel case dismissed without 
proceeding to trial. These include the allegedly defamatory statement being one 
of opinion rather than fact; or being "fair comment and criticism", as it is 
important to society that everyone be able to comment on matters of public 
interest. If a defamation lawsuit actually gets to trial, truth is an affirmative 
defense. Further, if the allegedly defamatory statement is not actually capable 
of being defamatory, i.e., an insulting statement that does not hami someone's 
reputation is prima facie not libelous. 
New York Times Company v. Sullivan was a U.S. Supreme Court case which 
established the actual malice standard before press reports could be considered 
to be defamation and libel; and hence allowed free reporting of the civil rights 
campaigns in the southern United States. It is one of the key decisions 
supporting the freedom of the press. The actual malice standard requires that 
^ 376 U.S. 254(1964). 
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the publisher knows the statement is false or acts in reckless disregard of the 
truth. 
The decision established that for a plaintiff to win a libel ruling against a 
newspaper, "actual malice" or "reckless negligence" must be proved on the part 
of the paper if the statement in question is about a public official or public 
figure. In the case of a private figure, the plaintiff must merely prove 
negligence. 
Prior to the enactment of the Telecommunications Act of 1996, the 
position in US with regard to cyber defamation was such that the Courts 
applied the common law definition of "publisher," which held liable anyone 
who exercised a substantial degree of editorial control over the distributed 
product. This definition distinguished between a distributor, such as a 
newsstand or a library, and a publisher, such as a newspaper or book author. 
Distributors were not to be held liable for the infomiation they disseminated, 
while those who reviewed content before publication would be held liable. 
Courts generally analyzed ISP liability under the same standards applied to 
newspapers and other media.'' 
If a third party published defamatory material on a network and the 
computer redistributed that material, the owner or operator of the server was 
hable if 
' Supra note 7. 
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# They or their agents knew that the material was defamatory. 
# They or their agents had reasons to be suspicious that the material was 
defamatory. 
In Stratton Oakmount v. Prodigy^ (1995), the US Supreme Court provided no 
incentive for online service providers to remove obscene or libelous material 
from their databases. If any good faith attempt were made to inspect content 
prior to publication, the online sei-vice provider risked liability for any 
offensive material it missed. This case led to the enactment of the 
Telecommunications Act of 1996, and was effectively overruled by the said 
Act. 
This Act was signed into law by President Clinton On February 8, 1996, 
and includes the Communications Decency Act ("CDA") and the Internet 
Freedom and Family Empowerment Act. The Act recognizes the value of the 
internet, and declares that the internet has "flourished, to the benefit of all 
Americans, with a mmimum of Government regulation." 
The Act Provides: 
(1) Treatment of publisher or speaker - No provider or user of an interactive 
computer service shall be treated as the publisher or speaker of any 
infoiiTiation provider by another information content provider. 
(2) Civil Liability - No provider or user of an interactive computer service 
shall be held liable on account of-
'" 1995 WL 323710 (N.Y. Sup. Q. 1995). 
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(A) any action voluntarily taken in good faith to restrict access to or 
availability of material that the provider or user considers to be 
obscene, lewd, lascivious, filthy, excessively violent, harassing, 
or otherwise objectionable, whether or not such material is 
constitutionally protected; or 
(B) any action taken to enable or make available to infonnation 
content providers or others the technical means to restrict access 
to material described in paragraph (1). 
The Act also allows for the enforcement of any State law that is consistent 
with its provisions. Courts have construed the Act to be a broad defense against 
libel actions arising out of content provided by a third party, and refused to 
hold ISPs' liable regardless of whether plaintiffs characterize them as 
distributor or publisher. 
Some argue that Congress acted too hastily in enacting the CDA, and 
instead should have allowed the courts to apply traditional real space 
defamation law to cyberspace. By deferring to the courts the law would 
develop gradually to adapt to the new medium of cyberspace. This would 
encourage the growth of the internet and simultaneously encourage ISPs to 
monitor their content. After the CDA, ISPs do not have as much of an incentive 
to monitor the content of their subscribers' postings. 
Liability of ISPs after enactment of the Telecommunications Act can be 
summarized as follows: 
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The law has shifted from allowing liability for ISPs even when they tried 
to screen offensive content, to barring liability for ISPs, even when they 
promote such offensive content. 
The CDA still leaves the problem of the anonymous publisher. The 
umestricted global use of the internet makes it easy for someone to publish 
information about a person without identifying himself Defamed plaintiffs 
may be left with no redress when their reputations are damaged or they are 
harassed by a defendant whose identity is unknown and undiscoverable. 
It seems that the CDA has eliminated all liability for internet service 
providers with respect to libelous postings of its subscribers. Recent case law 
has given broad protection to ISPs faced with lawsuits for the defamatory 
postings of their subscribers. Although the CDA was enacted with the 
honorable goal of promoting ISP self-regulation, it has instead left defamed 
plaintiffs who do not know the identity of their attackers with no remedy 
against the very activity the Act was meant to eliminate. Despite the courts' 
deference to the CDA, the law of cyber-defamation will be forced to evolve to 
address this problem. 
3.3.2 Position in Canada & UK 
As with other Commonwealth countries, Canada also follows United 
Kingdom law on defamation issues. Recently the Supreme Court of Canada in 
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the case, Hi/l v. Church of Scientology of Toronto^^ has reviewed the 
relationship of the common law of libel and its relation to the Canadian Charter 
of Rights and Freedoms. The reasoning in this case specifically rejects the 
actual malice test in New York Times Co. v. Sullivan^ citing criticism of it, not 
only in the United States, but in other countries as well. 
Theoretically, damages could be very large as a publication on the internet 
potentially reaches millions of people. In practice, however, it is unlikely that 
millions of people will actually view each particular publication. In any event, 
publication on the internet will generally be larger than in all but the largest 
print or broadcast media outlets. 
A company could also be held liable, as a Web site host/owner, or as an 
ISP, for any defamatory statement published on its site. If a hacker breaks into 
a Web site and publishes a defamatory statement, the Web site host or ISP 
could be held liable. However, if a defendant can show that the publication of 
the defamatory matter was not intentional, he can escape liability proceedings. 
The question that will have to be decided by courts is whether a Web site 
host can be equated to a distributor of published matter such as a library, or 
whether it should simply be equated to an institution such as a telephone finn, 
which is a mere passive conduit for the information which it canies and over 
which it has no effective control. 
" 1995.2S.C.R. 1130. 
'^  Supra 8. 
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3.3.3 Position in Australia 
Recently, Australia's apex court gave a landmark judgement concerning 
internet defamation and the related issue of jurisdiction. In the case of Dow 
Jones V. Joseph Gutnick^^ Australia's high court has mled that the financiaJ 
publishers Dow Jones can be sued in the Australian state of Victoria over an 
article that appeared on their website. The facts of the case are that Dow Jones 
& Co. Inc. prints and publishes the newspaper Wall Street Journal and Barron's 
Magazine. Dow Jones also operates the portal www.wsj.com which is a 
subscription news site on the internet. Those who have subscribed to the said 
web site by payment of the subscription charges are entitled to access the same 
utilizing the user name and password provided by Dow Jones. The on-line 
edition for 28th October 2000 contained an article entitled "Unholy Gains" in 
which several references were made to the respondent Joseph Gutnick. 
The defamation case was brought by Melbourne mining magnate Joseph 
Gutnick, who argued that the article could be read on the internet by people 
who knew him in Melbourne. In his action, Gutnick claimed that the article 
defamed him by portraying him as a schemer given to stock scams, money 
laundering and fraud. Dow Jones argued that the court was clearly an 
inappropriate forum for trial proceedings as the relevant publication took place 
in the US and tliat the court had no jurisdiction. Several international media 
'^  (2002) HCA 56; 210 CLR 575; 194 ALR 433; 77 ALJR 255, (Australian High Court 
Opinion) \'ia Australasian Legal Infonnation Institute. 
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companies who also made submissions to the court such as Reuters, News 
International and Amazon.com backed up that position. The primary judge held 
that the Australian Court had jurisdiction to try the matter. The case went to the 
court of appeal of Victoria and finally came up for hearing before the High 
Court of Australia. It is thought to be the first such decision in the high court of 
any country to consider the question of jurisdiction and the internet. 
Before the High Court, the issue debated was as to where was the alleged 
defamatory material published? Was it published in Victoria? Dow Jones 
argued that the publication of the article occuued at its servers maintained in 
New Jersey in the United States and, therefore, an Australian Court could not 
assume jurisdiction over the matter. 
In a landmark judgement, the High Court of Australia held that the 
Australian Court indeed had the jurisdiction to try an action for defamation 
concerning an article, hosted at the servers of Dow Jones in the United States. 
The Court held that the law of defamation seeks to strike a balance between, on 
the one hand, the society's interest in freedom of speech and the free exchange 
of information and ideas and on the other hand, an individual's interest in 
maintaining liis or her reputation in society, free from unwairanted slur or 
damage. 
The majority judgment further held that those who post information on the 
World Wide Web do so knowing that the information is available to all, 
without geographical restrictions. The Court further held that defamation is to 
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be located at the place where the damage to the reputation occurs. It was in the 
place where any person downloaded the defamatory material that the damage 
to reputation could be done. Following this principle, the court held that an 
action for damages for defamation can be continued in Australia against a US 
web site. This judgement can act as a precedent for all courts in the world as it 
is that of the Apex Court of Australia, thus enabling the internet to be amenable 
to worldwide jurisdiction. 
3.3.4 Position In India 
IPC on Defamation: 
Chapter XXI of the IPC exclusively talks about defamation. Section 499 
prescribes the offence: "Whoever, by words either spoken or intended to be 
read, or by signs or by visible representations, makes or publishes any 
imputation concerning any person intending to harni, or knowing or having 
reason to believe that such imputation will harni, the reputation of such person, 
is said, except in the cases hereinafter expected, to defame that person." 
Cyber Defamation, also known as Internet Defamation or Online Defamation, 
is defamation in the worid of Internet and its users. Cyber Defamation is 
amongst one of the various Cyber Crimes that can take place. Cyber crimes are 
neither bound by time nor by national boundaries i.e. a person sitting in one 
corner of the world, can at any time easily cause damage to a person sitting in 
Section 499 of the Indian Penal Code. 
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another comer of the world within a few minutes. Cyber Defamation in 
Corporate World can take place in various fonns for example a disgmntled 
employee of a Company may post some defamatory remarks about the 
Company on a popular blog site or may send some slanderous email, defaming 
the company or any of its important managerial personnel, to the clients of the 
company across the globe; a competitor may divert the client and/or customers 
of a Company visiting the website of the Company to any other website which 
may give some misleading information about the Company. Unlike other form 
of defamation Cyber defamation can cause huge damage to a Company in a 
very short span of time owning to a worldwide accessibility of internet and its 
ever increasing number of users. 
Whoever, by words either spoken or intended to be read, or by signs or by 
visible representations, makes or publishes any imputation concerning any 
person intending to harm, or knowing or having reason to believe that such 
imputation will harm, the reputation of such person, is said . . . to defame that 
person. 
Explanation: 2 It may amount to defamation to make an imputation 
concerning a company or an association or collection of 
persons as such. 
Section 500 prescribes the punishment in such cases: 
Wlioever defames another shall be punished with simple imprisomnent for a 
term, which may extend to two years, or with fme, or with both. 
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Employer's liability 
A company can be held liable for the conduct of its employees. If an 
employee, during working hours, e-mails a defamatory remark about a 
competitor company to a colleague, the firm could be held liable for 
defamation even if the employee's actions were not authorized or expressly 
prohibited. 
For instance, in a dispute, which arose in the United Kingdom between 
the Western Provident Association (WPA) and Norwich Union, it was 
suggested that Norwich Union staff were spreading e-mail rumors amongst 
their sales force that WPA was more or less insolvent and under investigation 
by the Department of Trade and Industry. WPA sued Norwich Union, alleging 
that the latter was responsible for the communications made by its employees, 
even though the allegations were made without the instructions or knowledge 
of the management. The case was settled out of court but it is believed that 
Norwich Union paid approximately half a million pounds to WT'A in 
settlement. 
In fact, Asia's first case of cyber defamation has been filed in India in the 
case of SMC Pneumatics Ltd. v. Jogesh Kwatra^^ Defamatory emails were 
allegedly sent to the top management of SMC Pneumatics by the defendant, 
who has since been restrained by the Delhi High Court from sending any fonii 
of communication to the plaintiff This order of Delhi High Court assumes 
1279/2011 Delhi HC. 
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tremendous significance as this is for the first time that an Indian Court 
assumes jurisdiction in a matter concerning cyber defamation and grants an ex-
parte injunction restraining the defendant from defaming the plaintiffs by 
sending derogatory, defamatory, abusive and obscene emails either to the 
plaintiffs or their subsidiaries. 
An important test in determining whether a company can be held 
responsible for its employees' actions is to decide whether the actions were to 
the benefit of the company. An employer would be held vicariously liable in 
case of an employee promoting his own interests. 
The Australian judgment could impact freedom of speech of media 
organizations and expose publishers to legal actions all over the world. The 
judgment has raised complex global issues regarding internet publications, 
which could develop over time. The principle enunciated by the Australian 
Apex court is likely to stand in conflict with emerging jurisprudence relating to 
jurisdiction. Such an approach is likely to undermine the global nature of the 
internet, because it could make online publishers cautious and may deny access 
of their web sites to readers in countries where they fear litigation. This 
judgment will certainly have an impact on the Indian web publishing industry. 
It could open up the ground of misuse of law as Indian web publishers would 
be amenable to defamation laws not only in India but outside. 
Further, the offence of defamation as defined in the IPC when extended to 
cyberspace may not achieve desired results. However, the Australian Judgment 
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can be cited as a precedent and that will have persuasive value in India. Hence 
if defamatory material is downloaded by someone in India, that will be enough 
cause for action even if the servers of such site are located outside India. 
3.4 Cyber Defamation and Information Technology Act, 2000 
In India Cyber Defamation found in Civil as well as in Criminal 
proceedings against the accused. Some of the Acts and rules that deal with 
Cyber Defamation are The Indian Penal Code, 1960, The Information 
Technology Act, 2000, The Code of Criminal Procedure, 1973 and The Indian 
Evidence Act, 1872. The Charging Act for prevention of Cyber Crimes in India 
is the Infomiation Technology Act, 2000. Section 66A of the Information 
Technology Act, 2000 provides punishment for online Defamation. Section 
66A can be read as follows: 
6A. Punishment for sending offensive messages through communication 
service, etc.-
Any person who sends, by means of a computer resource or a 
communication device,-
(a) any information that is grossly offensive or has menacing 
character; or 
(h) any information which he knows to he false, but for the purpose 
of causing annoyance, inconvenience, danger, obstruction, insult, 
injuiy, criminal intimidation, enmity, hatred, or ill will, 
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persistently makes by making use of such computer resource or a 
communication device; 
(c) any electronic mail or electronic mail message for the purpose of 
causing annoyance or inconvenience or to deceive or to mislead 
the addressee or recipient about the origin of such messages, 
shall be punishable with imprisonment for a term which may 
extend to three years and with fine. 
Explanation: For the purposes of this section, terms "Electronic mail" and 
"Electronic Mail Message" means a message or information 
created or transmitted or received on a computer, computer 
system, computer resource or communication device including 
attachments in text, image, audio, video and any other electronic 
record, which may be transmitted with the message. 
Section 65A and Section 65B of The Indian Evidence Act, 1872 provides 
for Admissibility of electronic records as evidence. Some of the sections of 
Indian Penal Code, 1960 that deal with Cyber defamation are Section 499, 500 
and 503. 
In case of Tata Sons Limited v. Greenpeace International & Anr. the 
Hon'ble High Court of Delhi Made the Following Observations: 
"// is true that in the modern era defamatory material may be 
communicated broadly and rapidly via other media as well. The international 
16 
.A. No.9089/2010 in CS (OS) J 407/2010. 
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distribution of newspapers, syndicated wire services, facsimile transmissions, 
radio and satellite television broadcasting are but some examples. 
Nevertheless, Internet defamation is distinguished from its less pervasive 
cousins, in terms of its potential to damage the reputation of individuals and 
corporations, by the features described above, especially its interactive nature, 
its potential for being taken at face value, and its absolute and immediate 
worldwide ubiquity and accessibility. The mode and extent of publication is 
therefore a particularly significant consideration in assessing damages in 
Internet defamation cases." 
In May 2000, at the height of the dot-com boom, India enacted the IT Act 
and became part of a select group of countries to have put in place cyber laws. 
In all these years, despite the growing crime rate in the cyber world, only less 
than 25 cases have been registered under the IT Act 2000 and no final verdict 
has been passed in any of these cases as they are now pending with various 
courts in the country. 
Although the law came into operation on October 17, 2000, it still has an 
element of mystery around it. Not only from the perception of the common 
man, but also from the perception of lawyers, law enforcing agencies and even 
tlie judiciary. 
The prime reason for this is the fact that the IT Act is a set of technical 
laws. Another major hurdle is the reluctance on the part of companies to report 
the instances of cyber crimes, as they don't want to get negative publicity or 
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worse get entangled in legal proceedings. A major hurdle in cracking down on 
the perpetrators of cyber crimes such as hacking is the fact that most of them 
are not in India. The IT Act does give extra-temtorial jurisdiction to law 
enforcement agencies, but such powers are largely inefficient. This is because 
India does not have reciprocity and extradition treaties with a large number of 
countries. 
What India needs to do in this backdrop, is to be a part of the international 
momentum against cyber crimes. The only international treaty on this subject is 
the Council of Europe's Convention on Cyber Crime, fonnulated primarily by 
the European Union. By signing this treaty, member countries agree on a 
common platfomi for exchange of information relating to investigation, 
prosecution and the strategy against cyber crime, including exchange of cyber 
criminals. At the last count, there are 43 member countries, including the US 
and South Africa. India is not yet a part of this group and being a member 
would go a long way in addressing this issue of cross-border cyber teiTorism. 
The Indian IT Act also needs to evolve with the rapidly changing 
technology environment that breeds new forms of crimes and criminals. We are 
now beginning to see new categories and varieties of cyber crimes, which have 
not been addressed in the IT Act. Tliis includes cyber stalking, cyber nuisance, 
cyber harassment, cyber defamation and the like. Though Section 67 of the 
Infonnation Technology Act, 2000 provides for punishment to whoever 
transmits or publishes or causes to be published or transmitted, any material 
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which is obscene in electronic form with imprisonment for a term which may 
extend to two years and with fine which may extend to twenty five thousand 
rupees on first convection and in the event of second may extend to five years 
and also with fine which may extend to fifty thousand rupees, it does not 
expressly talk of cyber defamation. The above provision chiefly aim at curbing 
the increasing number of child pornography cases and does not encompass 
other crimes which could have been expressly brought within its ambit such as 
cyber defamation. 
3.5 Jurisdiction issue in cyber defamation 
Internet can been seen as multi-jurisdictional because of the ease with 
which a user can access a web site anywhere in the world. It can even be 
viewed as uni-jurisdictional in the sense that from the user's perspective, state 
and national borders are essentially transparent. The Court in Zippo 
1 n 
Manufacturing Company v. Zippo. Com, Inc said there is a global revolution 
looming on the horizon, and the development of the law in dealing with the 
allowable scope of personal jurisdiction based on Internet use in its infancy. 
The developing law of jurisdiction must addi^ ess whether a particular 
event in Cyberspace is controlled by the laws of the state or country where the 
web site is located, by the laws of the state or country where the ISP is located, 
by the laws of the state or country where the user is located, or perhaps by all 
of these laws. Some of the jurists are of the view that cyberspace should be 
952 F. Supp. 1119 (W.D. Pa. 1997). 
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treated as a separate jurisdiction. In practice, this view has not been supported 
by the Courts or addressed by lawmakers. Cyber jurisdiction issues have been 
dealt with primarily in the civil courts. Since the advent of US v. Thomas and 
Minnesota v. Granite Gate Resorts, Inc. ' however, cyber jurisdiction issues 
have begun to be examined in criminal courts as well. 
-'e*-
3.5.1 Cyber jurisdiction in Civil Cases 
In detennining whether jurisdiction exists over a defendant, the US 
Federal courts apply the law of the forum state, subject to the limits of the Due 
Process Clause of the Fourteenth Amendment. Under Due Process, in order for 
the court to exercise personal jurisdiction, it must be shown that the defendant 
had purposefully established minimum contact with the forum state such that 
the maintenance of the suit did not offend the traditional notions of fair play 
and substantial justice. In Bensusan Restaurant Corp. v. King.^^ the court held 
that an exercise of personal jurisdiction would violate the protection of the Due 
Process clause. 
Further in the case of The Hearst Corp. v. Goldberger the US District 
Court of the Southern District of New York ruled that nationwide jurisdiction 
was inconsistent with traditional personal jurisdiction case law, and as a policy 
matter, it was unacceptable. In McDonough v. Fallon McElligott a Federal 
"'' 568 NW 2d 715 (Mimi. Ct, App. ! 997). 
'"'l26F.3d25(0\2 1997). 
°^ 1997 U.S. Dist. LEXIS 2065 (S.D.N.Y. Feb. 26, 1997), 
'^ 1996 U.S. Dist. LEXIS 15139, No. 95-4037. 
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Court in California also refused to exercise personal jurisdiction over the 
defendant simply because it maintained a web site. The court held that the fact 
that the defendant had a web site accessed by Califomians was not enough by 
itself to establish jurisdiction. 
7') 
Further more in Zippo Mfg. v. Zippo Dot Com. Inc'" the court held that a 
passive web site that only made infonnation available to interested users was 
not grounds for exercising jurisdiction. A web site that entered into contracts 
and knowingly and repeatedly transmitted computer files would be properly 
subject to personal jurisdiction. The issue of jurisdiction should be determined 
by examining the commercial nature of the exchange and the level of 
interactivity. 
3.5.2 Cyber Jurisdiction in Criminal Cases 
The question of cyber jurisdiction in criminal cases came to the forefront 
of attention in early 1996 in US v. Thomas, when the Sixth Circuit upheld the 
highly publicized conviction of a couple operating a pornographic bulletin 
board from their home. The defendants were convicted by the District Court of 
Tennessee on federal obscenity charges. They appealed and the appellate court 
affimied. There were two premises for their appeal: 
(1) The federal obscenity statute did not apply to intangible objects like 
computer Graphic Interchange Fonnat ("GIF") files, and (2) Congress did not 
22 A ^ 952 F. Supp. 1119 (W.D. Pa., Jan 16, 1997) (NO. CIV. A. 96-397 ERIE). 
94 
Cyber Crime Against Person 
intend to regulate the type of transmissions at issue because the federal 
obscenity statute did not expressly prohibit such conduct. The Court disagreed 
ruling that the manner in which the images were transmitted did not affect their 
ability to be viewed or printed out by members in Tennessee. That the statute 
should be construed to affect the intent of the Legislators (the Congress) which 
was to prevent the channels of interstate commerce from being used to 
disseminate any obscene matter. 
In Minnesota v. Granite Gate Resorts Inc., the Court denied the defendant's 
motion to dismiss for lack of jurisdiction and held that the defendant's 
advertising on the internet constituted a direct marketing campaign directed at 
residents of the state of Minnesota, which was sufficiently purposeful to subject 
the defendant to suit in the forum state. 
3.5.3 Cyber Jurisdiction in International Cases 
When adjudicating cases involves foreign nationals the courts must 
balance several factors. On a case-by-case basis, the courts must consider the 
procedural and substantive policies of other countries whose interests are 
affected by the court's assertion of jurisdiction. Keeping these policies in mind, 
the court must then consider the reasonableness of assertion of jurisdiction 
examined in the light of the interests of the federal government in its foreign 
relation policies. When extending jurisdiction into the international field, great 
care and reserve must be exercised. Hence there is higher jurisdictional barrier 
when litigating against a foreign national. 
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In order to support personal jurisdiction in cyberspace the courts now 
require that defendants provide more than mere accessibility to a web site. 
Some sort of interaction is required. The trend appears to be that information 
providers must comply with the limitations of the laws wherever the user is 
located or find themselves subject to the user's state jurisdiction, and its civil 
and criminal laws. Case law indicates that the courts are inclined to expect the 
infomiation provider to detemiine where the user is located and to block access 
to their site if access is illegal in the users' locale. 
-b'-
Part B - Hacking 
The origin of hacking, in the sense of technological exploration and 
tampering can be traced back to the phone phreakers of the 1960s and 1970s. 
The word journeyed from being understood as an adventurous achievement in 
tlie common parlance during its origin, to the most sought after, uncontrollable 
and mischievous criminal act in the present IT age. ' Hacking is described as 
"interacting with a computer in a playful; and exploratory rather than a goal-
directed way."^ "* The word "hack" at the Massachusetts Institute of Technology 
(MIT) usually .refers to a clever, benign, and "ethical" prank or practical joke, 
which is both challenging for the perpetrators and amusing to the MIT 
'^ Dr. Fatima, Talat, Cyber Crime. Luckjiow, Eastem Book Company, First edition 2011, 
ppl39&]40. 
'^' Jargon Dictionary, http://minfo.ast5rian.net/jargon/tcrm5/htmlhack. 
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community (and sometimes even to the rest of the world).'^ ^ Thus, hacking, 
prima facie appears to be a harmless activity, indeed it is widely commended 
and acclaimed as an adventure on wires. 
At its core, hacking refers to activities involved in attempting or gaining 
unauthorized access to IT systems. With the widespread proliferation of 
computing technology, and the networks connecting it together, systems have 
come to represent both attractive and readily available targets regardless of 
whether the motive is idle mischief or something more sinister. As a 
consequence, hacking has become one of the most recognised and feared 
thi^ eats in cyberspace. For example, from the 671 security executives and law 
enforcement officials questioned as part of the 4th Annual E-Crime Watch 
Survey (conducted by CSO Magazine, the US Secret Service, the CERT 
Program and Microsoft), 26 per cent considered hackers to have been the 
greatest tlu'eat to their organisation over the previous year (placing them at the 
top of the list, ahead of current and former employees, competitors and foreign 
entities. Indeed, the same respondents considered that an average of 22 per cent 
of the security incidents they had experienced in this period had been targeted 
attacks seeking to liit them specifically. 
Bharuka, Devashish, 'Indian Information Technology Act, 2000; Criminal Prosecution 
26 
Made Easy for Cyber Psychos.' Journal of the Indian Law Institute, No. 3 (2002) 44, p.363. 
Fumell, Steven, Haclcers, viruses and malicious software, Handbook of Internet Crime. 
First edition 2010, PP.173&174. 
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Although the general thi'eat is widely recognised, hacking is actually a very 
broad term, encompassing a variety of potential activities and motivations. 
3.6 Origin and ethos 
In contrast to the commonly accepted use of the tenn, hacking did not 
originate in the context of attacks and computer abuse, but rather as an 
acknowledgement of technical ability. In the early days of computing, a hacker 
was a hardware or software enthusiast or hobbyist, with the origins of the tenn 
being closely linked to the 1960s pioneers at the Massachusetts Institute of 
Technology (MIT). These early hackers had a genuine belief in the liberating 
power of technology, and alongside this emerged the so-called "hacker ethic", 
emphasising principles such as freedom of information and um-estricted access 
to technology. Such ideas can dearly be seen to be in potential conflict with the 
concept of security, and from this perspective it is fairly easy to appreciate how 
the principles could be hijacked and misconstrued; enabling the behaviour 
associated witli hackeis to verge into the teixitories of unauthorized access and 
intrusion, and then onwards towards disruptive and harnifiil activities within 
the compromised systems. As a consequence, looking into virtually any 
dictionary today will reveal that the common-use definition of a hacker is 
directly linked to unauthorized activity and breaking security. 
The concept of rebelling against authority or a corrupt system is 
sometliing of a theme in the hacker's self-image. In addition to the 
aforementioned hacker ethic, there is also the oft-quoted 'Hacker Manifesto' 
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(also known as 'the conscience of a hacker'), written by The Mentor in 1986. 
Going somewhat beyond the Ethic's call for infonnation and access to be free, 
the Manifesto attempts a vehement defence of hacker activities, asserting a 
level of moral superiority on the part of the hackers compared to those whose 
systems are being targeted. A few snippets are presented to illustrate the point. 
We make use of a sei"vice already existing without paying for what could 
be dirt-cheap if it wasn't i"un by profiteering gluttons, and you call us criminals. 
We explore and you call us criminals. We seek after knowledge and you call us 
criminals. We exist without skin color, without nationality, without religious 
bias and you call us criminals. You build atomic bombs, you wage wars, you 
murder, cheat, and lie to us and try to make us believe it's for our own good, yet 
we're the criminals. Yes, 1 am a criminal. My crime is that of curiosity. My 
crime is that of judging people by what they say and think, not what they look 
like. My crime is that of outsmarting you, something that you ' will never 
forgive me for. 
Clearly there will be some who genuinely believe this, but the widespread 
circulation of the text has potentially allowed it to be a flag of convenience for 
others who just want to hack but feel the need for some moral justification in 
doing so. 
Black, while and all the shades in bet>veen 
Simply labelling someone a "hacker' is actually a bit simplistic, and a 
variety of other names can also be used depending upon the sort of things they 
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are doing. For example, it is common to find reference to 'crackers', in order to 
denote those acting with an overtly malicious intent and to distinguish them 
from the more benign and exploratory activities that some like to claim that 
traditional hackers would engage in. Of course, from a security perspective 
such a distinction is a fairly moot point; you want to keep unauthorized users 
out regardless of their possible motivation, because by the time they get in it 
will be too late to quiz them about it. 
Returning to the issue of names, it is also quite common to encounter 
labels that reflect the hacker's perceived intent, such as black hat, white hat and 
grey hat. These particular terms reflect whether a hacker is overtly malicious or 
dangerous (the black hat), using hacking techniques to test and improve 
security (the white hat), or has unclear or unpredictable behaviour (the grey 
hat). When considering these particular names, it is worth noting that the 
legitimacy of the white hat's activity will still depend upon whether they are 
doing it as a sanctioned activity (i.e. approved by the owner of the system they 
are targeting), or acting in a self-appointed role without permission. In 
jurisdictions with related legislation, the latter still represents a criminal act, 
regardless of how strongly the perpetrator may claim that they are acting as an 
ethical hacker or a penetration tester. 
Other labels tend to reflect the capability of the hacker or the specific i}^e 
of activity they are engaged in. hi the fonner category would be terais such as 
'script kiddie' and 'packet monkey", both of which are used to refer to novice 
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(wannabe) hackers who lack the technical skiH to develop and initiate an attack 
from scratch but are capable of posing a nuisance by using tools and scripts 
produced by others. By contrast, labels such as 'hacktivist' and 'phreaker' tend 
to reflect what the hackers are doing (with hacktivists being those that use 
hacking methods in pursuit of an activist or political agenda, Handbook of 
Internet Crime and phreakers being those who seek to explore and experiment 
with telephone systems). 
It can be seen that some of the labels tend to reflect motivation as well as 
method. With this in mind, it is also worth highlighting that although they often 
get referred to en masse, hackers are far from homogeneous when it comes to 
their reasons for entering the fray. For example, those operating at script kiddie 
level may have been attracted by media coverage and Hollywood-style 
glamorization of hacking, and a consequent desire to be part of the same world. 
Conversely, others will be drawn in by a genuine fascination with the 
technology and what can be done with it. For others, it is the challenge of 
beating the system, or the people that are trying to protect it. And for an 
increasing proportion of perpetrators, hacking is just a means to an end; 
attacking or compromising a system is seen to represent the easiest or most 
effective way of getting a desired result (be it to cause damage, attract 
publicity, or steal money etc.). 
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3.7 Who is a hacker? 
Steven Fumell regards hackers as the "anti-heroes of the computer 
revolution". This is in reaction to the title of a book, Hackers; Heroes of the 
Computer Revolution written by Steven Levy in 1984 depicting the change in 
attitude over the last two decades. Steven Fumell says thus, Levy's book was 
not about computer criminals, but the pioneers of 1950s and 1960s computing 
to whom the terni "hacker" was originally applied as a mark of respect for their 
skills. In the 1960s, hackers were the dedicated software and hardware gurus, 
and the term largely referred to persons capable of implementing elegant, 
technically advanced solutions to technologically complex problems. Hackers 
then were very gifted programmers and, when Levy wrote this book, he was 
reflecting upon a different era. In the new millennium, the moniker implies 
something rather different and is commonly used to refer to persons who gain 
unauthorized access to systems and data. At the extreme arc a subset (often 
distinguished by the tenn crackers) that perfomi openly malicious actions upon 
the systems they enter, such as deleting files, modifying data and stealing 
infomiation. Such activities would be frowned upon by the original hackers of 
the 1960s, who regarded technology as a means of liberation rather than a tool 
for causing damage and destruction.^'' 
^^Supra, note l,p-140. 
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Hackers are basically regarded as learners and explorers who want to help 
rather than cause damage and who often have very high standards. '^^  A hacker 
as according to traditional opinion is someone who does some sort of 
interesting and creative work at a high intensity level which includes anything 
from writing computer programs to pulling a clever prank that amuses and 
delights everyone." However, controversy regarding use of the term "hacker" 
continued for long as some regarded hackers as respectable programmers or 
gurus and are of the opinion that the temi should not be used to refer to those 
who abuse and misuse the system.^ ^ Taylor^' after an extensive research 
outlines Steven Levy's (1984) hacker "generations", detailing the "true" hackers 
of the 1950s and 1960s, who were seen as the pioneers in their field, hardware 
hackers who were responsible for opening access to hardware during the 1970s 
and game hackers of the 1980s who generated games for the hardware. In all, 
the hackers as identified by Sceven Levy in the four decades as mentioned 
above, none of these are regarded as harmful activators or lawbreakers. In fact, 
they were the heroes until 2001 when Taylor updated the typology of hackers, 
added three more types of hackers but he unlike, Steven attributed "illegality" 
to them, did away with the difference between hackers and crackers, and 
described a hacker or cracker as an individual who illicitly breaks into other 
"^  Denning, Dorothy E., 'Concerning Hackers Who Break into Computer Systems.' available 
at, http: /Avww.swissnet.ai.mit.>edu/6095/articWdenning_dcfeiue_liackers.txt. 
29 r,,. The Freshman Fish wrap's IHTCiP Gallery, http://www.hacks.itedu/Hacks/misc/ faq.htjnl. 
30 Supra, note 1, p-140. 
'^ Taylor, P., 'Hacktivism: In Search of Lost Ethics' in S.W. David (Ed.), Crime and the 
Internet (Routledge, London 2001), 
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computer systems, much the same as Wall's cyber spy.^ ^ Even microserfs are 
those individuals who once belonged to, or are still associated with hacker 
groups but work within corporate structures, such as Microsoft. Thus, apart 
from media revelations, the word "hacker" is defined in various dictionaries in 
the following words; 
A computer fanatic, especially one who thi'ough a personal computer 
breaks into the computer system of a company, government, etc, 
Collins English Dictionary (3rd Edn.) 1994 
A (computer) hacker is a person who hacks into other people's computer 
systems. 
Cambridge International Dictionary of English, 1995; 
A person who uses computers to gain unauthorized access to data. 
New Oxford Dictionary of English, 1998 
A skilled and enthusiastic computer operator, especially an amateur, an 
operator who uses his or her skill to break into commercial or government 
computer or other electronic systems. 
Chambers Dictionary, 1998 
A person who uses computer for a hobby, especially to gain unauthorized 
access to data. 
Dk Illustrated Oxford Dictionary, 1998 
^' Mathew, Williams, 'Computer Offenses.' in Richard A. Wright & J. Mitchell Miller (Eds.), 
Encyclopedia of Criminology, Vol. I (A-G) (Routledge, New York 2005), p.215. 
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In nutshell it can be said that the common element in all the definitions 
laid emphasis on the activity of the hackers and termed them as 
"unauthorized". Consequently, one can say with certainty that in today's 
terminology, the word "hacker" is synonymous with a cyber criminal and it no 
longer has the exclusive connotation of being expert code writers of the first 
generation hackers. Inespective of the fact that hackers regard themselves as 
hannless intruders, and some of them known as Utopians even believe they are 
helping society by demonstrating the \ailnerabilities in the system, the cyber 
specific legislation of almost all the countries has included them (or their 
activity) as totally illegal causing harni to others by damaging their data and 
thus causing wrongful loss to many, whether or not it is causing wrongful gain 
to hackers or any other person. The reason for this considerable change in the 
mind of lawmakers owes to the fact that the legal history of the passing decade 
has shown that the technique employed by hackers is the technique which is 
commonly used to commit most of the cybercrimes. Moreover, hackers of the 
information age are biown by a good variety of names such as cyber 
terrorists," cyber warriors,'"' hackivists,"'^  script kiddies,"'' warez doodz,^ etc. 
'^ Ten-orists who employ hackei4ype techniques to threaten or attack against systems, 
networks, and/or data. As with other fomis of terrorism, cybet terrorist activities are 
conducted in the name of a particular political or social agenda. The underlying objective 
will typically be to intimidate oi' coerce another party {e.g. a government). Steven Fumell, 
Cybercrime: Vandalizing the Information Society (Addison-Weslcy, 2002) 44. 
•'"' Persons employing hacking teclmiques in order to attack computer systems that support 
vital infrastmcture, such as emergency services, financial transactions, transportation and 
communications. This essentially related to the application of hacking in military and 
warfare contexts. Ibid. 
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which are all violators of law. Hackers are the specialists in computer 
technology, skilled in bytes and masters of the keyboard. They are also 
accomplished code-writers who sell their skill for money. Not only that they 
are curious browsers but also some of them are disgruntled and dissatisfied 
cyber engineers ready to trade in their skill. Just as indigenous people may be 
turned into soldiers, so can crackers (hackers) be turned into cyber terrorists. 
They usually work in groups as the technical job requires a human chain to be 
successful in the exercise. These hacker groups are numerous and cyber attacks 
mainly originate in places like the fonner Eastern bloc, China, and Libya, from 
where they can control thousands of machines simultaneously. These hacker 
groups often have political objective but mostly they work for profit.'*^ Thus, 
yet another factor which draws a line between the commendable hackers of 
^^  Hackers who break into computer systems in order to promote or further an activist agenda. 
Incidents such as the defacement of websites are very ofien linked to these individuals. 
Ibid. 
^^ If Individuals with fairly limited hacking skills who rely upon scripts and programs written 
by order more competent hackers. Hackers of this type typically cause mischief and 
malicious damage, and are generally viewed with scorn by more accomplished members of 
the hacking coinmunity. Such individuals may also be referred to as "packet monkeys" or 
"code kiddies". 
•" A subclass of crackers, who obtain and distribute illegal copies of copyrighted software 
(after first breaking any copy protection mechanisms, if appropriate). The spelling used is 
representative of a common fonn of hacker slang—in this case the two words, when 
written properly, are "Wares Dudes". More commonly these individuals ate known as 
software pirates. Ibid. 
^^ Clay Wilson, "Computer Attack and Cyber Terrorism; Vulnerabilities and Policy Issues for 
Congress" (CRS Report for Congress received through the CR.S Web, 17-10-2003) CRS-4. 
•^^  Anm Srinivasan, "Combating Terrorism" (Institute for Security and Intelligence), 
<http://www.>afgen.com/ten-onsmlhtml> last accessed 14-4-2005. 
"" Clay Wilson, "Computer AUack and Cyber Terrorism: Vulnerabilities and Policy Issues for 
Congress" (CRS Report for Congress received through the CRS Web, 17-10-20031 CR.S-
14. 
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yesteryears and the work-for-profit hackers/crackers of today is evident from 
the terrorist-hacker haison. 
3,8 Hacking Without Intention to Commit any Further Crime 
There are various kinds of hackers. The word "hacker" is used to describe all of 
these.'*^ 
3.8.1 Code Hackers -They Know computers inside out. They can make the 
computer do nearly anything they want it to. 
3.8.2 Crackers - They break into computer systems-Circumventing 
Operating Systems and their security is their favourite 
pastime. 
3.8.3 CyberPunks''^ - They are the masters of cryptography. 
3.8.4 Phreakers - They combine their in-depth knowledge of the Internet 
with mass telecommunications systems. 
As it remains closely guarded secret, frequent news of the liaison between cyber terrorist 
and hacker does not come. However, it is reported that the Indian separatist group Hartal 
uI-Ansar attempted to purchase military' software from hackers in 1998. In March 2000, 
Aum Shrinikyo Cult organisation reportedly had contracted to write software for up to 80 
Japanese companies and 10 government agencies including Japan's Metropolitan Police 
Department but there were no computer attacks related to these contracts. Dorothy Denning, 
"Cyber Terrorism", 24-8-2000, http: //www, cs.georgetown.edu/-
derming/infosec/cyberterror- GD .doc. 
''^  "Cybeipunks & Hackers", at Intp://wvmtJiccessorLnei/~ajberwar/ajbpnn!c,htm. 
''^  The first use of the temi "cyberpunk" is credited to Gardner Dozois, who was the editor of 
Isaac Asimov's Science Fiction Magazine in the early '80s. He got it from file title of a short 
story by Bmce Belhke, "Cybei-punk". The author William Gibson is probably the most 
widely known cyberpunk author. He wrote the trilogy Neuromancer, Count Zero, and Mona 
Lisa Overdrive. His world is set in the near future describing a rather dark world where 
corporations rule the world, and information is power. This worid is populated with cyber 
jocks, super-hackers who run the web of the fiiture to steal information. 
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Hackers are becoming a menace so uncontrollabJe that even the largest 
companies in the world are finding it difficult to cope up with their incessant 
attacks. 
Some hackers "enjoy" cracking systems and gaining access to them, they 
do not intend to commit any further crime. It is a question of debate whether 
such act in itself constitutes an offence or not. They may not be brought within 
the ambit of existing laws if they are interpreted conventionally. The act of 
such a hacker can perhaps, most appropriately, be considered in the light of 
laws relating to criminal trespass. 
Trespass in common language means to go on another's property without' 
pennission or right. Though it is ordinarily a civil wrong, if trespass is 
committed with criminal intention, it is treated as criminal trespass. The 
ingredients of the offence of criminal trespass have been laid down under 
Section 441 of the Indian Penal Code. The object of making trespass a criminal 
offence is to keep the trespasser away from the premises of individuals so that 
one may enjoy his /her property uninteniipted by any intruder. 
An act, to constitute trespass under Section 441, IPC, must comprise one 
of the following: 
"'' Gaur, K.D., A Textbook on the Indian Penal Code. New Delhi, Universal Law Publishing 
Co. Pvt. Ltd., 1992, pp. 595&596. 
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• There must be an unauthorized entry into or upon property against the 
will of the person in possession; or 
• There must be an authorized entry lawfully obtained into or upon 
property- but unlawfiiUy remaining therein. 
Also, such entry or unlawful stay must be with an intention to commit an 
offence or to intimidate, insult or annoy the person in possession of the 
property. 
In applying the section to hacking on the Internet, the primary question 
that needs to be answered is whether websites are "property". The common law 
action of trespass to real property served to establish and preserve the very 
notion of "property" in land. Many of the words used to describe websites have 
a basis in real property: the word "site" itself is one, as are such expressions as 
"home" pages, "visiting" Websites, "travelling" to a site and the like. This 
usage suggests that the trespass action might appropriately be applied to 
websites as well. That analogies to real property trespass can be made does not 
suggest, however, that they should be made. The fundamental issue is whether 
the treatment of websites as property makes sense in light of the justifications 
for the institution of property generally.'*^ 
^^ Four strands of property theory-Locke's natural rights, Bentham's utilitarianism, Hardin's 
"tragedy of the commons," and Radin's "property as persomiood" turn out to yield strong 
justifications for treating Web sites as property and hence for the application to them of the 
common law of trespass. 
See, Trotter Hardy "The Ancient Doctrine of Trespass to Websites" available at: 
ht.tp://'mw. wm.edu/law/pubblications/jol/hard.html. 
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Thus, as trespass actions are grounded in the idea of protecting an owner's 
control over real property which is just a particular species of "property", there 
is no inlierent reason that a website could not be considered a species of 
"property". Hence, there is no reason for not allowing a cause of action for 
"trespass to websites". 
The next important question arises when a hacker has no intention to 
commit any further crimes. The question is whether such hacking is, enough 
to constitute intimidation or annoyance? Under Indian law it has been clearly 
laid down in Suit. Mathri v. State of Punjab''^ that for establishing the offence 
of criminal trespass it is not enough to merely show that the person entering 
upon the property of another had knowledge that his act would cause 
annoyance. The rule that a person must be presumed to intend the natural 
consequences of his act is not a binding rule, if any other intention can be 
shown. This interpretation may be problematic dealing with crimes on the 
Internet. 
3.9 Hacking-specific legislation: the UK, the US and India 
Though originally speaking, hacking reflected dexterity at the keyboard 
and there was total absence of mens rea in the exercise, and the pioneers in this 
field were considered to be the gifted ones. In the present age, the legal 
machinery is geared up to tie the noose around the hackers as they started using 
their skill for illegal puiposes. Even though there is absence of mens rea, at 
46 AIR 1964 SC 986. 
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times, the financial loss caused is so enormous that the legal response to it 
could not be done away with. Thus, sui generic legislation has been adopted to 
tackle the threat to the security of computer systems, their integrity, confidenti-
ality and availability. 
In the UK, the Computer Misuse Act, 1990 became law on 29* August 
1990. The direct origins of the Act are found in the Law Commissions Report 
on computer misuse. The Act was fomiulated with the sole purpose of 
securing the computer system from the unfounded ambitious intentions of the 
hackers which were showing the criminals the path to misbehave and make 
money by breaking into the systems of others and at the same time remaining 
unnoticed and uncaught by law enforcement agencies. Under the 1990 Act, the 
offence of hacking is crystallised into different sections starting from Section i 
which contains tlie basic hacking offence and regards "causing a computer to 
perfomi any function" as the actus reus of the offence under Section i. The 
mens rea of the offence under Section i consists of the following two elements; 
1. There must be intent to secure access to any program or data held in any 
computer. 
"' Walden, Ian, 'Computer Crime', in Chris Reed & Jolin Angel (Eds.), Computer Law. (5th 
Edn. Oxford University Press, 2003), Chap 9, p-302. 
^^ Law Commission Reporl No. 186, 'Computer Misuse' [Cm 319) (HMSO, 1989). 
' S. 17(1) of the same Act defines "fanction" ro include alterations or erasure, copying or 
moving data, using it or producing output from the computer. 
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2. The person must know at that time that he commits actus reus because 
the access he intends to secure is unauthorized. 
According to Section 1(2.) of the Act, the intent need not have to be 
directed at any particular program, data or computer. 
The term "actus reus" was interpreted in R. v. Sean Cropp/" where the 
prosecution could not succeed in getting the defendant punished as the facts of 
the case were such in which the offence was allegedly committed in a stand-
alone computer where the defendant is said to have "keyed in certain 
commands to the computerized till granting himself a substantial discount". 
After the arguments, it was accepted by the court that Section 1 (1) (a) required 
"that a second computer must be involved". It was held that, had the legislators 
intended the section to apply to a single computer, the wordings would have 
been "causing a computer to perfonn any function with intent to secure access 
to any program or data held in that or any other computer", while the present 
section contains only the underlined phrase. The interpretation was, however, 
rejected by the Court of Appeals which preferred the plain and natural 
meaning, It will not be out of place to mention here that the Council of Europe 
Convention permits Member States in matter of offence of "illegal access" to 
limit the offence to "exclude the situation where a person physically accesses a 
stand-alone computer without any use of another computer system". 
50 Snares Book Crown Court, 4-7-1991, 
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As truly remarked by Ian, interj^retation of Section 1 as given by the lower 
court- would have seriously limited the scope of the Act as the instances of 
hacking are no longer the exclusive work of outsiders but it is commonly 
carried out by the insiders or the employees within the organization.^' The Act 
also suffers from the lacuna of not defining the most important term, 
"computer". However, Smith" argues that a narrow view of what constiUites a 
computer must be adopted. 
Section 2, Intent to commit a further offence This section pre requires 
commissions of an offence under Section 1 along with the intent to commit, or 
facilitate the commission of a further offence. Such a further offence is any 
other offence for which punishment is fixed by law and which may be an 
offence under any other Act. According to clauses (3) and (4) of Section 2, the 
access under Section 1 and the further offence need not have been intended to 
be carried out at the same time and it also does not matter if the fiirther offence 
was in fact impossible. 
Scope of Section 2 came up for discussion in R. v. Farquharson,^^ where 
the defendant and his co-defendant Ms Pearce were prosecuted. Here, though 
Ms Pearce was the employee who accessed the computer system for obtaining 
the mobile telephone numbers and codes, and the defendant was prosecuted for 
'^ Audit Commission Report, "Ghost in the N4acliine: An Analysis of Fraud Si Abuse (1398)" 
wliich found that nearly 25 per cent of frauds were committed by staff in managerial 
positions./;- 303. 
^^  Smith, J.C, Smith andHogan, 'CriminalLaw. '(lOth Edn. Butterworths, 2002), p. 727. 
" Croydon Magistrates' Court, 9-10-1993. 
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obtaining the mobile telephone numbers and codes necessary to produce cloned 
telephones, it was Ms Pearce who was prosecuted under Section 1 offence and 
the defendant was found to have committed the unauthorized access required 
for the Section 2 offence, though he never touched the computer himself. The 
construction of Section 2 is such that the phrase regarding "the commission of 
further offence" is likely to dominate the prosecutions held under it and the 
perpetrator's act of unauthorized access may be sufficient to find a prosecution 
for an attempt to commit the further offence.^ '* Sections 1 and 2, of the Act are 
applied in several cases such as R. v. Pearlstone^^ in which an ex-employee 
used his fornier company's telephone account and another subscriber's account 
to defraud the computer-administered telephone system and place calls to the 
US; and R. v. Borg where an investment company analyst was accused of 
establishing dummy accounts within a "live" fund-management system. The 
alleged "further offence" was expected to be fraudulent transfers into the 
dummy accounts. The abovementioned cases were all individual cases of 
hacking where the common and non -professional defendant applied various 
teclmiques of hacking. But the first classic hackers were prosecuted under the 
Act m R. V. Strickland^^ and R. v. Woods/^, where the defendants were given 
six-month jail sentences for conspiracy to commit offences under Sections J 
'\Supra,n.l9,P'305. 
' ' Bow Street Magistrates' Court, April 1991. 
56 1969 SCR 551. 
"2013NLCA65(CanLII). 
'^  Southwark Crown Court, March 1993. 
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and 3 of the Computer Misuse Act, 1990. The defendants' activities were said 
to have caused damage, valued at £1, 23,000, to computer systems ranging 
from those of the Polytechnic of Central London to NASA. The opinion of the 
Judge was expressed in following words: 
There may be people out there who consider hacking to be harmless, but 
hacking is not hamiless. Computers now, forni a central role in our lives 
containing personal details...it is essential that the integrity of those systems 
should be protected and hacking puts that integrity in jeopardy.^^ 
Thus, such a judicial pronouncement lays stress on the fact that with the 
increasing involvement of computers in our lives, hacking can no longer be 
regarded as a skill or art; in fact, it is the emerging criminal misconduct. 
Slowly the weight shifted towards tightening the legal noose around the 
hacker's neck. In the US too, complacency prevailed regarding hackers' 
activities but "In 1990, there came a nationwide crackdown on illicit computer 
hackers, with arrests, criminal charges, one dramatic show trial, several guilty 
pleas, and huge confiscations of data and equipment all over the United 
States".^" 
The Computer Fraud and Abuse Act, 1986 regulates several criminal 
activities on the Net apart from "unauthorized access" in order to obtain 
•^ ' As the prosecuting authorities mistakenly chose to prosecute for conspiracy rather than for 
a charge under the Computer Misuse Act, 1990, the defence argument that one of the co-
defendants, Bedwortli lacked the required mens rea for a charge of conspiracy because he 
was an obsessive hacker. This led to his acquittal by the court. Supra, n. 19, 305. 
60 B. Sterling, The Hackers Crackdown (1992) xiii. 
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sensitive information such as defence-related information and financial and 
consumer credit records, among other things. Trafficking in passwords for 
computers used by or for the US govermnent is also ban-ed.'"' The Act in 
Section 1030(a)(5)(A) also prohibits the transmission of "a program, 
infonnation, code or command to a computer or computer system" with intent 
to damage, or cause damage to, or to withhold or deny the use of, a computer, 
computer services or network, inforaiation, data, or program. Such transmis-
sion is also prohibited if done with reckless disregard of a substantial and 
unjustifiable risk of the same effect.^ ^ 
India, being a member of the information society, not only relishes the 
fruits of technological advancements but like its any other counterpart, it also 
exposes itself to breach of security and has been a victim of it for umpteen 
times and even important government and scientific installations were not 
spared. India thus, woke up to check the menace. 
*' 18USCS. 1030(a)(6). 
*^  Ibid, S. 1030 (a)(5)(S). 
^^  There are several cases registered or unregistered related to hacking, in India. Few 
examples are: Zeetv.com, goznexEJob.com, etc. and a notorious group of Pakistani 
hackers called G-Force during 2001 hacked many websites of Indian organisations, for 
example, Indian Science Congress, Asian Age Newspaper, National Research Centre, 
Agricultural University of Maharashtra, IM (Ahmedabad), I1T (Chennai), Indian National 
Information Technical Promotion (New Delhi), etc. Then, in 2002, the website of Assam 
Tourism Department was hacked by unknown hackers. Here the hackers replaced most of 
the photographs of tourism interest with pomograpliies. 
Perhaps, the most shocking instance of hacking in India is, when a 15-year old American 
boy with a strange name "t3k-9", hacked into the Mumbai based Bhabha Atomic Research 
Centre (BARC) computer network soon after the Pokhran nuclear tests, during May 1998. 
He passed on the infonnation to his friend named "Iron Logik", an 18-year old immigrant 
from Serbia, and placed the list of 800 BARC login names and passwords to a hacker 
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Thus in India, in the unamended IT Act, 2000, the offence was separately 
defined under Section 66.'''^ The offence in this section partakes both the 
elements of traditional crime, i.e. mens rea and actus reus. Section 66 is 
replaced by a new section by the IT (Amendment) Act, 2008 (10 of 2009). 
Instead Sections (i) and (j) have been inserted in Section 43 of the Act which 
reads as follows: 
Section 43 Penalty for damage to computer, computer system, etc.— 
(i) destroys, deletes or alters any information residing in a computer resource 
or diminishes its value or utility or affects it injuriously by any means; 
(ii) steals, conceals, destroys or alters or causes any person to steal, conceal, 
destroy or alter any computer source code used for a computer resource with an 
intention to cause damage; 
Section 43 is to be read with the newly substituted Section 66''^  which says that 
Section 66 Computer related offences. If any person, dishonestly or fraudu-
lently, does any act referred to in Section 43, he shall be punishable with 
channel. Again, a group of hackers who call themselves "Armagedon" gained access to an 
Indian Bio-Medical Research Facihty during 1998 and stolen the test results and internal 
memos on the possible effects of nuclear tests on the country's environment and civilian 
population. 
Dr. Tewari, R.K., Sastr}' P.K. & R-avikumar K.V., Computer Crime and Computer 
Forensics. (Select Publishers, 2002), pp.301&308. 
^^ 66. Hacking with Computer System.—(1) Whoever with the intent to cause or knowing thai 
he is likely to cause wrongful loss or damage to the public or any person destroys or deletes 
or alters any infonnation residing in a computer resource or diminishes its value or utility or 
affects it injuriously by any means, commits hacking. 
(2) Whoever commits hacking shall be punished with imprisoiiment up to tliree years, or 
with fine whicli may extend up to two lakh rupees, or with both. 
*^  hiserted by virtue of S, 32 of the IT (Amendment) Act, 2008 (10 of 2009). 
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imprisonment for a term which may extend to three years or with fine which 
may extend to five lakh rupees or with both. Explanation, For the purposes of 
this secfion, 
(a) the word "dishonestly" shall have the meaning assigned to it in 
Section 24 of the Penal Code (45 of I860); 
(b) the word "fraudulently" shall have the meaning assigned to it in 
Section 25 of the Penal Code {45 of 1860), 
Thus the offence of hacking is, though by name, not there in the statute 
book but it has been qualified with the necessary mental element. An act, 
which "destroys, deletes, or alters any information residing in a computer 
resource or diminishes its value or utility or affects it injuriously by any 
means", is punished criminally if it is done "dishonestly" and "fraudulently". 
These words clearly denote the element of mens rea required for the crime and 
the words; destroys, deletes, alters and affects; are the verbs which contain the 
element of actus reus. 
The term "dishonestly" is defined in Section 24 IPC in the following 
words: 
S. 24. Whoever does anything with the intention of causing wrongful gain to 
one person or wrongful loss to another person, is said to do that thing 
"dishonestly". 
Thus, the term "dishonestly" has specialized meaning denoting thereby 
that "unless there is wrongful gain to one person, or wrongful loss to another. 
18 
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an act would not be dishonest".'''^ ' Thus, a mental condition will not fit into the 
expression of "dishonestly" unless the intention is to cause either wrongful loss 
to someone or wrongful gain to someone; the IPC thus, explaining the terms 
wrongful gain says that wrongful gain is achieved where the gain is by 
unlawful means of such a property to which the person gaining is not legally 
entitled and wrongful loss denotes the losing of such property by unlawful 
means to which the person losing has legal title.^' Thus, the amended Section 
66 makes it necessary for all the acts under Section 43 to be done by which 
wrongful gain is caused or wrongful loss is caused. Moreover, the section also 
uses the terni "fraudulently" which is defined in Section 25 IPC, in the 
following words: 
S. 25. Fraudulently A person is said to do a thing fraudulently if he does that 
thing with intend to defraud but not otherwise. 
* t ) 
The ternis "fraud" and "intend to defraud" are not defined in the IPC*'\ 
The terai denotes an element of deceit and secrecy, and actual or possible 
• • 69 
injury. 
It is notable here that in the new amendment like the similar provisions of 
the UK and the US, the Indian law too, has not explicitly used the term 
^^  Ratanlal & Dhirajlal, The Im/ian Penal Code. Nagpur, Wadhwa & Co, (P) Ltd., 26th Edn. 
1987, p.l9. 
'^ S. 23 IPC, P-I8. 
^^ Supra note 37. 
*''' Sir Stephen, James, Histoiy of the Criminal Law of England. Vol. II, p.l21. 
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"hacking" in its provision though it imports the concept by using the terms 
"deletes, destroys, diminishes its value", etc. Moreover, the phi-ase 
"unauthorized access" as used in Section i of the Computer Misuse Act, 1990 
of UK and in 18 USC Section 1030(a) (6) of US, is avoided in Section 66 of 
the IT Act, instead the terms "dishonestly" and "fraudulently" have been 
introduced which is the typical wording of the various sections of the IPC. This 
explains the particular type of mental element or mens rea required for a 
particular type of offence which means that accessibility is not of so much 
importance as the effect of it, namely, causing wrongful loss or damage to the 
public or any person. In fact, it has been made the element of the offence of 
hacking. The wording of Section 66 will also avoid situations which arose in 
UK in R. V. Sean Crapp, in which the offence was committed by the 
defendant in a stand-alone computer and the defence succeeded in raising the 
point that Section i of the Computer Misuse Act, 1990 is constructed in such a 
phrase that it is legally not possible to bring the defendant's activity under the 
mischief of the said section. 
3.10 Case situation in India (Illustration) 
Suppose A, an employee, while having a deal with an outsider, keys in certain 
commands into the computer tlirough which he solicits certain discounts and 
financial favours for himself causing wrongful loss to his employer, at the same 
70 Snaresbrook Crown Court, 4-7-1991. 
120 
Cyber Crime Against Person 
time. Here, what is the offence caused by A? Can A be prosecuted under 
Section 66? 
If one goes by the wordings of Section 66, A's keying of commands into 
the computer is covered by the word "alters" thereby forming the required actus 
reus. Mens rea is evident from causing wrongful gain to himself and at the 
same time causing wrongful loss to his employer. Here, though the number of 
computers used is only one but A is guilty of hacking as all the ingredients of 
the section are satisfied, namely, intention or knowledge to cause wrongful loss 
or damage and destruction, doing the act dishonestly, deletion or alteration of 
information residing in a computer. Under the Indian law, mere unauthorized 
access is not an offence, at least not under Section 66. Here, as A is an 
employee, hence (unless he shows that he was not authorized to access the 
computer in question), his accessibility is not unauthorized. Had his 
accessibility been "unauthorized", the other proper section to bring an action 
against A is Section 43(1) of the IT Act which read with Section 66 makes the 
act an offence punishable under Section 66. This is the section which regards 
accessibility as a wrongful act and where it has to be done either dishonestly or 
fraudulently. In the given situation, thus, A is successfully prosecuted under 
Section 66, if he does it to cause wrongful gain or wrongful loss to anyone or 
has done the act with intent to defraud.^ ' If found guilty then A is made liable 
to pay damages by way of compensation and he is also, if mens rea is proved, 
" S. 66, IT Act, 2000 (21 of 2000). 
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liable to be punished with imprisonment for term up to three years or with fine 
which may extend to five lakh mpees or with both [S. 66]. 
The Indian law deals with accessibility of protected system in a particular 
manner and separately under Section 70 of the IT Act which is made an 
offence. A difference is thus seen between unauthorized accessibility of a 
computer, computer system or computer network and unauthorized 
accessibility of a "protected system" under Section 70. In Section 43(a), one 
has to prove mens rea as envisaged under amended Section 66 to make it a 
punishable offence and if it is done without mens rea then it entails only 
damages by way of compensation; Section 70 punishes the offender with 
unlimited fine plus with a maximum sentence of 10 years. 
3.11 Hacking and criminal trespass 
Hacking is often regarded as cyber trespass which is the invasion of 
private space on the Internet by a hacker. The term "trespass" implies an act 
without authority or right which again unplies absence of allowing or 
permission by the person in charge. Criminal trespass denotes the act of 
trespass with an intention to commit a crime which can be trespass to a house, 
land or "property". In applying the term "trespass" to hacking, the primary 
S. 70(3). Ajiy person who secures access or attempts to secure access to a protected system 
in contravention of the provisions of this section sliall be punished with imprisonment of 
either description fora term which may extend to ten years end shall also be liable to fine. 
''^ Williams, Mathew, 'Computer Offenses' in Richard A. Wright &: J. Mitchell Miller (Eds.), 
Encyclopedia of Criminology, Vol. 1 (A-G) (Routledge, New York 2005) p.214. 
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question tliat needs to be answered is whether websites are "property." Four 
strands of property theoiy Locke's "natural rights", Bentham's "utiHtarianism", 
Hardin's "tragedy of commons" and Radin's "Property as Personhood" turn out 
to yield strong justifications for treating web-sites as "property" and hence, for 
the application to them of the common law of tiespass/^ Thus, while almost all 
the legal systems of the world regard trespass to real property as a tort or 
offence, there are equally good justifications to regard trespass to virtual 
property as an offence as the trespass actions are grounded in the idea of 
protecting an owner's control over real property which is just a particular 
species of "property." 
If hacking is understood as criminal trespass, it should be kept in mind 
that Section 66 of the IT Act, which deals with the offence of hacking, contains 
mens rea as an ingredient, the question then comes up whether a hacker can 
also be prosecuted under Section 441 IPC? The object of making trespass, a 
criminal offence is to keep the trespasser away from the premises of individuals 
so that one may enjoy his/her property uninteiTupted by any intruder.^^ Section 
''' Patnaik, Bhakta Batsa! & Vemia, Deeptakirti, 'Quelling the Cyber Crime Challenge.' in 
Nandan Kamath (Ed.), Law Relating to Computers, Internet & E-Commerce, Universal 
Law Publishing Co. (?) Ltd., p.275. 
I. Trotter Hardy, 'The Ancient Doctrine of Trespass to Websites.' available at: <http:// 
www. wm .edu/la w/publications/J ol/hardy. htm 1 >. 
'^  Sir Stephen, James, Histoiy of the Criminal LaM' of England. Vol. II, p.275. 
Gaur, K.D., A Textbook on the Indian Penal Code. Universal Law Publishing Co. (?) Ltd., 
1992, PP.595&596. 
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441 requires the following ingredients^^ to constitute the offence of criminal 
trespass: 
(1) Entry into or upon property in the possession of another. 
(2) If such entry is lawful, then unlawfully remaining upon such property. 
(3) Such entry or unlawful remaining must be with intent, 
(a) to commit an offence; or 
(b) to intimidate, insult, or annoy any person in possession of the 
property. 
As advocated by Ratanlal, "property" in this section means immovable 
corporeal property, and not incorporeal property such as a right of fishery or a 
right of ferry.**'^  The judicial opinions, coming in an age where the Internet or 
the concept of virtual property perhaps did not exist, have maintained their 
relevance to date. Thus, while dealing with Internet trespass or cyber trespass, 
application of Section 441 IPC will not ser\'e any purpose as the third 
ingredient of criminal trespass under the section, namely, the intent to commit 
an offence or to intimidate, insult or annoy is neither always clear nor is it easy 
to prove such an intent on the Net. Moreover, entry, access or hacking by the 
offender even though at times is not malevolent, yet it is harmful for others and 
hence, regarded as an offence. With the enactment of Section 66 of the IT Act, 
destruction, deletion, or alteration of infomiation on the computer, etc. and 
^^  Ratanlal & Dliirajlal,77/e Indian Penal Code. Nagpur, Wadhwa & Co. (P) lid., 26th Edn., 
I987,p.435. 
™ Empress v. Cbaru Nayiab, ILR (1877) 2 Cal 354. 
"^ Miithra v. Jaauhir, ILR (1877) 1 AH 527. 
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doing so either dishonestly or fraudulently is regarded as an offence whether or 
not there is "an intention to comniit an offence" as required by the third 
ingredient of Section 441 IPC. Mere tampering with the infomiation residing in 
a computer resource is regarded as an offence. Section 43 being a cyber 
trespass specific legislation is an apt one to deal with trespass on the Net if it is 
done without mens rea. 
3.12 Comparative study 
Hacking is no longer an art; rather it is a criminal act as declared by 
almost all the laws of the world. The oldest law in this field was formulated by 
the US in 1986, when the Internet and network computers were out of the 
boundaries of developing countries like India. Even for some years, the UK 
was lagged behind and it was only in 1990 that the Computer Misuse Act 
O 1 
became law on unauthorized access. The IT Act in India deals with the 
offence of hacking in a conditional manner without using the term. The 
substituted section requires that the destroying, deleting, etc. in a computer 
resource should be done dishonestly or fraudulently to make it an offence under 
Section 66 read with Section 43(1). The comparative study of the offence of 
hacking and unauthorized access is done summarily under the following heads. 
^ The direct origins of tlie Act are found in the Law Commission's Report on computer 
misuse published in October 1989. In December 1989, Michael Colvm introduced a Private 
Member's Bill, with the tacit support of the govemment, closely following the English Law 
Commission's recommendations. The primaiy motivation for government support was 
possibly a belief that if the UK did not follow the example of many of its European 
partners, then the UK's position in the European information market could suffer. Ian 
Walden, Chap 9 "Computer Crime" in Chris Reed Sc Jolin Angel (Eds.], Computer Law 
(5th Edn. Oxford University Press, 2003) p.303. 
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3.13 Legal position in the UK, US and India 
It is interesting to note that while the UK and the US legislate specifically 
to deal with the offence of hacking, both the countries avoid a definite 
definition of hacking, as such the relevant Acts do not even use the term 
"hacking". India follows suit and in the substituted Section 66 of the IT Act, the 
same pattern is followed though under the original Section 66, the term 
"hacking" was used. The Computer Misuse Act, 1990 basically deals with 
computer vandalism and criminal activities on the Net, presents three new 
categories of offence: unauthorized access to computer material [S. 1]; 
unauthorized access with intent to commit a further offence [S. 2]; and 
unauthorized modification [S. 3]. Of these, in Section 1, offence of 
unauthorized access to computer material is the basic hacking or cracking 
offence. The Computer Fraud and Abuse Act, 1986 of US meant to combat 
hacking, prohibit unauthorized access in order to obtain sensitive infomiation. 
As the offence of hacking cannot be committed without a computer, the 
US Act defines computer as an electronic, magnetic, optical, electrochemical, 
or other high-speed data processing device performing logical, arithmetic or 
storage fijnctions, and includes any data storage facility or communication 
facility directly related to or operating in conjunction with such device. 
The UK Act, however, is criticised for not including the definition of 
computer but the La\^ ' Commission of UK found general support for the view 
that to attempt such a definition would be "so complex, in an endeavor to be 
'' Ibid. 
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all-embracing, that they are likely to pioduce extensive argument." ^ However, 
the Indian law, on the subject, gives the definition of "computer" in its general 
clauses definition in Section 2, (/) of the Act in the following words: 2 (i) 
'computer' means any electronic, magnetic, optical or other highspeed data 
processing device or system which performs logical, arithmetic and memory 
functions by manipulafions of electronic, magnetic or optical impulses, and 
includes ail input, output, processing, storage, computer software, or 
communication facilities which are connected or related to the computer in a 
computer system or computer network. 
The definition is exhaustive and the words used here are very similar to 
the words used in the above definition of the US Act. In comparison with the 
US definition, this definition includes the tenn "manipulations" in addition to 
the word "facilities". The Indian definition also seems to be broader, as apart 
from computer, it uses the word "computer system and computer network". 
Main law provisions 
Mens rea element The element of mens rea is found in Section i of tlie UK 
Act and in Section 66 of the IT Act as well. In both the sections, intent and 
knowledge on the part of the defendant is required to make him guilty of the 
offence of hacking. The offence, therefore, is essentially an intentional one. 
Here, the notable point is that in the traditional hacking activity, intent to cause 
hann or damage is opposed to the hacking ethic. Does it mean that if today. 
'' Ibid. 
'^' "We are not doing any hann"; "We do not intend to do any harm"; "We're not altering or 
destroying anything, so that muse be okay"; These are the some of the opinions given by the 
hackers about themselves as these quotations are taken from the commentary made in a UK 
Channel Four documentarj' a few years ago. This represents the true picture of the mind of 
a hacker. Nevertheless, the fact cannot be denied that the apparently harmless activities of 
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not a criminal but a glorified, true hacker, with pure bona fides makes an 
unauthorized access (UK and US laws), or diminishes the value and utility, or 
affects injuriously the infomiation residing in a computer resource (IT Act), 
can he still be prosecuted under the above laws? He has no mens rea; how can 
he be brought under the mischief of above provisions? Can he take the defence 
of pure intentions? Then what is his liability? And what about the harm he 
caused through his adventurous and benevolent intentions? The suggestions to 
book such hackers under the liability of criminal trespass is still a debatable 
point as even under criminal law, whether it is in India under Section 441 IPC 
or elsewhere, a mala fide intention is a prerequisite which is, however, denied 
by traditional hackers. These law provisions will be put to test when they are 
examined and applied in law courts. However, so far as UK and US are 
Of. 
concerned, some landmark judgments have already started revealing the 
the hackers are Causing havoc. Furthemiore, their mere presence in the system may steal 
CPU cycles, memory, disk storage and network capacity that may degrade or prevent other 
essential activities (any fomi of real-time control system would be an example of where this 
might be significant). A relevant example can be cited here from 1997, when US space 
shuttle astronauts were put at risk when a hacker broke into a NASA computer system and 
overloaded it such that medical communications Ijetween the shuttle and the NASA centre 
were impeded. These systems continually monitor the astronaut's heartbeat, pulse and 
medical condition and, at the point when the hacker struck, the shuttle was in the process of 
attempting to dock with the Mir space station. The hacker, however, was unaware of this 
context and, from his perspective; the unauthorized presence in the system was exploratory' 
and harmless. In reality, of course, it was anything but harmless and disrupted the system at 
a crucial time. Steven Fumell, Cybercrime: Vandalizing the Information Society (Addison-
Wesiey, 2002), p- 50. 
^^  "..And you call me criminal...Yes, I am a criminal, my crime is that of curiosity. My crime 
is that of judging people by what they say and think, not what they look like. My crime is 
that of outsmart ing you, something that you will never forgive me for"'. Quoted from The 
Conscience of a, Hacker: The Mentor written on 8-1 -1986. 
^^  hi UK, in R. v. Bean Cropp [Snai-esbrook Crown Court, 4-7-1991] where question arose 
whether S. 1 offence can be cominitted on stand-alone computers. In Director of Public 
Prosecutions v. Bignell, (1998) 1 Cri App R 1, question arose about the extent ot 
unauthorized accessibility, etc. These decisions limited the scope of the Act. 
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lacuna present in these provisions. The suggestion here is to impute strict 
liabiHty on hackers. 
It is the keyword in the sections deahng with hacking both in the UK and 
US laws. But the adjective which prefixes it is "unauthorized". The word 
"unauthorized" raises several questions and often it becomes difficult for the 
prosecution to prove in case of access by employees that whether the access 
was unauthorized. The burden in such cases falls on the prosecution to show 
that the accused knew that "access of the kind in question" was unauthorized. 
n o 
In Director of Public Prosecutions v. Bignell , the accused police officers 
accessed the Police National Computer (PNC) via an operator for personal 
purposes though they were authorized to access for policing purpose only but 
they accessed it for some personal purpose. The Divisional Court where the 
matter went for a second appeal upheld the view of the Crown Court that the 
Computer Misuse Act, 1990 was primarily concerned "to protect the integrity 
of computer systems rather than the integrity of the infonnation stored on the 
computers ...". Later, inR. v. Bow Street Magistrate and Allison (AP), Exp. US 
Govt.^"^ it was felt that the court's acceptance of Bignell would seem to 
perpetuate the uncertain jurisprudence under the 1990 Act, hence, Lord 
Hobhouse recognises that the concept of authorization needs to be refined. In 
*^^  Under S. 17(5) of the Computer Misuse Act, ]990, access is considered to be 
"unauthorized" if 
(a) he is not himself entitled to control access of the kind in question to the program 
or data; and 
(bj he does not have consent to access by him of the kind in question to the program or data 
from any person who is so entitled. 
'^^ (1998)1 CriAppRl. 
^''(1999)3WLR620. 
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Indian law, the word "access" or "unauthorized access" is not used in Section 
66 but in the opening words of Section 43, the words used are "if any person 
without permission of the owner or any other person who is in charge of a 
computer, computer system, or computer network", which in reality equivalent 
to "unauthorized access". The IT Act deals with such "unauthorized access" in 
Section 43(a) where the activity renders the doer criminally liable only if it is 
done "dishonestly" or "fraudulently" as required by Section 66. 
Plaintiffs liability In some law provisions, the liability of the defendant is 
at certain points coextensive with that of the plaintiff It is often required to 
prove whether the plaintiff applied sufficient security measure in his systems. 
In the UK, during the passage of the Computer Misuse Bill, an attempt was 
made to add a provision whereby hackers would be able to offer a defence if 
computer users had not implemented security measures.^" This is to say that the 
concept of "due care and attention" to avoid the breach of security is to be read 
into the concept of "unauthorized access", i.e. failure to take appropriate 
measures will give the defendant a point of defence. This view is, however, 
incongruous as security measures either does not come handy or they are pretty 
expensive to be applied by each and every computer owner. In this respect, the 
"^  See, Standing Committee C, 14-3-1990. The following amendment was proposed by Harr)' 
Cohen MP: "For the purposes of this section, it shall be a defence to prove that such care 
as in all the circumstances, was reasonably required to prevent the access or intended 
access in question was not taken". Ian Watden, Chap 9 "Computer Crime" in Chris Reed 
8c John Angel (Eds.), Computer Law (5th Edn. Oxford University Press, 2003) 306. 
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liability of the hacker must be sole and exclusive keeping in view the 
magnitude of the damages caused by their inadvertence. 
Penalties 
Laws of various countries have different provisions while dealing with the 
offence of hacking. While UK and US have prescribed the punishment for 
hacking activity under the name of "unauthorized access", India has declared it 
to be a criminal offence only if it satisfies the prerequisites of dishonesty or 
fraud. Punishment under the Indian law is stringent as when the accused is 
made criminally liable, he is punished with imprisonment up to three years, or 
with fine which may extend up to five lakh rupees, or with both [S. 66]. As 
regarding penalty for damage to computer, computer system, the defendant is 
hable to pay damages by way of compensation to the person so affected. 
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CHAPTER IV 
CYBER CRIME AGAINST SOCIETY 
(CYBER PORNOGRAPHY) 
"Sex on the net is like heroin; it grabs them and takes over their lives. And 
it's very difficult to treat because the people ajfected don't want to give it 
up." 
Dr, Mark Schwartz 
The world is indeed, undergoing a new infomiation revolution today. It 
not only touches every aspect of life but also make the way extensively to 
perform tlie industrial and economic function of the society. New 
communication system and digital technology have made dramatic changes in 
the way we live. A revolution has been occurred due to technological 
progress. Almost everybody is making substantial use of Computers and the 
internet is becoming an essential part of our daily life. On one hand, the 
information store in electronic form has many advantages like storing, 
retrieving, communicating but on the other hand it has opened the door to anti 
social and criminal behaviour in the way that would never have previously 
been possible. Computer systems often some new and highly sophisticated 
opportunities for law breaking, and they create the potential to commit the 
traditional types of cases in non-conventional ways. Cyber pornography is 
one of them. 
Cyber pomograph}' is believed to be one of the largest businesses on the 
Internet today. The millions of pornographic websites that flourish on the 
\^7. 
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internet are testimony to this. While pornography per se is not illegal in many 
countries, child pornography is strictly illegal in most of the countries. 
The then CJl K.G. Balakrishnan advocated placing "restrictions'" on 
websites that exclusively circulate pornography and hate content. Earlier he 
suggested for outright ban on such websites but later on he added that it 
would not be right to place a "blanket ban" on all categories of websites. 
4.0 Meaning & History 
The word pornography' deriving from the Greek word Porne ("Prostitute") 
and graphein (to write). The word pornography originally referred to any 
work or art: or literature dealing with sex and sexual themes. Pornography is 
one of the most controversial because it can lie easily recognized but is often 
difficult to define concisely. 
The Canadian dictionary of English language defines as "Sexually explicit 
material that sometimes equates sex with power and violence".^ 
The Encyclopedia of ethics has defined pornography as "the sexual 
explicit depiction of persons, in words of images, created with the primary, 
proximity aim and reasonable hope, of eliciting significant sexual arousal on 
the oart of the consumer of such material",'' 
Times of India, Delhi edition (late city), dated: 9/5/2010, p, 4. 
Choubey, R.K., An Introduction to Cyber Crime <& Cyber Law. Kolkata, Kamal Law 
House, 2009. p.271. 
' Ibid. 
" Ibid. 
Cyber Crime Against Society 
Pornography is a verbal or visual representation of sexual acts, it is a 
portrayal of people as sexual objects for pleasure of others. Pornographic 
material is intended to arouse sexual stimulation. It can lead the masturbation, 
just like a novel or film can lead to laughing or crying. 
Pornography is looked differently by different people. Academician 
believes that pornography is an expression of male culture through which 
women are commoditized and exploited, liberal view combines a respect for 
free speech with the principle of "a woman's body, a woman's right".^ 
The controversy between freedom of speech expression and pornography 
had been a debatable issue since time immemorial. So, the responsibility lies 
on the lawyers, legislators and courts to determine the exact line by that, what 
is obscene and what is not can be deteniiine. Pornography corrupts one's 
morel senses and instigates them to participate in various sexual offences. 
Pornography is nothing but marketing of women's sex. Women are shown as 
"objects" which are longing to get involved into sexual acts.^ 
Visual representation began to overtake the more traditional written form 
with the invention of print media and photography in the 1840's and then with 
the motion pictures. The move from verse to visual depiction helped to 
broaden the appeal of pornography beyond literate elite to embrace viewers 
" Some liberal organizations like Feminists for Free Fxpression (FFE) have consistently 
opposed censorship in any form. 
^ Barua, Yogesli, Criminal Activities In Cybenvorld New Delhi, Dominent Publishers and 
Distributers, 2005, p-135. 
!34 
Cyber Crime Against Society 
<&3««iswaraP'.art>.j^vggfcj^^'jpii«a«iBiaCE«^KT'g^^ 
and consumers from all social strata and walks of life. In twentieth century, 
the popularity of pornography continued to grow across the western world in 
the torn of the adult movie theaters and magazines. This was followed by 
availability of pornographic material via dedicated cables and satellite 
subscription TV channels.' 
There is no doubt that sex sells and sells extremely well. It is evident 
from the fact that the pornography industry is larger than the revenues of top 
technology companies for e.g.: Microsoft, Google, Amazon, e-bay, Yahoo 
and the likes. On the Internet pornography is the most profitable business and 
the Internet is the perfect place to spread pornography. 
4.1 Cyber Pornography 
Cyber pornography refers to stimulating sexual or other erotic activity 
over the internet. It has been traded over the internet since 1980's, it was the 
invention of the world wide web in 1991 as well as the opening of the Internet 
to the general public around the same time that led to an explosion in online 
pornography.^ The Internet decreased the hurdle of shame that comes with 
purchasing pornographic materials or the embarrassment of being caught with 
it. Pornography on Internet is available in different tbraiats ranging from 
pictures and short animation films to sound files and stories. The Internet has 
proven popular for distributing pornography because it allows people to view 
Manupatra Newsline, Aug. 2008, p.31 
Supra Notes-1, p.384. 
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pornography anonymously in the coiTifort and privacy of their home. There 
are both commercial and free pornographic sites. These sites offering photos, 
video cHps and streaming media including live web cam access allowed 
greater access of pornography. 
Cyber pornography is a difficult problem especially due to the difference 
in the acceptable limits of morality in different countries. Some of the 
implications of Cyber pornography on the internet are distinct from other 
cyber crimes as hacking, cyber frauds, implanting viruses and theft of IPRs. 
Unlike the latter Cyber Crimes, which thi^ eaten the very credibility of the 
Internet, Cyber pornography promotes the use of the internet. The reason 
why cyber pornography has become so big an industry, there are two reasons 
they are as: 
1) The easy, free, efficient, convenient and anonymous accessibility to 
^ pornographic material through internet. 
2) The anonymity of the Cyber pornography industry, global 
accessibility, problems of jurisdiction, different laws and standard of 
morality in different countries, which have made a mockery of laws 
and their enforcement. 
Q Verma, Anita, 'Cyber Pornography.' Army Institute of Law Journal. Vol.1. 2007. pp. 
132&I33. 
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The aforesaid reasons have ied to the attractive profitability of the Cyber 
pom industry and thus its growth there its an important to go through the 
statistical data available worldwide for major countries. They are as: 
Pornography Business Statistics. 10 
Country 
China 
South Korea 
Japan 
U.S. 
Australia 
U.K. 
Italy 
Canada 
Philippines 
Taiwan 
Germany 
Finland 
Czech RepubHc 
Russia 
Netherlands 
Brazil 
Revenue (Billions) 
$27.40 
$25.73 
$19.98 
$13.33 
$2.00 
$1.97 
$1.40 
$1.00 
$1.00 
$1.00 
$0.64 
$0.60 
$0.46 
$0.25 
$.0.20 
$0.10 
Per Capita 
$27.41 
$526.76 
$156.75 
$44.67 
$98.70 
$31.84 
$24.08 
$30.21 
$11.18 
$43.41 
$7.77 
$114.70 
$44.94 
$1.76 
$12.13 
$53.17 
10 http://intemet.filter.review.toptenreviews.com/inteiTietpomographystatistics.html; (Visited 
on October 19, 2009). 
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According to top ten reviews.com statistics the whole porno-business is 
worth around 97 bilhons of US Dollars. These are the estimates of the major 
countries. China is leading with 27.40 US Billion dollar while Brazil with the 
least 10 US Billion Dollar in porno-business industry. 
4.2 Available formats of Cyber Pornography 
The pornographic material is available in different fomiats on the 
Internet due to rapid development in technology, the Industry adapt latest 
techniques by which the material provide on interact in different fonnats such 
are as : 
4.2.1 Image files: The image files are the most common formats by which the 
pomographic material distributed on tlie internet. In which JPEG'" fomiat is 
one of the most common one. 
4.2.2 Video files: The movie camera has also been used for throughout its 
liistory and with the auival of the film video cassette recorder the 
pomographic movie industry experienced massive growth with the advent of 
mobile with camera the MMS'"' clips can be prepared tlii-ough it. Video files 
fonnats such as MPEG'^, WMV'\ AVl'^ and 3GPP (3"' Generation 
"Supra Note 6; p-388. 
10 
' Jl'EG Stands for Joint Photographic Experts (rroups. 
"" Multimedia Messaging Sendee. 
Moving Picture Expert group. 
''* Window Media Video. 
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Partnership Project) have been used to distribute pornographic video clips 
3GPP forniat contain large files while MPG, MPEG or DAT format reduces 
the size of file about 10% of its original size by which the files can be transfer 
easily from various sources. 
4.2.3 Text and Audio Formats: Pornographic and erotic stories distributed 
as text files, web pages and in message boards and news groups have been 
semi popular audio pom in fonnats like MP3 and FLV have seen only very 
limited distribution. Audio pom includes recording of people having sex or 
reading erotic stories but these fonnats are not successful because people 
prefer watching rather than listening.'' 
So, above there are some fomiats on which pornographic material is 
available on the intemet. Hare it is an important what the peoples search on 
the intemet about the pornography by which search term and how many web 
pages containing keyword such search term is available on the net. It is also 
necessary to look here what are the changes in 2006 while 2005 about the 
search requests. 
"' Audio Video Interleave. 
' Supra 7, p.39. 
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Top Adult Search Requests. 18 
S. No. 
1 
1. 
2. 
J . 
4. 
5. 
6. 
7. 
8. 
9. 
10. 
11. 
12. 
13. 
14. 
15. 
16. 
17. 
18. 
19. 
20. 
Search Term 
Sex 
Adult Dating 
Adult DVD 
Pom 
Sex Toys 
Teen Sex 
Free Sex 
Adult Sex 
Sex Ads 
Group Sex 
Free Pom 
XXX 
Sex Chat 
Anal Sex 
Cyber Sex 
XXX Videos 
Playboy 
Teen Pom 
Nude 
Sexy 
2006 Search 
Requests 
75,608.612 
30,288,325 
13,684,718 
23,629,211 
15,955,566 
13,982,729 
13,484,769 
13,362,995 
13,230,137 
12,964,651 
12,964,651 
12,065,000 
11,861,035 
9,960,074 
8,502,524 
7,411,220 
6,641,209 
1 
6,130, 065 
5,487,925 
4,344,924 
2006% 
change 
7% 
622% 
53% 
-3% 
4% 
36% 
0% 
301% 
382% 
88% 
-10% 
25% 
97% 
76% 
-20% 
71% 
-6% 
7% 
-26% 
21% 
2005%o 
Change 
40% 
80% 
21% 
29% 
1% 
25% 
20% 
51% 
40% 
33% 
54% 
14% 
36% 
21% 
3% 
40% 
24% 
38% 
14% 
33% 
Web Pages 
Containing 
Key Word 
(Millions) 
414.00 
1.40 
1.82 
88.80 
2.65 
2.10 
2.42 
1.58 
0.28 
2.07 
2.74 
181.00 
2.21 
2.95 
1.24 
1.44 
43.20 
1.97 
71.30 
198.00 
toptenreA'iews.conx/pomographystatistics, (Visited on October 9, 2009) 
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So, above the chart show the 2006 search request trends in which the 
word sex lead the Hst with 75,608,612 people make search requests on the 
internet, while this word contain 414 million web pages on the net. 
4.3 Child Pornography 
To define child pornography is not an easy task. According to UNCRC 
the child pornography includes any representation of a child engaged in real 
or stimulated explicit sexual activities or representation of the sexual parts of 
a child for primarily sexual purposes. 
European Union defines as "any audio visual material, which uses children 
in sexual context". 
International Criminal Police organization (Interpol) defines child 
Pornography as "means of depicting or promoting sexual abuse of a child, 
including print and/ or audio, centered on sex acts or genital organs of 
children". 
United States defines as "permanent record of sexual exploitation or abuse 
of an actual child.'^ 
So, from the above definitions there is no unifomi definition on child 
pornography. All the definitions and their legal interpretation vary from 
country to country. But all the definitions subscribe to the fact that the child 
Prasad, R.S, Cyber Crime: An Introduction. Hydeiabad, The ICFAI University Press, 
2004, p.!59, 
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pornography involves sonie fonn of representation or depicting ciiiJdren in 
sexual context, second it involves sexual absence of the children. 
The internet is fast becoming an electronic red light area,"" because 
through this medium pornographic material can easily be accessed. 
It would be fair to say that no otiier Cyber Crime issues have elicited the 
degree of anxiety as that over the circulation of sexual images of the minors 
on the internet." The child pornographic picture ranges from showing 
Children in underwear (minimal content) to actual acts of rape child 
pornography is visual recording of a crime being committed against 
children."' 
The child pornography issue has garnered even further attention m recent 
past years due to the number of high profile cases involving celebrities, who 
have been accused of and/ or convicted for possession of indecent picture of 
children. For example Former Pop star Michael Jackson (USA) was accused 
of involving m child abuse and possession of obscene picture of children and 
molesting children, likewise Gary Glitter and Pete Townsend in the UK, 
To take a look into the definitions on child pornography that exists 
worldwide. Article 2 (c) of the optional protocol to the convention on the 
rights of the child on the sale of children, child prostitution and child 
Mishra, R.C., Cyber Crime Impacts in the NeM-'MUlennium. p.l 13. 
•^ ' Manupatra New Line, August 2008, p.32&33. 
-^  Supra 17. 
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pornography defines child pornography as "any representation, by whatever 
means of a child engaged in real or simulated explicit sexual activities or any 
representation of the sexual parts of a child for primarily sexual purposes'". 
Both real and virtual children are brought in his definition. 
Article 9(2) of European Union Convention on Cyber Crimes 2001 States 
that the term "Child pornography" shall include pornographic material that 
visually depicts: 
(a) a minor engaged in sexually explicit conduct, 
(b) a person appearing to be a minor engaged in sexually explicit 
conduct; 
(c) realistic images representing a minor engaged in sexually explicit 
conduct. 
Here, however, a distinction between virtual and real children is not 
specifically brought about."' 
In United State of America, the Child pornography prevention Act 
1996 defined child pornography as, "any depictions, including any 
photography, film, video, picture, or computer generated image or picture, 
whether made or produced by electi'onic, mechanical or other means, of 
sexually explicit conduct, where: 
a) The production of such visual depiction involves the use of a 
minor engaging in sexually explicit conduct 
httpi/Avww.dot.gov.ia/isp, (Visited on October 29, 2009). 
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b) Such visual depiction is, or appears to be, of a minor engaging in 
sexually explicit conduct 
c) Such visual depiction has been created, adapted, or modified to 
appear that an identifiable minor is engaging in sexually explicit 
conduct; or 
d) Such visual depiction is advertised; promoted, presented, 
described, or distributed in such a manner that conveys the 
impression that the material is or contains a visual depiction of a 
minor engaging in sexually explicit conducf. 
4.4 Effects of Child Pornography 
4.4.1 Effects on the Children Portrayed 
The vast majority of children who appear in child pornography have not 
been abducted or physically forced to participate. In most cases they know the 
producer it may even be their father and are manipulated into taking part by 
more subtle means. Nevertheless, to be the subject of child pornography can 
have devastating physical, social, and psychological effects on children. 
The children portrayed in child pornography are first victimized when 
their abuse is perpetrated and recorded. They are further victimized each time 
that record is accessed. In one study, 100 victims of child pornography were 
inteiTiewed about the effects of their exploitation at the time it occuired and 
in later years. Refening to when the abuse was taking place, victims described 
the physical pain (e.g., around tlie genitals), accompanying somatic symptoms 
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(such as headaches, loss of appetite, and sleeplessness), and feelings of 
psychological distress (emotional isolation, anxiety, and fear). However, most 
also felt a pressure to cooperate with the offender and not to disclose the 
offense, both out of loyalty to the offender and a sense of shame about their 
own behavior. Only five cases were ultimately reported to authorities. In later 
years, the victims reported that initial feelings of shame and anxiety did not 
fade but intensified to feelings of deep despair, worthlessness, and 
hopelessness. Their experience had provided them with a distorted model of 
sexuality, and many had particular difficulties in establishing and maintaining 
healthy emotional and sexual relationships. 
4.4.2 Effects on Users 
The effects of pornography on users have been extensively researched 
but results are contentious. There are at least five possible relationships 
between pornography use and the sexual abuse of children: 
• Pornography use is an expression of existing sexual interests. An 
individual who sexually abuses children seeks out child pornography 
as part of his/her pattern of sexual gratification. The offender's sexual 
interests cause his/her pornography use rather than the other way 
around. 
0 Pornograpiiy is used to prime the individual to offend. AJI 
individual deliberateh' views child pornogi"aphy immediately prior to 
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offending. Pornography is used in r'le short term to sexually stimulate 
the offender in preparation for offending. 
• Pornography has a corrosive effect. An individual becomes 
increasingly interested in child pornography, is attracted to images of 
increasing severity, and becomes desensitized to the harni victims 
experience. Use of pornography in the long terni may also increase the 
risk that the person will sexually abuse a child. 
• Pornography has a cathartic effect. Viewing child pornography is 
the sole outlet for an individual's sexual attraction to children. 
Pornography use may substitute for, or even help the individual resist, 
engaging in hands-on offending. 
• Pornography is a by-product of pedophilia. Pornography is created 
in the process of can-ying out sexual abuse or is used to groom 
potential victims and prepare them for abuse. Pornography is incidental 
to the abuse suffered by the victim. 
In all likelihood, the effects of child pornography vary among users, and 
all of the above relationships may apply depending upon the individual in 
question. 
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In Mr. Jayesh S. Thakkar and another v. State ofh4aharashtra and other." 
Hon'ble B.P. Singh, Chief Justice and D.Y. Chandrachur J: appointed a 
committee to prevent and control onhne child pornography which is a socio 
legal challenge. The committee recommended improving laws regarding 
Cyber cafes and Internet seiTice providers." In above case the court mvited 
the petitioners Jayesh Thakkar and Sunil Thacker as special invitees to 
provide their inputs and recoirmiendations on Cyber laws. The committee 
upon identifying Key issues made recommendations such as licensing of 
Cyber Cafe introducing identity cards for Cyber Cafe visitors, ensure that 
cyber cafe that have cubicles or partitions be required to ensure that minors 
are not allowed to use machines in cubicles or behind partition, mandatory 
maintaining of IP logs by Cyber Cafe, and so on. The Committee made 
several other recommendations such as connectivity and authentication at 
internet service provider level which provided that Internet service providers 
were responsible for time clock Coordination and record keeping. The report 
addressed the issue of protecting minor children from accessing adult sites 
and made a recommendation that Internet ser\'ice providers must protective 
parental software with every Internet comnection. The Committee placed a 
special emphasis on Lack of technical Imowledge in the police and 
recommended special training of Cyber Cops. The report of the conmiittee 
25 
2001, Bombay High Court, Wiit petition No. 1611, 28'" September 2001. 
Lawz, October 2008, p.32. 
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was well accepted by the courts and is being put into practice by the police 
and cyber cafes jointly. ^ Earlier on child pornography the IT Act was silent 
but the amendment made in the year 2008 the fallowing section has been 
inserted as; 
67B. Whoever,— 
{a) publishes or transmits or causes to be published or transmitted 
material in any electronic fonn which depicts children engaged in 
sexually explicit act or conduct; or 
(b) creates text or digital images, collects, seeks, browses, downloads, 
advertises, promotes, exchanges or distributes material in any 
electronic form depicting children in obscene or indecent or 
sexually explicit: maimer; or 
(c) cultivates, entices or induces children to online relationship with 
one or more children for and on sexually explicit act or in a 
mamier that may offend a reasonable adult on the computer 
resource; or 
(<:/) facilitates abusing children online, or 
{e) records in any electronic form own abuse or that of others 
pertaining to sexually exphcit act with children, shall be punished 
on first conviction with imprisonment of either description for a 
26 Supra Notel. 
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term which may extend to five years and with fine which may 
extend to ten laidi rupees and in the event of second or subsequent 
conviction with imprisonment of either discription for a tenn 
which may extend to seven years and also with fme which may 
extend to ten lakh rupees: 
Provided that provisions of section 67, section 67A and this section does not 
extend to any book, pamphlet, paper, writing, drawing, painting 
representation or tlgure in electronic form— 
{/) the publication of which is proved to be justified as being for the 
public good on the ground that such book, pamphlet, paper, 
writing drawing, painting representation or figure is the interest of 
science, literature, art or learning or other objects of general 
concern; or 
(ii) which is kept or used for bonafide heritage or religious purposes. 
Explanation- For the puiposes of this section "children" means a persons 
who lias not completed the age of 18 years. 
Apart from the legislation the scientists from Lancaster University, U.K. 
developed "anti-groommg" software, which can detect whether kids may be 
chatting with an adult posing as a cliiid or a teenager on the Internet. 
Professor Awais Rashid, from Lancaster University, U.K., said 'The software 
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looks at a range of things, for example, the structure of sentences, the 
language which is being used and also things which indicate deception''.'^ 
In cross examination the software was installed on some computers, it 
correctly worked out whether it was an adult or a child using a chat room in 
47 cases out of 50 including when an adult was pretending to be a child. 
According to the scientist it helps the police to track the paedophiles. 
4.5 The Role of the Internet in Promoting Child Pornography 
The Internet has escalated the problem of child pornography by 
increasing the amount of material available, the efficiency of its distribution, 
and the ease of its accessibility. Specifically, the Internet:" 
• pennits access to vast quantities of pornographic images from around 
the world 
• makes pornography instantly available at any time or place 
• allows pomograpiiy to be accessed (apparently) anonymously and 
privately 
• facilitates direct communication and image sharing among users 
delivers pornography relatively inexpensively 
' Times of India, Delhi edition (late city), dated: 4/6/2010, p-17. 
''^  http://www.popcenter.org/problems/cliiId_poraography/print/, (Visited on August 6, 
2012). 
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• provides images that are of high digital quality, do not deteriorate, and 
can be conveniently stored 
• provides for a variety of formats (pictures, videos, sound), as well as 
the potential for real-time and interactive experiences 
• pemiits access to digital images that have been modified to create 
composite or virtual images (morphing). 
4.6 Legal Position in various Countries 
" t j ' ' 
There has been a wave of enactment and amendment around the globe to 
upgrade the law and meet the challenge. According to chart in to previous 
pages, the huge amount of pornographic material can be produced more 
quickly and cheaply on new media like hard disks, floppy disks and CD 
ROMS. On internet apart from pictures and images, ftill motion video clips 
with sound and crop complete movies are also available." The most serious 
offences, such as child pomography, it is easier for offenders to hide and 
remove material. There is need to balance the interest of adults with the need 
to protect children. The legal response to pornography on the internet has 
been swift and well intentioned. The law now recognizes as publications, 
photographers stored on compaters, digitally altered images, to merge the 
bodies of adults with the faces of children. Vv'hile there is a lot of difficulty 
about fixing international standard of obscenity for pornography in genei-al, 
29 Supra Note l,p.406. 
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universally abhorred by every legai system, it is jjossible to cooperate and 
achieve concrete results.^ "^ 
As jurisdictions that heavily restrict access or outright ban pornography, 
various attempts have been made to prevent access to pornographic content. 
The mandating of internet filters to try and prevent access to porn sites has 
been used in some states such as china and Saudi Arabia. Banning pom sites 
within nation jurisdiction does not necessarily prevent access to that site, as it 
may simply relocate to a hosting sender within another country that does not 
prohibit the content it offers. Various measures have been tried for not easily 
accessing pom sites the results are varying success. In United States, most 
web sites have taken voluntary steps to ensure that visitors to their sites not 
underage. Many website provide a warning upon entry. Warning minors and 
those not interested in viewing pom not to view the site, and requiring one to 
affmn that one is at least 18 years of age and wishing to view pornographic 
content. Such warning pages have little effect in preventing access by minors 
as he/she may click the button to prove his/her age. Commercial pom sites 
generally restrict to view pom sites until purchasing membership through 
credit card. This serves as both a way to collect payment as well as age 
verification because usually credit card is not issued to minors.' 
•° Dudeja, V.D., Cyber Crime and Law enforcement, New Delhi, Commonwealth 
pubhshers, 2003, p.213. 
•' Supra Note l,p.407. 
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Between 1995 and 2002, nearly two dozen states considered bills that 
would control in some fashion access to Internet pornography. With the 
exception of child pornography, the legal status of accessing Internet 
pornography is still somewhat unsettled, though the creation and distribution 
of adult films and photography are legally listed as prostitution within their 
states. 
4.6.1 United States 
Pornography in the American social strata is tlie most debatable issue 
over last few years. The public, lawmakers, and the courts have argued over 
how to control the online pom. Congress and state legislature passed several 
laws aimed at protecting children from exposure to so called cyber pom 
(Communication Decency Act, 1996, Child Online Protection Act, 1998 and 
Children's Intemet Protection Act, 2000). 
The legality of pornography has been traditionally detemiined by the 
Miller test, which dictates that community standards are to be used in 
determining whether a piece of material is obscene." In USA the local 
community determines a pornographic v^ ork to meets it's standard for 
obscenity then it could be banned. So, ifs mean that a pornographic magazine 
may be legal in California might be illegal in Alabama. But this community 
'^  S. Hiller, Janine, Internet law and policy, Prentice hall, New and Cohen Ronnie Jersey, 
2002. 
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standard poses a problem in the age of Intemel, because its availability 
globally rather than the specific area. 
The first attempt to regulate the pornography on the Internet was the 
federal Communication Decency Act of 1996, which prohibited the 
"knowing" transmission of "indecenf messages to minors and the publication 
of materials which depict, in a manner "patently offensive as measured by 
contemporary commimity standards, sexual or excretory activities or organs", 
unless those materials were protected from access by minors, for example by 
use of credit card systems. But, immediately it has been challenged by ACLU 
(American Civil Liberties Union) in Reno v. ACLU,^^ In this case the U.S. 
Supreme Court struck down the provisions of "indecent transmission" and 
"patently offensive display", because both of these provisions ruled the limit 
of Freedom of Speech guaranteed in the First Amendment. 
A second attempt was made with the narrower Child Online Protection 
Act of 1998, (COPA) it forced all commerc ial distributors of "material 
harmful to minors" to protect their sites from access by minors. On 22 March, 
2007, COPA was found to violate the First and Fifth Amendments of the U.S. 
Constitution and was struck down.' 
'• (1997) 521 U.S. 844. 
'" Esposito, Lesli C, 'Regulating the Internet: the new battle against Child Pornography.* 
Western Reseiye Journal of International Law. Vol, 30, no. 2/3 (Spring/Summer) 1998, 
pp 541-66. 
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Another act intended to protect children from access to Internet 
pornography was the Children's Internet Protection Act of 2000 (CIPA). This 
act required that public libraries employ filtering software to prevent patrons 
from using Internet temiinais for viewing images of obscenity and child 
pornography, and to prevent children from viewing images "hannful to 
minors'". This Act was also challenged on the ground of First Amendment, the 
Lower Court restrict the enforcement of the Act. But in June 2003, US 
Supreme Court in U.S. v. American Library Association ^ reversed the lower 
court order and ruled that the Act was constitutional and could go into effect. 
4,6.2 United Kingdom 
In U.K. the main legislation on pornographic material is contained in the 
Obscene Publication Act 1959, the Obscene Publication Act 1964 and the 
Indecent Displays (Control) Act 1981. Before 1976 pure textual pornography 
was not deemed to fit for prosecution, it's held in the trial of Inside Linda 
Lovelace. Child Pornography (child means under age of 18) is illegal in UK 
and include to possess, to make (electronic copies), and to distribute, and on 
the conviction 10 years custodial sentence. In U.K. child pornography is 
defined in different legislation hkewise Protection of Children Act 
1978,Criminal .justice Act 1988, further amended by Criminal Justice and 
Public Order Act 1994 to include pseudo photographs, the Sexual Offences 
Act 2003. The pornographic material for sale is allowed but only to above the 
"539 U.S. 194(2003). 
155 
Cyber Crime Against Society 
age of i 8 years. The possession of pornographic material/images for private 
use has not been an offence. It means that the citizens are allowed to access 
the pornographic sites except the child pornography.^ '^ 
Internet service providers started the Internet Watch Foundation in 1996 
to watch for pornographic content that is in violation of British Law and 
report it to the police. The web filter clean feed is used by the largest Internet 
Service Provider (ISP) BT Group to block sites. The Government ordered all 
ISP's to have a clean feed system by end of 2007." 
4.6.3 Pornography, Obscenity and Indian Legislation 
The word Pornography has not been defined in legal sense neither in 
India nor anywhere in the world. So, there is no uniform legal definition of 
the word Pornography. The reason behind is simple that where there exists no 
unifomi standard of moral culture and ethics, there cannot exists any fixed 
T O 
and unifonn standard of law. 
According to Justice Vijaya Kapse Tahilraraani of the Bombay High 
Court, that merely viev/ing an "obscene" film in the privacy of a house is not 
obscenity as defined under Indian Criminal Law. Further the judge said, "It 
becomes an offence only when someone has in possessioii such objects for the 
purpose of sale, hire, distribution or putting it into the circulation. If the 
^^ Smith, Graham J.H, Irdernei and Regulation, London, Sweet & Kiaxwell, 2002. 
" Ban on Violent Pom Planned, BBC News, August 30, 2005. 
'^  Supra Note 26, p.390. 
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obscene object is kept in a house for private viewing, the accused cannot be 
cliarged (for obscenity) 39 
The term 'obscenity" has been effectively explained in two statutes in 
India, and these legislations prescribed that 'obscenity' in certain 
circumstances constitutes an offence. The legislations where obscenity finds 
the words are 
(i) Then Indian Penal code, 1860 and 
(ii) The infonnation Teclinology Act, 2000 
Interestingly fact is that neither the IPC nor the infonnation Technology 
Act defines what 'Obscenity' is, Section 292 of the IPC and section 67 of the 
IT Act, (which corresponds to section 292 of the IPC) explain 'obscenity' to 
means anything which is (i) Lascivious (ii) Appeals to the Prurient interests. 
and (iii) having the effect of depraving and corrupting or likely to do so the 
minds of people who are likely having regard to all the relevant circumstances 
to read, see or hear it. 
After the amendment of IT Act in 2008, the power of government to 
block the pom websites is not an easy unless it has ramifications threatening 
public order. Section 69A inserted in IT Act by amendment 2008 , v/hich 
came into effect on 27'" Oct. 2009 as it limits the power to ban websites to 
offences relating to five specific grounds, they are as; sovereignty and 
Times of India. Delhi edition (iate city), dated: 26/11/2010, p.7. 
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integrity of India, defence of India, security of the state, friendly relations 
with foreign states and public order.'" 
In 1868, the test of obscenity was laid down in Regina v. Hicklin,'^^ "To 
deprave and corrupt those whose minds are open to such immoral influences 
and into whose hands a publication of this sort may fall". Lord Justice 
Cockbum explained, "'the danger of prurient literature was thaf it would 
suggest to the minds of the young of either sex and even to persons of more 
advance years, thoughts of most impure and libidinous character. 
In 1973 United States Supreme Court in a Landmark judgment Miller v. 
California^^ Chief Justice Burger gave the basic guidelines. The three pronged 
test for detemiining whether a work is obscene or not are as following: 
1) That the average person, applying contemporary "Community 
Standards", would find that the work, taken as a whole appeals to the 
prurient interest. 
2) That the work depicts or describes, in a patently offensive way, sexual 
conduct specifically defined by stare law or applicable law. 
3) Whether the work taken as a whole lacks serious literarV; artistic, 
political or scientiilc vaiae. 
'"' Times of India, Lucknow edition, dated: 12/2/2010, p, 
'''(1868) 3QB 360. 
' '413 US 15 (1973). 
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Indian judiciary adopted "Hicklin Test" following "harm to others" principle 
in several cases to maintain synthesis between law and morality. 
In Ranjid D. Udeshi v. State of Maharastra the court held that indecent 
or immoral publications are prohibited by Article 19(2) of the Indian 
constitution and section 292, 293, 294 of Indian Penal Code because there 
obscene publications corrupt the mind of younger generation. The court also 
concluded that pornography is obscenity in a more aggravated forni. 
In this case, Justice M. Hidayatullah held that in order to determine 
whether any material is obscene or not, the test laid down in Regina v. 
Hicklin should not be discarded. The Hicklin case lays emphasis on the 
potentiality of the mentioned object or material to deprave and corrupt by 
immoral influences as the critical factor to determine obscenity. 
In R.D. Udeshi case, the test of obscenity was defined as follows: "... 
the test of obscenity is this, whether the tendency of the matter charged as 
obscenity is to deprave and cormpt those, whose minds are open to such 
immoral influences, and into whose hands a publication of this sort may fall". 
In this case the Supreme Couit further held that what is obscene would always 
remain a question to be decided in each case. It was the duty of the court to 
consider tlie alleged obscene matter by taking an overall view of the entire 
work. 
^^  AIR 1965 SC 881. 
''3LR-QB360(1868). 
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C.K. Karodkar v. State of hdaharashtrcr^ in this case the apex Court lield 
that the standards of obscenity will not be same in all countries but it would 
be differ trom country to country depending on the Standards of morals of 
contemporary society. "What is considered as a piece of literature in France 
may be obscene in England and what is considered in both countries as not 
harmful to public order and morals may be obscene in our country." 
It was further held that, "what we have to see is whether a class, and not 
an isolated case, into whose hands, the book, Article, or stay falls suffer in 
their moral out look or become depraved by reading it or might have impure 
and lecherous thoughts aroused in their minds. The charge of obscenity must, 
therefore, be judged from this aspect". 
The use of term "obscenity" is restricted to sexual immorality. The true 
test is thus not to fmd out what depraves the morals in any way whatsoever 
but what leads to deprave in only one way, i.e. by exciting sexual desires and 
lascivious thoughts. The question regarding "obscenity" is one of fact and 
depends upon various circumstances and no hard and fast rule can be laid 
down. It does not depend altogether on oral evidence but must be judged b}' 
the court. 
Some example of cyber pornography in India: 
45 1970 AIR 1390. 
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\- A student of Air Force Bal Bharti School, Delhi was arrested in May 
2001 for allegedly creating a pornographic website www.amazing-
gents.8m.net. The boy, who was fed up of being teased for having a 
pockmarked face, would regularly upload "moiphed" photographs of 
teachers and girls from his school onto the website. He was an"ested 
when the father of one of the victim complained the matter before the 
police. 
2- Lt. Col Jagmohan Singh, aixested for downloading child pornography 
videos and uploading them on a German website. He was posted in 
Western Command, Mumbai at a time of an-est on 6"' May 2010. The 
arrest was made by the cyber crime investigation cell of Mumbai 
Police's crime branch, they also seized two hard disks fiiU of child 
pornographic material. Anny has sought the details of Singh's case 
from the cops so that an inquiry under the Army Act can be initiated 
against him."^ ^ 
A local court granted him bail on a personal bond of Rs. 25,000.00 
3- A 25 year old share trading agent was raped by her online friend, who 
^^ •as "blacbnailing" lier using some photographs, taken after she was 
drugged. He also tlireatened to release a video of rape, if she 
"' Times of Mia, Dellii edition (late city), dated: 14/5/2010, p.l9. 
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approached the poHce. Victim also paid L5 lakh Rupees in response 
not to make the photographs pubHc. ' 
The pohce an^ested the accused along with his friend co-accused from 
Haryana's Panipat district. Both of the accused are in early 20s, and student of 
a degree course from IGNOU. 
The recent case on Cyber Pornography booked in Chennai against 
Dr Prakash's. The brief of the case are as: 
Fast track court sentenced ortho surgeon Dr Prakash to life imprisonment 
in a case relating to cyber pornography. Prakash allegedly took obscene 
pictures of his women patients and then uploaded them on the internet. 
Fast Track Court Judge R Radha passed the sentence Under Section 6 of 
the Immoral Trafficking (Prevention) Act and imposed a fine of Rs 1,25,000 
on him. 
The other three accused Saravanan, Vijayan and Asir, were awarded 
seven years rigorous imprisonment and slapped a fine of Rs 2,500 each. 
Delivering the sentence after convicting Dr Prakash and three of his 
associates, the court said it could not pardon them as they have committed a 
white collar offence against women. 
The court also found, that, Dr Prakash and his associates guilty under 
Section 506 (part II), 367 and 120-B (criminal conspiracy) of the Indian Penal 
" Tunes of India, Delhi edition (iate city), dated: 27/12/2010, p.i. 
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Code and Section 67 of Inforaiation Technology Act. Dr Prakash was, 
however, acquitted from two charges under Section 307 (attempt to murder) 
and 376 (rape) of the IPC. The fifth accused Nixon was acquitted from the 
case. 
Dr. Prakash was arrested in December 2001 on the charge of taking 
obscene photos of his women patients through hidden cameras and uploading 
them on two Websites www.tamilsex.com and wu'w.realindianpom.com 
thi-ough his US-based brother. The case was investigated by the Vadapalani 
police and a charge sheet was filed. 
In the year 2008 amendment made in IT Act a new section on 
punishment has been inserted as: 
67A. Whoever publishes or transmits or causes to be published or 
transmitted in the electronic form any material which contains sexually 
explicit act or conduct shall be punished on t1rst conviction v/ith 
imprisonment of either description for a terni which may extend to five years 
and v/ith fine which may extend to ten lakli rupees and in the event of second 
or subsequent conviction with imprisomnent of either description for a term 
which may extend to seven years and also with fine which may extend to ten 
laidi rupees. 
The advent of computers and the internet has been great boon to many, 
but at the same tim.e it has created a number of problems for the law. On one 
side the internet is a place of ideas and source of all kinds of information 
related with political, religious scientific and technological but on the other 
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side It is aiso full of different kind of pomographic material which are 
available in different fonnat just a click away. 
It will not be wrong to say that, Technology is not inherent evil, it is 
neutral how we use it, is key. There is a lot more positive than negative that 
will be coming out of internet, but we need to know how to use it and what 
we are getting into. 
Cyber pornography is one of the largest business on the internet, as in 
previous pages the statistical data shows. The millions of pornographic 
website that flourish on the internet are testimony to this. So, as our young 
mind future generation and nations assets are on stake, due to pedophiles are 
roaming on the net. 
164 
u 
r\ 
CHAPTER V 
CYBER CRIME AGAINST 
GOVERNMENT 
Cyber Crime Against Government 
» • I 11 mil n i l — n i i i i i m n i iiiii I iMi I iiiiiTfiMiwiniir 11- i i i m i i i i i i 'rn i • n rn i • m\ ii ii 
CHAPTER V 
CYBER CRIME AGAINST GOVERNMENT 
(CYBER TERRORISM) 
Language, religion, culture and geographical areas are different but the 
process of birth is same. A man sees the sunlight irrespective of caste and 
creed in the entire world in the said identical process. Birth and death of a 
man is controlled by an evolved process. The politics, culture, language 
religion and geographical areas cannot create any variation in the S3'stem. 
Right to life, right to liberty, right to expression, pollution free air and water, 
small shelter over the head, a piece of cloth and bare minimum food to save 
the life are the birth right of every human being. W'hatever language he speaks 
or wherever he stays, these rights are the basic rights of a civilized human 
being without which nobody can survive a decent life, but due to creation of 
difference by the system itself between the classes and the masses those rights 
are nowadays affected often times and again. 
The innocent poor people are not getting their due share to what they are 
entitled and for this reason some section of people are annoyed with the 
system and resort to take the law in their own hands to achieve their goals by 
165 
Cyber Crime Against Government 
way of violence which is an expression of anger or resentment, and this 
l^henomenon is not to be branded as terrorism.' 
Ten^orism can be defined as a system of violence- murder, kidnapping, 
bombing, hijacking of aircraft and taking air hostages to aciiieve particular 
purpose or desired goals by force. 
Terrorism defined by Federal Bureau of Investigation 
"The unlawfuil use of force or violence against persons or property to 
intimidate or coerce a govenmient, the civilian population, or any segment 
thereof, in furtherance of pohtical and social objectives". 
u s e Title 22, Ch, 38, Sec. 2656 (i) d^  
Terrorism is defined as premeditated, politically motivated violence 
perpetrated against noncombatant targets by sub national groups or 
clandestine agents, usually intended to influence an audience. The United 
States has employed this definition of teiTorism for statistical and analytical 
purposes since 1983. U.S. Department of State, 2002, Patterns of Global 
Tenorism, 2003. 
Various forms of teiTorism are as; indiA'idual terrorism, group terrorism, 
state terrorism, revolutionary ten'orism, international terrorism and last one 
which is established by technological development i.e. cyber terrorism. 
' Shah, U.B, 'Terrorism & Human Rights", Indian Bar Review, Vol. xxx (1) 2003, 
pp,lll&112. 
"' htlp://uscode.house.gov/down!oad/pls/22C38.txt (Visited on March 12, 2009) 
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5.0 Conceptual Framework 
The traditional concepts and methods of ten'orism have taken new 
dimensions, which are more destructive and deadly in nature. In the age of 
infonnation technology the teiTorists have acquired an expertise to produce 
the most deadly combination of weapons and technology, which if not 
properly safeguarded in due course of time, will take its own toll. The damage 
so produced would be almost irreversible and most catastrophic in nature.^ In 
short, we are facing the worst forni of terrorism popularly known as "Cyber 
TeiTorism". 
Cyber-terrorism is starkly different from common Internet crimes like 
identity theft and money fraud in that it can involve use of technology to 
divert or destroy systems and infrastiucture, cause injury or death and 
undermine economies and institutions. To accomplish their goals, cyber-
terrorists target the computer systems that control air traffic, electric power 
grids, telecommunications networks, military command systems and financial 
transactions. 
The world was shocked by the despicable attacks and loss of innocent 
life on Sept 11, 2001, carried out by 19 aiq^lane hijackers on a suicide 
mission. But tliat tragedy, horrific as it was, could be dwarfed by just one or 
two skilled Inteniet users who don't even set foot in their target country. It is 
frightening to imagine the human and economic toll if the computer systems 
littp://www.naavi.org/praveen dalal/pd_cyber_terrorism_oct25 04 02.htin (Visited on 
March 11,2008). 
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which control air traffic, nuclear power plants or major dams were brought 
down or thrown into confusion by cyber-teirorists. 
In 1997 Barry Collin who is said to have coined the term cyber terrorism 
as " the intentional abuse of digital infomiation system, network, or 
component toward an end that supports or facilitates a tenorist compaign or 
action".^ 
The FBI defined Cyber Terrorism, "the premeditated, politically motivated 
attack against infonnation, computer system, computer programs and data 
which results in violence against non combatant targets by sub national 
groups or clandestine agents"." 
Security expert Dorothy Denning defines cyber terrorism as '... politically 
motivated hacking operations intended to cause grave harm such as loss of 
n 
life or severe economic damage. 
The Federal Emergency Management Agency (FEMA)* 
" http://www.crime-research.org/news/02.06.2008/3383/ (Visited on November 22, 2008). 
Siddiqui, M. Zakaria, 'Cyber TerrorisiTi: Global Perspective', The Indian Journal of 
Criminolog)' and Criminalistics. Vol. XXII, No.2, May-Aug 2001, p.49. 
"^  The FBI is primary investigative agency of United Slate's Department of Justice (DOJ), 
serving as bodi a fedei'al criminal investigative body and a domestic intelligence agency. 
Available at http://www.fbi.gov/quickfacts.htm (Visited on.lanuary 12, 2010). 
' Dorothy Denning, "Activism, Hactivism, and Cyber ten"orism: The Internet as a tool for 
Influencing Foreign Policy," in John Arquilla and David Ronfeldt, eds.. Networks and 
Nelwars, (Rand 2001), p. 241. Dorothy Denning, Is Cyber War Next? Social Science 
Research Council, No\'ember 2001, at. http://wvvw.ssrc.org/septl 1/essays/demiing.htm. 
^' http://wwVi'.interforinc.cora/FileLib%5CCyberterrorism.pdf (Visited on March 12, 2009). 
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Unlawful attacks and threats of attack against computers, networks, and the 
information stored therein when done to intimidate or coerce a govenunent or 
its people in furtherance of political or social objectives. 
The U.S. National Infrastructure Protection Center: 
A criminal act peipetrated by the use of computers and telecommunications 
capabilities, resulting in violence, destruction and/or disruption of services to 
create fear by causing confusion and uncertainty within a given population, 
with the goal of influencing a govermnent or population to confonn to 
particular political, social or ideological agenda. 
The expression "cyber terrorism" includes^ an intentional negative and 
harmful use of the information technology for producing destructive and 
harmful effects to the property, whether tangible or intangible, of others. For 
instance, hacking of a computer system and then deleting the useful and 
valuable business information of the rival competitor is a part and parcel of 
cyber terrorism. The delinition of "cyber terrorism" cannot be made 
exhaustive as the nature of crime is such that it must be left to be inclusive in 
nature. The natuie of "cyberspace"' is such that new methods and 
technologies are invented regularly; hence it is not advisable to put the 
Tlie expression "includes," means that an inclusive, and not exhaustive, option is given by 
the legislature to meet the future challenges. If the expression "means" is used, then it 
signifies that tlie subject matter is exhaustive in nature. 
The concept of cyber space signifies that the act or omission occurred due to the use of 
infonnation technology (internet), which generally is intangible in nature, but may have 
adverse tangible consequences. 
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definition in a straight)acket formula or pigeons hole. In fact, the first effort of 
the Courts should be to interpret the definition as liberally as possible so that 
the menace of cyber terrorism can be tackled stringently and with a punitive 
hand. The law dealing with cyber teiTorism is, however, not adequate to meet 
the precarious intentions of these cyber terrorists and requires a rejuvenation 
in the light and context of the latest developments all over the world. The 
laws of India have to take care of the problems originating at the international 
level because the Internet, through which these teiTorist activities are carried 
out, recognises no boundaries. Thus, a cyber terrorist can collapse the 
economic structure of a country from a place with which India may not have 
any reciprocal arrangements, including an "extradition treaty". Cyber 
terrorism emerges as a lethal pathogen in a shrinking world whereby we are 
all surrounded by an unknown enemy. The fanciful notion of cyber ten-orism 
is looming larger than evei'. It is said, "'..The modem tliief can steal more with 
a computer than with a gun. Tomouow's ten'orist may be able to do more 
damage with a keyboard than with a bomb".'' The only safeguard in such a 
situation is to use the latest technology to counter these problems. Thus, a 
good combination of the latest security technology and a law dealing v/ith 
cyber teiTorism is the need of the hour, 
! ' t / Computers at Risk', (National Research Council, National Academy Press. 1991). 
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5.1 Forms of Cyber Terrorism 
Cyber teiTorism as mentioned is a very serious issue and it covers vide 
range of attacks. Here, the kind indulgence is asked toward the definition of 
Cyber Crime. "Cyber Crime'" is crime that is enabled by, or that targets 
computers. Cyber Crime can involve theft of intellectual property, a violation 
of patent, trade secret, or copyiight laws. However, cyber crime also includes 
attacks against computers to deliberately disrupt processing, or may include 
espionage to make unauthorized copies of classified data.''^ 
Some of the major tools of cyber crime may be- Botnets, Estonia, 2007, 
Malicious Code Hosted on Websites, Cyber Espionage etc. It is pertinent to 
mark here that there are other fonns which could be covered under the 
heading of Cyber Crime & simultaneously are also the important tools for 
terrorist activities. Discussing these criminal activities one by one are as: 
5.1.1 Attacks via Internet 
(i) Unauthorized access & Hacking: 
Access means gaining entry into, instructing or communicating with the 
logical, arithmetical, or memory function resources of a computer, computer 
system or computer network. Uiiauthori-zed access would therefore mean any 
'•• The Myth of Cyber Ten'orism, By: J. D. Dayson, National Aeronautics & Space 
Administrations Jet Propulation Laborator>'. Available at 
http;//www.treacher3'.net/articles_papers/tutorials/the_myth_of_cyberterrorism/ 
The_Myth of_Cyber-Terrorisra.pdf; (Visited on May 25, 2010). 
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kind of access without the permission of either the rightful owner or the 
person in charge of a computer, computer system or computer network 
Every act committed towards breaking in.to a computer and/or network is 
hacking. Hackers write or use ready-made computer programs to attack the 
target computer. They possess the desire to destruct and they get the kick out 
of such destruction. Some hackers hack for personal monetary gains, such as 
to stealing the credit card information, transfening money from various bank 
accounts to their own account followed by withdrawal of money. 
By hacking web server taking control on another person's website called as 
web hijacking. 
(ii) Trojan Attack: 
The program that act like something useful but do the things that are 
quiet damping. The programs of this kind are called as Trojans. The name 
Trojan Horse is popular. Trojans come in two parts, a Client pail and a Server 
part. When the victim (unkno^vingly) runs the server on its machine, the 
attacker will then use the Clierit to connect to the Server and start using the 
Trojan. TCP/IP''' protocol is the usual protocol t^ p^e used for coimnunications, 
but some functions of the trojans use the UDP protocol as well. 
(iii) Virus and Worm attack: 
Transmission Control Protocol/ Internet Protocol, 
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A program that has capabihty to infect other programs and make copies 
of itself and spread into other programs is called virus. Programs that muhiply 
hke vimses but spread from computer to computer are called as worais. The 
latest in these attacks is "Michael Jackson e-maii virus-Remembering Michael 
Jackson". Once it infects the computer it automatically spread the worm into 
other internet users. 
5.1.2 E-mail & IRC related crimes 
(i) Email spoofing: 
Email spoofing refers to email that appears to have been originated from one 
source when it was actually sent from another source. 
(ii) Email Spamming: 
Email "spamming" refers to sending email to thousands and thousands of 
users - similar to a chain letter. 
(iii) Sending malicious codes through email; 
E-m.aiis are used to send viruses, Trojans etc through emails as an attachment 
or by sending a link of website which on visiting downloads malicious code. 
(iv) Email bombing: 
E-mail "bombing" is characterized by abusers repeatedly sending an identical 
email message to a particular address. It includes: 
(v) Sending threatening emails 
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(vi) Defamatory emails 
(vii) Email frauds 
(viii) IRC (Internet relay chat) related 
5.L3 Attack on Infrastructure 
Our banks and financial institutions; air, sea, rail and highway 
transportation systems; telecommunications; electric power grids; oil and 
natural gas supply lines-all are operated, controlled and facilitated by 
advanced computers, networks and software. Typically, the control centers 
and major nodes in these systems are more vulnerable to cyber than physical 
attack, presenting considerable opportunity for cyber terrorists. There, could 
be possible consequences of a cyber-teiTorism act against an infrastructure or 
business, witli a division of costs into direct and indirect implications: 
(i) Direct Cost Implications by cyber terrorism: 
- Loss of sales during the disruption 
- Staff time, network delays, intennittent access for business users 
- Increased insurance costs due to litigation 
- Loss of intellectual property - reseaixh, pricing, etc. 
- Costs of forensics for recovery and litigation 
- Loss of critical communications in time of emergency 
(ii) Indirect Cost Implications by cyber terrorism: 
- Loss of confidence and credibility in our financial systems 
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- Tarnished reiationships and public image globally 
- Strained business partner relationships - domestic and internationally 
- Loss of future customer revenues for an individual or group of 
companies 
- Loss of tmst in the government and computer industry. 
(iii) Attacks on Human Life: 
Examples:-
* In case of an air traffic system that is mainly computerized and is set to 
establish the flight routes for the airplanes, calculating the flight courses 
for all the planes in the air to follow. Also, plane pilots have to check the 
course as well as the other planes being around using the onboard radar 
systems that are not connected to external networks, therefore it can be 
attacked by the cyber-terrorist. 
• A different example would be the act of cyber-terrorism against a highly-
automated factory or plant production of any kind of product: food, 
equipment, vehicles etc. In case this organisation is highly reliant on the 
technological control, including a human control only in the end of 
production, not on the checkpoint stages, then any malfunction would be 
extremely hard to point out, fix and as a result to spot out a cyber-crime 
being committed. 
75 
Cyber Crime Against Government 
mmnEasEaaiei^jitiimfaKKmBSif^ Tt}c-Jr^is:^\ "^. .if ':^,%i:'^:ei:^ii. KIM- > v^u^£;sKBaBX«»«)<.«^£::.au3:Mi £if^5MMssmitiMi»iiBSieiiJsam. 
5.2 Privacy viobtion 
The law of privacy is the recognition of the individual's right to be let 
alone and to have his personal space inviolate.' The right to privacy as an 
independent and distinctive concept originated in the field of Tort law. In 
recent times, however, this right has acquired a constitutional status in 
Rajagopal v. State of Tamil Nadu}^ the violation of which attracts both civil 
as well as criminal consequences under the respective laws. Modem 
enteiprise and invention have, through invasions upon his privacy, subjected 
him to mental pain and distress, far greater than could be inflicted by mere 
bodily injury. Right to privacy is a part of the right to life and personal liberty 
enshrined under Article 21 of the Constitution of India. With the advent of 
infomiation technology the traditional concept of right to privacy has taken 
new dimensions, which require a different legal outlook. To meet this 
challenge recourse of Infonnation Teclmology Act, 2000 can be taken. The 
various provisions of the Act protect the online privacy rights of the net users. 
These rights are available against private individuals as well as against cyber 
terrorists. Section ] (2) read with Section 75 of the Act provides for an extra-
teiTJtorial application of the provisions of the Act. Thus, if a person (including 
a foreign national) contravenes the privacy of an individual by means of 
Merriam-Webster OpJiiie Dictionai^, defmition of "privacy" availabie at 
littp://wwv/.merrian>-websler.com/dictionan'/privacy; (Visited on June 22, 2010). 
'^  AIR (1994) 6 s e c 632, 
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computer, computer system or computer network located in India, he would 
be liable under the provisions of the Act. This makes it clear that the long ami 
jurisdiction is equally available against a cyber teirorist, whose act has 
resulted in the damage of the property, whether tangible or intangible. 
Secret information appropriation and data theft: 
The infomiation technology can be misused for appropriating the 
valuable Government secrets and data of private individuals and the 
Government and its agencies. A computer network owned by the Government 
may contain valuable infomiation concerning defence and other top secrets. 
which the Government will not wish to share otherwise. The same can be 
targeted by the teiTorists to facilitate their activities, including destruction of 
property. It must be noted that the definition of property is not restricted to 
moveable or immoveable alone. In R.K. Dalmia v. Delhi Administration ^ the 
Supreme Court held that the word "property" is used in the I.P.C in a much 
wider sense than the expression "movable property". There is no good reason 
to restrict the meaning of the word "property" to moveable property only, 
when it is used without any qualification. \\Tiether the offence defined in a 
particular section of IPC can be committed in respect of any particular kind of 
property, will depend not on the interpretation of the word "property" but on 
the fact whether that particular kind of property can be subject to the acts 
covered by that section. 
"AIR 1962 SC 1821. 
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5.3 Demolition of e-eovernance base t)^ 
The aim of e-governance is to make hassle free interaction of the citizens 
with the government offices and to siiare information in a free and transparent 
manner. It further makes the right to infoimation a meaningfijl reality. In 
P,U.CL. V. U.O.f the Supi eme Court specified the grounds on which the 
government can witliliold infomiation relating to various matters, including 
ti"ade secrets. The Supreme Court observed: "Every right- legal or moral-
canies with it a corresponding objection. It is subjected to several 
exemptions/ exceptions indicated in broad tenns". 
In a nutshell the Cyber tenorists use various tools and methods to 
unleash their terrorism. Some of the major tools are as follows: 
1. Hacking 
2. Cr)'ptography 
3. Trojan Attacks 
4. Computer v/oriiis 
5. Computer viruses 
6. Denial of sei-vice attacks 
7. E-m.aii related crimes 
rvlotives behind any Attacks are: 
1. Putting the public or any section of the public in fear; or 
'• AR 2004 SC 1442. 
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2. Affecting adversely the haraiony between different religious, racial, 
language or regional groups or castes or communities; or 
3. Coercing or overawing the government established by law; or 
4. Endangering the sovereignty and integrity of the nation.' ^  
5.4 International Effort in Combating Cyber Terrorism 
International cooperation in order to confront with cyber terrorism has 
different form of relationship among government and law enforcement 
agencies. The cooperative efforts are divided into three types: international 
and global efforts, multilateral and multinational effort and regional effort. 
A. Efforts from International and Global Organization: 
(i) United Nation 
United Nation is the lead organization which involves in the 
coordination and cooperation relating to the problem of international 
terrorism.* In their resolutions, they require the member states to promote the 
multi-lateral consideration of existing and potential threats in the field of 
inforaiation security, as well as possible measures to limit the threats. These 
resolutions have the same motive to improve the cyber security awareness at 
'^  http://www.mondaq.coin'a!tic!e.asp?artic!eid=2o603 (Visited on January !3, 2010). 
''^  Nazura Abdul Manaj^  and Pardis Moslemzadeh Tehrani; Cyber Teirorism: Issues in Its 
Interpretation and Enforcement. Available at http;/'/www.ijiee.org/papers/126-I149.pdf; 
(Visited on June 8, 2012), 
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both the international and tlie national levels.^ However, following the 
tragedy of 11 September the Security Council resolution 1373 moves forward 
to fight against terrorism. The aim of this resolution is to counter terrorism 
effort. This resolution provides an internationally recognized definition of 
terror for the first time which seems to provide an inclusive ban on all fomis 
of violence that internationally targeted civilian, regardless of the motive, as 
well as calls on countries to prosecute terrorists. 
(ii) Interpol 
The basement of Interpol is to prevent and combat international crune 
even where diplomatic relations do not exist betv '^een particular countries and 
it works on the gaps between the legal framework and criminal phenomena. 
Interpol has created an anti- ten-orism section in September 2002 in the wake 
of alamiing of international terrorist attack which is called Fusion Task Force 
(FTF). The primary objectives are to: identify active terrorist groups and their 
membership, solicit, collect and share iiiformation and intelligence, provide 
anal}'tical support, enhance the capacity of member countries to address the 
threats of terrorism and organized crime.^' Interpol has identified public 
safety and terrorism as a priority crime area, and countiies can benefit Irom 
'" L. xiiigan "intemationaj action against cyber crime: networking legal systems in 
networked crime scene", http://\\'ww.webology.i!7'2007/'v4n3/a45.himl; (Visited on May 
13,2010). 
••' Fusion task force, hltp;//wwvv.inteipo!.int/Public/'FusionTaskForce/default.asp; (Visited 
on May 12,2010). 
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InteqDol's unique position in the international law enforcement community in 
the fight against teiTorism, 
B. Efforts from Multilateral and Multinational Organization: 
(i) The Commonwealth Nations 
Commonwealth nation's main task is to haraionize their laws of its 
member states. It creates the Model Law on Computer and Computer Related 
Crime and had a great impact on the domestic legislation. It expands criminal 
liability including reckless liability for the offences of interfering with data, 
interfering with computer systems, and using illegal devices. Also, it covers 
the problem of dual criminality by condemning the act which has done by 
offender out side his territorial nationality, if he does an offence under a law 
of the country where the offence was committed. Another task of the 
commonwealth is to consider the legal mutual legal assistant between 
commonwealth member and also between coimnonvv-ealth member and non 
commonwealth. The commonwealth law minister proposes to member state to 
take the convention on cybercrime as a basis for mutual legal assistance 
between Commonwealth member states and Non-commonwealth States.' 
(ii) The Group of G 8 
The group G8 is an informal forum and so it lacks an administrative 
structure compare with international organization. The group of G8 was 
' Legal and Constitutional Affairs Division Commonwealth Secretariat, Report on Law and 
Technoiog}' Workshop for the Caribbean 2003, Jamaica, 2004. 
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originaily formed in i975 with six members and it was known as the G6. 
Canada tiien joined in 1975 and Russia became a formal member in 1998. The 
leaders from the United States, United Kingdom, France, Germany, Japan, 
Canada, Italy, and Russia have been meeting annually since 1975 to discuss 
issues of importance, including crime and terrorism, and the infomiation 
highway. ^ ^ 
(iii) Organization for Economic Cooperation and Development (OECD) 
The OECD is a unique forum where the governments of 30 countries 
work together to address the economic, social and environmental challenges 
of globalization. The OECD has been working for many years on a range of 
policy issues associated with the information society. These include 
infrastructure and services, consumer protection, privacy and security, 
through to broader issues suiTOunding ICT and economic growth."" The 
OECD adopted Guidelines for the Security of Information Systems and 
Networks in July 2002, calling on member governments to establish a 
heiglitened priority for security planning and management and to promote a 
cultuj-e of security among all participants as a means of protecting infomiation 
systems and networks.'^ The aim of this guideline is to aim to develop a 
<jiobal culture of security through advice on policies and measures to addj-ess 
'••^ What is the G8, lrdp:.//v,'vvw.g7.utoronto.ca/' (Visited on May 10, 2010). 
"'^ http://ww\v.intgovforum.org,'brief.htm (Visited on June 2, 2010). 
2' Ibid. 
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internal and external threats such as cyber-terrorism, computer viruses or 
hacking in a globally interconnected society, while presei^ving important 
societal values such as privacy and individual freedom. 
C, Efforts from Regional Organization: 
(!) European Union 
After the terrorist attack at Madrid, the European Union and its members 
promise to do everything in their power to combat all forms of terrorism. 
Therefore, the European union approves the decision of European Parliament 
to declare 11''' March as European day commemorating the victim of 
tenorism." By December 2004, European union calls on member states to 
ratify the convention on the mutual assistance in criminal matters, its protocol 
and the three protocols to Europol convention. Also, their framework 
implement in other aspects such as, traffic data by service provider, cross-
border pursuit, exchange of inforaiation on conviction for terrorist offences 
and etc. The council adopted necessar)^ measures for council regulation to 
identify new and applicable function for the Schengen information system 
(SIS).'' 
(ii) Council of Europe 
The main task of council of Europe since 1949 has been to maintain 
human rights, the rule of law and pluralist democracy, and is detennined to 
'* Declaration on Combating Terroiism, pp. 1-3, hUp://www.tmmm.tsk.tr/regulations_en.htm 
(Visited on May 2, 2010). 
" Id at p. 7. 
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combat terrorism which combats with these values. Following the 
unparalleled terrorist attacks in the United States, its efforts were stepped up 
in 2001. It tried to fight against cyber terrorism by strengthening legal action 
against terrorism, safeguarding fundamental values, and addressing the causes 
of ten-orism.'^ 
The Council of Europe set its focus area on cyber terrorism and the 
subject of CODEXTER (the Committee of Expert against Terrorism) is about 
cyber terrorism. It has been surveying the situation in member states to 
evaluate whether existing international instrument are sufficient to respond 
cyber threat or not." The CODEXTER has concluded at the end of these 
meeting that the use of Internet for terrorist purposes includes several 
elements: 
(i) attacks via the Internet that cause damage not only to essential 
electronic communication systems and IT infrastructure, but also to 
otlier infrastmclures, systems, and legal interests, including human 
life 
(ii) dissemination of illegal content, including threatening teiTorist 
attacks; inciting, advertising, and glorifying teiTorism; fundraising for 
2S 
20 
Council of Europe. human right and legal affairs. 
http.7/www^coe.ijil/t/e/iegal_affa!rs/]egal_cooperatioii/fight againstJen-oi-isni/l_Gener 
al/; (Visited on May 17, 2010). 
Council of Europe, human right and legal affairs. 
http;//www.coe.int/t/e/legal _affairs/iegal_ co-
operation/fight_against ten-orismM_ Theme_Fi!es /; (Visited on May 21, 2010). 
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and financing of terrorism; training for ten^orism; recniiting for 
ten'orism; as well as 
(iii) other logistical uses of IT systems by terrorists, such as internal 
communication, information acquisition and target analysis. 
(iii) Convention on Cybercrime 
The Convention put into effect in July 2004, which is the first and only 
international treaty to deal with breaches of law over the Internet or other 
infonnation networks. This convention has not only been ratified by all 
European Union member states, but also it does not specifically address cyber 
terrorism. The Convention requires participating countries to update and 
synchronize their criminal laws against hacking, infringements on copyrights, 
computer facilitated fraud, child pornography, and other unlawful cyber 
activities." Indirectly, it can be applicable for cyber terrorism as well. 
Although the convention on cyber crime does not define the terni cyber crime 
and cyber terrorism specifically. Article 2 to 6 mention various forms of 
criminal activities that are prohibited which may include cyber ten"orism 
activities. 
"* Council of Europe, Opinion of The Committee Of Experts On TeiTorism (Codexter) 
For The Attention of The Committee of Ministers on Cyber terrorism and Use of 
internet For Terrorist Puiposes. 
http://www.coe.int/t/e/iegaJ_affairs/lega)_cooperation/fight_ 
against _terrorism/4_themc_l~i!es/Cybeilerrorismi.asp#TopOfPage; (Visited on May 22, 
2010). ~ 
•'' C.wilson, Botnet, Cyber Crime, Cyber Terrorism: Vulnerebalities And Policy Issues For 
Congress, congressional research sei"vice.CRS report for congress, 2008. 
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(iv) Council of Europe: Convention on the Prevention of Terrorism 
The Council of Europe has adopted the Convention on the prevention of 
terrorism to increase the effectiveness of existing international texts on the 
fight against terrorism. The aim of the convention is to strengthen member 
states' efforts to prevent terroiism and sets out two ways to achieve this 
objective: first, establish a certain acts of criminal offences, and second, it 
reinforces the cooperation on prevention both internally (national prevention 
policies), and internationally (modification of existing extradition and mutual 
assistance arrangements and additional means). In other words, the 
Convention contains a provision on the protection and compensation of 
victims of terrorism. 
(v) Asia Pacific Economic Cooperation (APEC) 
APEC is a regional forum which was established in 1989 for facilitating 
economic growth and its goal is to strengthening the Asia- pacific community. 
APEC has 21 members and it has not obliged their members and decisions 
made within (APEC) are reached by consensus. After September ten'orist 
attack on United States, APEC issued a statement on counter- teixorism and 
condemns these attacks and efforts to coiiaboi'ate to fight against ten-orism. 
(vi) North Atlantic Treat}' Organization (NATO) 
NATO was founded in 1949 on the basic principle of collective defense. The 
parties are following the basic principle of the Charter of the United Nations. 
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This cooperation and commitment to securitx' continues among the members 
nations today. However, the Internet, cyber space and cyber crimes were not 
in existence at the time that NATO was estabiished. 
Nevertheless, NATO has changed their pohtical and technical requirement 
and improved their capabilities in the area of cyber defense. NATO has also 
to address new challenges posed by teiTorists and the tlireats to computer 
infomiation systems (CIS).^" 
(vii) International Multilateral Partnership against Cyber Terrorism 
(IMPACT) 
The International Multilateral Partnership Against Cyber Thjeats 
(IMPACT), backed by the United Nations (UN) International 
Telecommunication Union (ITU) and International Criminal Police 
Organization (Interpol), which is known as the world's first comprehensive 
global public-private partnership between governments, industiy leaders and 
cyber security experts to enliance the global community's capacity to prevent, 
defend and respond to cyber threats. It has launched its global headquarters in 
Cybeijaya of Malaysia on 20* March 2009. It will act as a centralized anti-
cyber-terrorism intelligence centre which allovv's its 191 member countries to 
be alerted on cyber-ten-orism threats such as attacks against the global 
fniancial system, power grids, nuclear plants, air traffic control systems and 
others. 
'^  hUp://wwvv.impact-alliance.org/ (Visited on May 23, 2010), 
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IMPACT seeks to bridge the gap that exists between domestic and 
international spheres in countering cyber threats. It promotes greater 
cooperation in combating cyber threats. Impact is supported by hitemational 
Telecommunication Union and it functions as an operational home for 
International Telecommunication Union. 
5.5 Laws in Various Countries on Cyber Terrorism 
5.5.1 Singapore 
New laws allowing Singapore to launch pre-emptive strikes against 
computer hackers, have raised fears that Internet controls are being tightened 
and prixacy is compromised in the name of fighting tenorism. The city-state's 
parliament has approved tough new legislation aimed at stopping "cyber 
teiTorism," refeiTing to computer crimes that endanger national security, 
foreign relations, banking and essential public services. Security agencies can 
now patrol the Internet and swoop down on hackess suspected of plotting to 
use computer keyboards as weapons of mass disruption. Violators of the 
Cojnputer Misuse Act such as website hackers can be jailed up to three years 
or fined up to S$ 10,000 ($5,800). 
5.5.2 Malaysia 
Malaysia is to establish an international centre to fight cyber-terrorism, 
providing an emergency response to high-lech attacks on economies and 
trading systems around the globe, reports said. Prime Minister Abdullah 
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Ahmad Badawi, during a visit to the United States said, that the facility, sited 
at the high-tech hub of Cyberjaya outside Kuala Lumpur, would be funded 
and supported by governments and the private sector. The New Straits Times 
said the centre would be modelled on the Centre for Disease Control in 
Atlanta, which helps to handle outbreaks of disease around the world. 
Abdullah who announced the initiative at the close of the World 
Congress on Infomiation Technology in Austin, Texas said the threat of 
cyber-ten orism was too serious for governments to ignore. 
The Interpol, with its 178 member countries, is doing a great job in 
fighting against cyber ten'orism. They are helping all the member countries 
and training their personnel. The Council of Europe Convention on Cyber 
Crime, which is the first international treaty for fighting against computer 
crime, is tlie result of 4 years work by experts from the 45 members and non-
member countries including Japan, the USA, and Canada. This treaty has 
akeady enforced after its ratification by Lithuania on 21 '^ March 2004. 
The A^ssociation of South East Asia Nations (ASEAN) has set plans for 
sharing information on computer security. 
5.5.3 The L'liited Kingdom 
The United Kingdom adopted TeiTorism Act, 2000, which gives the 
definition of tenorism and also gives various provisions for Cyber terrorism. 
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5.5.4 Pakistan 
Whoever commits the offence of cyber terrorism and causes death of any 
person shall be punishable with death or imprisonment for life," according to 
the ordinance, which was published by the state-run APP news agency. The 
Prevention of Electronic Crimes law will be applicable to anyone who 
commits a crime detrimental to national security through the use of a 
computer or any other electronic device, the government said in the 
ordinance. It listed several definitions of a "ten^orist act" including stealing or 
copying, or attempting to steal or copy, classified infomiation necessary to 
manufacture any form of chemical, biological or nuclear weapon. 
5.5.5 India 
Earlier the term "cyber terrorism" was absent from the terminology of 
the Indian law. Section 69 of the Information Technology Act was a lone 
strong legislative measure to counter the use of encryption by ten-orists. This 
section authorizes the Controller of Certifying Authorities (CCA) to direct 
any Government agency to intercept any information transmitted through any 
computer resource. But after the 26/11 attack on Mumbai the Government of 
India took strong steps to strengthen the cyber security, including prohibition 
of ten^orist activities thiough cyber space by way of amending the existing 
Indian information Technology Act, 2000. The provision that was specifically 
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inserted in this legislature for this purpose was section 66F which defines and 
describes cyber ten-orism. Section 66F mentions that/" 
(1) Whoever,-
(A) with intent to threaten the unity, integrity, security or sovereignty of 
India or to strike terror in the people or any section of the people by -
(i) denying or cause the denial of access to any person authorized to 
access computer resource; or 
(ii) attempting to penetrate or access a computer resource without 
authorization or exceeding authorized access; or 
(iii) introducing or causing to introduce any Computer Contaminant, and 
by means of such conduct causes or is likely to cause death or 
injuries to persons or damage to or destruction of property or disrupts 
or knowing that it is likely to cause damage or disruption of supplies 
or services essentia! to the life of the community or adversely affect 
the critical infoniiation infrastructure specified under section 70, or 
(B) knowingly or intentionally penetrates or accesses a computer resource 
without authorisation or exceeding authorized access, and by means of 
such conduct obtains access to infonnation, data or computer database 
that is restricted for reasons of the security of the State or foreign 
relations; or any restricted infoiTnation, data or computer database, 
'^ Information Teclinology Act 2000 (Bare Act), Universal Law Publishing Co. P\4. 
Ltd.(2011Xp-36. 
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with reasons to believe that such infomiation, data or computer 
database so obtained may be used to cause or likely to cause injury to 
the interests of the sovereignty and integrity of India, the security of 
the State, friendly relations with foreign States, public order, decency 
or morality, or in relation to contempt of court, defamation or 
incitement to an offence, or to the advantage of any foreign nation, 
group of individuals or otherwise, commits the offence of cyber 
teiTorism. 
(2) Whoever commits or conspires to commit cyber ten-orism shall be 
punishable with imprisonment which may extend to imprisonment for 
life'. 
(a) Constitution of India 
Any person who fails to assist the Government agency in decrypting the 
information sought to be intercepted is liable for imprisomnent up to 7 years. 
Article 300A of Constitution of India states that all persons have a right to 
hold and enjoy their properties. In a specific case of Bhavnagar University v. 
Palitana Sugar Mills Pvi. Ltd."' Supreme Court applied the constitutional 
clause with the inteipretation that anyone can enjoy his or her property rights 
in any manner preferred. This also includes property rights to infonnation 
stored on computers or in any electronic format. 
'VAIR 2003 SC 511. 
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Articles 301 to 305 refer to the right for free trade. As long as an 
individual cairies out a business in accordance with law, it cannot be 
interfered. Besides, free trade and any commercial activities cannot be 
visualized without technological rights, which mean that any distortion of 
those is illegal. In India these provisions have been effectively used to protect 
individual property rights against the actions of cyber-criminals. 
(b) Penal Code 
A big deal of protection is also provided by Indian Penal Code. Section 
22 of it gives a definition of a "movable property" stating that it also includes 
all corporal properties. It means that any infonnation stored on a computer 
can be conveniently regarded as a vnovable property as it can definitely be 
moved from one place to another and is not attached.^^ 
Section 29A of the Code with Section 2(1) (t) of the Infonnation 
Technology Act provides that ''electronic record means data, record, or data 
generated, image or sound stored, received or sent in an electronic form or 
microfilm or computer generated micro tlche"."'' 
5.6 Cyber-terrorism and Human Rights 
Universal Declaration of Human Rights in its Preamble talks about a 
"freedom from fear and want". Freedom from fear is mostly a temi of 
psychological nature, however, it is being used very widely nowadays 
35 
36 
Misra, S.N.; Indian Penal Code; Central Law Publications; ed-13; p-88. 
Id. p-94. 
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especially in cases of terrorism. Article 3 of the Declaration sets the right to 
"security of person". As we know, term "person'' also includes an 
environment (s)he exists in, different from the term "individual" which under 
one of the concepts imagines it as something abstract, apart from any other 
suiTounding conditions. So protecting a personal security would also mean 
protecting his (her) social, economical and other connections, "threads" 
established with the environment. As long as in modem reality these are 
sometimes predominantly based on technology, computers or internet, cyber-
terrorism protection also deals with "security of person". Here I would also 
add Article 5 with its protection against "degrading treatment". Personal harm 
is also a part of degradation and treating a person in a current way is 
something that may be provided by cyber-criminal act as it was proven above. 
One important provision that I would like to pay special attention to is 
Article 12 of the Declaration, It states: "No one shall be subjected to arbitrary 
interference with his privacy, nor to attacks upon his honour or reputation". 
"Privacy" is defined as "the quality or state of being apart from company or 
observation" which in combination with another definition of "freedom from 
unauthorized intrusion" given by the same source, also includes the privacy of 
computer-stored data and a right to enjoy its private state of non-interference 
without personal will of the possessor. 
Article 17 sets a right to propert.) and a restriction to deprive anyone 
from possessed property Property is defined as "anything that is owned by a 
194 
Cyber Crime Against Government 
iMai»jw;awy''SMT^gai^iSg:g'^are^M3(gaa^a^36aieayA-^^ 
person or entity", including two types of it: ''real property"" and "personal 
property"". Personal property or "personality" includes "movable assets which 
are not real property, money, or investments/'' 
Article 19, however, plays a different role in this topic and is mostly 
associated with internet use by terrorists in general. 
5.7 Cyber terrorism and Modern Terrorist 
Cyber terrorism is an attractive option for modem terrorists, who value 
its anonymity, potential to inflict massive damage, psychological impact, and 
media appeal. This enables them to cany out acts of terrorism from their own 
•50 
tent, cave, bunker, or palace. Other considerations are as under: 
/ X Low cost, (a) 
/, X Large variety of targets. 
. X Low risk to teiTorists. 
(d) Greater media coverage 
Cyber terrorism is an attractive option for modem terrorists for 
several reasons.^'' 
" . Free Online Law Dictionaiy, definition of '"property" available at 
http://iegaldictionary.th6freedictionary.com/; (Visited on July 28, 201)). 
'*^  Gabriel Weimann. "Cybeiterrorism How Real Is the Threat?", United states Institute of 
Peace. Special report 119, www.usip.org/pubs'specialreports/srl 19.html; (Visited on 
.luly22,2011). 
'' Ibid. 
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First, it is cheaper than traditional teiTorist methods. All that 
the terrorist needs is a personal coniputer and an online 
connection. TeiTorists do not need to buy weapons such as 
guns and explosives; instead, they can create and deliver 
computer viruses through a telephone line, a cable, or a 
wireless connection. 
Second, cyber teiTorism is more anonymous than traditional 
terrorist methods. Like many Internet surfers, teiTorists use 
online nicknames—"screen names"—or log on to a website as 
an unidentified "guest user," making it very hard for security 
agencies and police forces to track down the ten-orists' real 
identity. And in cyberspace there are no physical barriers such 
as checkpoints to navigate, no borders to cross, and no 
customs agents to outsmart. 
Third, the variety and number of targets are enoimous. The 
cyber terrorist could target the computers and computer 
networks of goveniments, individuals, public utilities, private 
airlines, and so forth. The sheer number and complexity of 
potential targets guarantee that terrorists can fmd weaknesses 
and vulnerabilities to exploit. Several studies have shown that 
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critical infiastructures, such as electric power grids and 
emergency services, are vulnerable to a cyber terrorist attack 
because the infrastructures and the computer systems that run 
them are highly complex, making it effectively impossible to 
eliminate all weaknesses. 
Fourth, cyber terrorism can be conducted remotely, a feature 
that is especially appealing to ten'orists. Cyber teiTorism 
requires less physical training, psychological investment, risk 
of mortality, and travel than conventional forms of terrorism, 
making it easier for terrorist organizations to recruit and retain 
followers. 
Fifth, as the I LOVE YOU vims showed, cyber teiTorism has 
the potential to affect directly a larger number of people than 
traditional terrorist methods, thereby generating greater media 
coverage, which is ultimately what terrorists want. 
Over a period of time, the level of sophistication required to hack into an 
infomiation system has decreased. At the same time, the quality, quantity, and 
availability of hacking tools has increased. Cyber warrior tools are often 
readily available for dov/nloading from the Internet. A comparatively low 
technology adversary with minimal funding, training, mamiing, and defence 
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40 
infrastmcture can resort to cyber teiTorism at short notice from anywhere in 
the world. This creates a very dangerous target-rich and low-risk combination. 
Some incidents of cyber terrorism: 
The following are notable incidents of cyber terrorism: 
In 1998, etlinic Tamil guemllas swamped Sri Lankan embassies with 
800 e-mails a day over a two-week period. The messages read "We are 
the Internet Black Tigers and we're doing this to disrupt your 
communications." Intelligence authorities characterized it as the first 
known attack by terrorists against a country's computer systems. 
During the Kosovo conflict in 1999, NATO computers were blasted 
witli e-mail bombs and hit with denial-of-service attacks by hacktivists 
protesting the NATO bombings. In addition, businesses, public 
organizations, and academic institutes received highly politicized 
virus-laden e-raaiis from a range of Eastern European countries, 
according to reports. Web defacements were also common. 
• Since December 1997, the Electronic Disturbance Theater (EDT) has 
been conducting Web sit-ins against various sites in support, of the 
Mexican Zapatistas. At a designated time, thousands of protestors point 
their browsers to a target site using software that floods the target with 
40 http://wv,'w.iegalsei"viceLadia.conv'article/ll 69-Cyber-Terrorism.html (\'^ isited on March 
11,2008). 
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rapid and repeated download requests. EDT's software has also been 
used by animal rights groups against organizations said to abuse 
animals. Electro hippies, another group of hacktivists, conducted Web 
sit-ins against the WTO when they met in Seattle in late 1999. 
One of the worst incidents of cyber teiTorists at work was when crackers 
in Romania illegally gained access to the computers controlling the life 
support systems at an Antarctic research station, endangering the 58 scientists 
involved. More recently, in May 2007 Estonia was subjected to a mass cyber-
attack by hackers inside the Russian Federation wliich some evidence 
suggests was coordinated by the Russian government, though Russian 
officials deny any knowledge of this. This attack was apparently in response 
to the removal of a Russian World War II war memorial from downtown 
Estonia.'*' 
5.8 Technological Protection from Cyber Terrorism 
Information Technology is the lifeline of most organizations today, and 
as such a disrupted information system can cause your company to lose 
market share and eventually bring it to its knees. 94% of companies without a 
tested crisis plan go out of business after a severe loss of service for two 
weeks or more. We are so bound as a global community that a disaster in a 
http://en.\vikipedia.org/wiki/Cyber~tenorism; (visited on March 11, 2008). 
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single major city results in significant ripple effects around the world.'*^ 
Cyber ten"orism, weather direct or indirect, is an issue all businesses should 
anticipate and arrange for backup plans. Depending on the size of the 
company, backups of the backup plan may need to be considered. 
Politically charged events frequently unleash a nest of vims', worms and 
Trojan horses on the Internet, and with increasing intensity. In one day, the 
current Nimda vims generated one hundred times the traffic that the code red 
vims took three days to do. 
A group setup by the federal govenmient to counter Cyber teiTorism 
released a report stating that "A personal computer and a simple telephone 
connection to an Intemet service provider anywhere in the world are enough 
to cause a great deal of hami. The right command sent over a network to a 
power generating station's control computer could be just as effective as a 
backpack full of explosives, and the perpetrator would be harder to identify 
and apprehend." 
To protect your business in the event of a disaster you need to identify 
the mission critical information streams that need to be protected. This may 
include both print material and computer hardvv'are and software. 
'^^' http://technoworldinc.com/viruses/howJo fight cyberteiTorism-t35432.0.htm];wap2= 
(Visited on March 13, 2008), 
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(i) Backup your Data 
Minimizing the loss of valuable documents or data can be accomplished 
quite easily by performing regularly scheduled backups. It is absolutely 
essential that OFF-SITE copies of backups be kept. This will assure quick 
recovery from disasters. 
Backups may be done using a variety of medias, such as, floppy disks , 
zip disks, re-writeable cd's, and removable hard drives. The type of media you 
use will depend on the quantity of data being stored. Larger companies may 
also consider installing "mirror" servers, which allow the same real time 
inforaiation being kept in different locations. Consideration should also be 
given to outsourcing applications to ASPs (Application Service Providers) 
which have mirrored data centers. Any paper documents which are considered 
critical should also be backed up with the help of a scanner and stored off-
site. Myriads of paper documents were strewn all over New York following 
the world trade centre (WTC) disaster. Many of the organizations and 
companies affected have no idea of what they have lost or even how to 
recover missing files. Some of which have irreplaceable information and 
signatures. 
(li) Anti-Virus Software 
A good anti-vims softv/are is essential in your counter ten'orism arsenal. 
It will offer continuous protection and automatically scans all file inputs, 
outputs, downloads, program executions, and other system-related activities 
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to help prevent virus penetration. If a virus is discovered, you will have the 
option to clean or delete the infected file. 
(iii) Fire Walls / Detection Net^vorks 
Firewalls screen all communications to a system, including e-mail 
messages, which may carry logic bombs. The term "firewall" is a relatively 
generic term for methods of filtering access to a network. They may come in 
the form of a computer, router or other communications device, or in the fonii 
of a network configuration. 
The services and access that are permitted to each user are defined by 
firewalls. One method is to screen user requests to check if they come from a 
previously defined domain or Internet Protocol (IP) address. Another method 
is to prohibit Tekiet access into the system. Here are a few key things to 
rem.einber in order to protect yourself from Cyber teiTorism: 
i. All accounts should have passwords and the passwords should be 
unusual, difficult to guess, and alphanumeric where possible. 
ii. Change the network configuration when defects become known. 
iii. Check with venders for upgrades aiid patches, iv. Audit systems and 
check logs to help in detecting and tracing an intruder. 
Iv If you are ever unsure about the safety of a site, or receive suspicious 
email from an urJoiown address, don't access it. It could be trouble. 
202 
Cyber Crime Against Government 
5.9 Legal Protection from Cyber Terrorism 
If the three sovereign organs'*^ of the Constitution work collectively and 
in harmony with each other, the menace of cyber teiTorism can be effectively 
curbed, if not completely eliminated. Further, a vigilant citizenry can 
supplement the commitment of elimination of cyber tenorism. 
5,9J Legislative commitment 
The legislature can provide its assistance to the benign objective of 
elimination of cyber ten^orism by enacting appropriate statutes dealing with 
cyber terrorism. It must be noted that to give effect to the provisions of 
Infonnation Technology Act, 2000 appropriate amendments have been made 
in the I.P.C, 1860, the Indian Evidence Act, 1872, the Bankers' Books 
Evidence Act, 1891 and the Reserve Bank of India Act, 1934. A new section 
dealing with cyber tenorism has been added in the Information Teclinology 
Act, 2000 by way of its amendment Act 2008. The repeaiment of POTA and 
its likely replacement with a new ordinance is an opportunity for the 
legislature to make the terrorist law effective to deal with cyber teixorism. 
5.9.2 Executives concern 
The Central Government and the State Governments can play their role 
effectively by making various rules and regulations dealing with cyber 
terrorism and its .facets from time to time. The Central Government can, by 
''^  These are the "Legislature", "'"Executives" and "Judiciary"', 
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notification in the Official Gazette and in the Electronic Gazette, makes rules 
to caiTv out the provisions of the Infomiation Techjiology Act.'*'' Similarly, the 
State Government can, by notification in Official Gazette, makes rules to 
carry out the provisions of the Act. In exercise of the powers confen'ed by 
section 90 of the Information Technology Act, 2000 (Central Act 21 of 2000), 
the Government of Karnataka has made the Infomiation Teclinology 
(Kamataka) Rules 20047" The Rules define "Cyber Cafe" as premises where 
the Cyber Cafe Owner/Network Service Provider provides the computer 
services including Internet access to the public/^ Rule 3 (1) provides that the 
owner of the Cyber Cafe shall take sufficient precautions so that computers 
and computer systems in the Cyber Cafe are not used for any illegal or 
criminal activity. Rule 3 (2) mandates that the Cyber Cafe Owner/Network 
Service Provider shall not allow any User to use his Computer, Computer 
System and/or Computer Network without the identity of the User being 
established before him before use. The Rule provides that the intending User 
may establish his Identity by producing any Photo Identity Card issued by any 
School or College or a Photo Credit Card of any Bank or Passport or Voters 
Identity Card or PAN Number Card issued by Income-Tax authorities or 
Photo Identity Card issued by the Employer or Driving License to the 
'^Section 87 ofIT Act 2000, 
^^  Section 90 of IT Act 2000. 
*'' No: ITD 07 PRM 2004, Dated: 05.08.2004. 
^^  Rule 2(C) of the IT Act (Guidelines for cyber cafe Rule) 2011, p-196. 
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satisfaction of Cyber Cafe Owner. Rule 4(1) provides that after the identity of 
the User is established, the owner of the Cyber Cafe or the manager or the 
attendant or on his behalf any authorized person managing the Cyber Cafe 
shall obtain and maintain the following information in the Log Register for 
each user: (i) Name of the User, (ii) Age and Sex of the User, (iii) Present 
residential address of the User, (iv) Log in time, and (v) Log out time. Rule 4 
(2) provides that if a User cannot produce any Photo Identity Card to establish 
his identity to the satisfaction of the Cyber Cafe Owner/Network Serv'ice 
Provider, he may be photographed by the Cyber Cafe Owner/Network Service 
Provider after obtaining his consent using a 'Web Camera' hooked onto one of 
the computers or computer systems in the Cyber Cafe and the User shall be 
explained that his photograph will be taken and stored in the hard disk of the 
computer, for verification by Law enforcement authorities, whenever 
required. This is in addition to the entries made in the log register. The Rule 
further provides that in case the User does not agree for storing his 
photograph he shall not be allowed to use any computer, computer system and 
/or computer network or access to the Internet in the Cyber Cafe. Rule 4(3) 
provides that all time clocks in Cyber Cafes must be regularly checked and 
synchronized with Indian Standard Time (1ST). Rule 4(4) provides that 
maintaining proper account of the User as explained shall be the 
responsibility of the Cyber Cafe Owner/Network Service provider. Rule 5(5) 
provides that the Log Register and tlie Photograph of the User shall be 
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maintained by the Cyber Cafe Owner/Network Service Provider for a 
minimum period of ONE YEAR and the same shall be provided to Law 
enforcement agencies as and when required. Rule 4(6) provides that the Cyber 
Police authorities may on complaint inspect Cyber Cafes at all reasonable 
time to ensure compliance of these rules. If any Cyber Cafe Owner/Network 
Service Provider fails to maintain Log Register and records he shall be liable 
for penalties as provided in the Act or any other Law, for the time being in 
force. These provisions are sufficient to take care of illegal use of cyber cafe 
for terrorist activities. 
Further, the government can also block web sites propagating cyber 
terrorisni. It must be noted that the Indian Computer Emergency Response 
Team (CERT-In) has been designated as the single authority for issuing of 
instructions in the context of blocking of web sites. ' CERT-In has to instruct 
the Department of Telecommunications to block the web sites after verifying 
the autlienticity of the complaint and satisfying that action of blocking of 
website is absolutely essential. There is no explicit provision in the IT .Act, 
2000 for blocking of websites. In fact, blocking is considered to be 
censorship; hence it can be challenged if it restricts the freedom of speech and 
expression. But websites proirioting hate, contempt, slander or defamation of 
others, promoting gambling, prom.oting racism, violence and teiTorism, 
pornography and violent sex can reasonably be blocked since all such 
Gazette Notification (Extraordinao') No.G.S.R.I81 (E), Dated; 09-07-2003, pp 4-7, No 
309. 
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websites cannot claim the Fundamental Right of free speech and expression. 
The blocking of such website may ne equated to "balanced flow of 
infomiation" and not censorship. If the blocking of a website is arbitrary, 
um^easonable and unfair and is based on extraneous and irrelevant materials 
and reasons, then it would be \a]lnerable to the attack of unconstitutionality, 
being in violation of Articles 14, 19 and 21 of the Constitution of India.'*'' 
5,9.3 Judicial response 
The judiciary can play its role by adopting a stringent approach towards 
the menace of cyber terrorism. It must, however, first tackle the jurisdiction 
problem because before invoking its judicial powers the courts are required to 
satisfy themselves that they possess the requisite jurisdiction to deal with the 
situation. Since the Internet "is a cooperative venture not owned by a single 
entity or govenunent, there are no centralized rules or laws governing its use. 
The absence of geographical boundaries inay give rise to a situation where the 
act legal in one country where it is done, may violate the laws of another 
country. This process further made com])]icated due to the absence of a 
uniform and haniionised law governing tlie jurisdictional aspects of disputes 
arising by the use of Internet. It must be noted that, generally, the scholars 
point towards the following "theories" under which a country may claim 
prescriptive jurisdiction: 
'*' Praveen Dalai; " The limits of electronic surveiliaiice powers of the State", available at 
http;//\vww.naavi.org/cl_editon'al_04/praveejidalal/pd_cyberJeiTorism_oc(25_ 04^02.ht 
m; (Visited on June 22, 2010). 
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(a) a country may claim jurisdiction based on "objective tenitoriab'ty" 
when an activity takes place within the country, 
(b) a "subjective tem'toriality" may attach when an activity takes place 
outside a nation's borders but the "primary effect" of the action is 
within the nation's borders, 
(c) a country may assert jurisdiction based on the nationality of either the 
actor or the victim, 
(d) in exceptional circumstances, providing the right to protect the 
nation's sovereignty when faced with threats recognised as 
particularly serious in the international community. 
In addition to establishing a connecting nexus, traditional international 
doctrine also calls for a "reasonable" connection between the offender and the 
forum. Depending on the factual context, courts look to such factors, as 
whether the activity of individual has a "substantial and foreseeable effect" on 
the tenitory, whether a "genuine link" exists between the actor and the forum, 
the character of the activity and the importance of the regulation giving rise to 
the controversy, the extent to which exceptions are banned by the regulation, 
and the importance of the regulation in the international community. The 
traditional jurisdictional paradigms may provide a namework to guide 
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analysis for cases arising in cyberspace.'^ *^  It must be noted that by virtue of 
section 1(2) read with section 75 of the Infomiation Technology Act, 2000 the 
courts in India have "long arm jurisdiction" to deal with cyber terrorism. 
5.9.4 Vigilant citizenry 
The menace of cyber tenorism is not the sole responsibility of State and 
its instrumentalities. The citizens as well as the netizens^ are equally under a 
solemn obligation to fight against the cyber tenorism. In fact, they are the 
most important and effective cyber tenorism eradication and elimination 
mechanism. The only requirement is to encourage them to come forward for 
the support of fighting against cyber ten"orism. The government can give 
suitable incentives to them in the fonn of monetary awards. It must, however, 
be noted that their anonymity and security must be ensured before seeking 
their help. The courts are also empowered to maintain their anonymity if they 
provide any information and evidence to fight against cyber terrorism. 
^^ Dawson Cherie; "Creating Borders on the Internet- Free Speech, the United States and 
International .Jurisdiction", Virginia Journal of International Law, V-44, No-2 (Winter, 
2004), p-637. 
^- Ilie temi citizenr>' is used in this chaptei to cover people working in the real space and 
the expression nitizenr>' covers those operating in the cyber space. 
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CHAPTER VI 
LEGAL & TECHNOLOGICAL MEASURE'S TO COMBAT 
CYBER CRIME 
CuiTcnt era is too fast to utilize the time factor to improve the 
perforaiance factor. It is only possible due the use of Internet. The tenn 
Internet can be defined as the collection of millions of computers that provide 
a netu'ork of electronic connections between the computers. There are 
millions of computers connected to the internet. Everyone appreciates the use 
of Internet but there is another side of the coin that is cyber crime by the use 
of Internet. The term cyber crime can be defined as an act committed or 
omitted in violation of a law forbidding or commanding it and for which 
punishment is imposed upon conviction. Other words represent the cyber 
crime as Criminal activity directly related to the use of computers, specifically 
illegal trespass into the computer system or database of another, manipulation 
or theft of stored or on-line data, or sabotage of equipment and data. Cyber 
security is a complex issue that cuts across multiple domains and calls for 
multi-dimensional, multilayered initiatives and responses. It has proved a 
challenge for governments because different domains are typically 
administered through respective ministries and departments. The task is made 
all the more difficult by the inchoate and diffuse nature of the threats and the 
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inability to frame an adequate response in the absence of tangible 
peipetrators.' 
The rapidity in the development of information technology (IT) and the 
relative ease with which applications can be commercialized, has seen the 
dramatic expansion of cyber space in its brief existence. From its initial avatar 
as a Network (NW) created by academics for the use of the military, it has 
now become a global social, economic and communications platfomi. 
The increasing centrality of cyberspace to human existence is 
exemplified by facts and figures brought out recently by the International 
Telecommunications Union (ITU), according to which the number of Internet 
users has doubled between 2005 and 2010 and surpasses two billion. Users 
are connecting through a range of devices from the personal computer (PC) to 
the mobile phone, and using the Internet for a variety of purposes from 
communication to e-coramerce, to data storage." 
The rise in the Internet population has meant that while the tlireats and 
vulnerabilities inherent to the Internet and cyberspace might have remained 
more or less the same as before, the probability of dismption has grown a 
pace with tlie rise in the number of users. WTiile such disruptions are yet to 
cause pemianent or grievous damage worldwide, they sei-ve as a wake-up caii 
to the authorities concerned to initiate measures to improve the security and 
' http://idsa.in/systenx/files,/book;jndiacybersecurity.pdf, (Visited onFebmary 28, 2012). 
- 'India's Cyber Security Challenge', IDSA Task Force Report, March 2012, p-17, Institute 
for Defence Studies & analyses. The report online available at: www.idsa.in. 
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Stability of cyberspace in terms of their own security. Governments are 
constrained in their responses by pressures exerted by pohtico-mihtary-
national security actors at one end and economic-civil society actors at the 
other.' 
6.0 Impacts of Cyber-Crime 
Lunda Wright, a legal researcher specializing in digital forensic law at 
Rhodes University, has an interesting research finding on a blog posted in 
October 2005. It states that there has been an increase in the rate of 
prosecutions of cyber-criminals. There has been an increase in clamping 
down on cyber-piracy related to the film and music works. There are novel 
lawsuits and strategies for litigation. There is a greater dependence on the 
skills of computer forensic experts in corporations and government. Finally, 
there is an increase in inter-goveniment cooperative efforts.'* 
Organized crime groups are using the Internet for major fraud and theft 
activities. There are trends indicating organized crime involvement in v/hite-
coUar crime. As criminals move away irom traditional methods, internet-
based crim.e is becoming more prevalent. Internet-based stock fraud has 
earned criminals millions per year leading to loss to investors, making it a 
lucrative area for such crime. 
Ibid. 
" Available at: http://M'\vw.cs,v>asliington.eduyeducation/'courses/.../team2-whitepaper.pdf, 
(Visited on March 22, 2012). 
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Police departments across the nation validate that they have received an 
increasing number of such crimes reported in recent years. This is in sync 
with the national trend resulting from an increase in computer use, online 
business, and sophisticated criminals. In the year 2004, cyber-crime generated 
a higher payback than drug trafficking, and it is set to grow further as the use 
of technology expands in developing countries.^ 
Scott Borg, director of the U.S. Cyber Consequences Unit (an agency 
supported by the U.S. Department of Homeland Security), recently indicated 
that denial-of-service attacks won't be the new wave of future. The worms, 
viruses are considered not quite mature as compared to the potential of attacks 
in future. 
i. Potential Economic Impact 
The 2011 Norton Cyber crime disclosed that over 74 million people in 
the United States were victims of cyber crimes in 2010. These criminal acts 
resulted in $32 billion in direct financial losses. Further analysis of this 
growing problem found that 69 percent of adults that are online have been 
victims of cyber crime resulting in 1 million cyber crime victims a day. Many 
people have the attitude that c}'ber crime is a fact of doing business online.' 
^ Pjid. 
^ Kevin G. Coleman {2011), Cyber Intelligence: The Huge Economic Impact of Cyber 
Crime, available at: http://gov.aol.conV2011/09/19/cyber-intelligence-the-huge-economic-
impact-of-cyber-crime/; (Visited on Januray 28, 2012). 
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As today's consumer has become increasingly dependent on computei's, 
networks, and the infonnation they are used to store and preserve is at risk 
due to the cyber crimes. Some of the surveys, conducted in the past iiave 
indicated that 80% of the company's sua-eyed acknowledged fmancial Josses 
due to computer breaches. The approximate number impacted was $450 
million. Each week we hear of new attacks on the confidentiality, integrity, 
and availability of computer systems. This could range from the theft of 
personally identifiable information to denial of service attacks. 
As tlie economy increases its reliance on the internet, it is exposed to all 
the threats posed by cyber-criminals. Stocks are traded via internet, bank 
transactions are perfonned via internet, purchases are made using credit card 
via internet. All instances of fraud in such transactions impact the financial 
state of the affected company and hence the economy. 
The disruption of international financial markets could be one of the big 
impacts and remains a serious concern. The modern economy spans multiple 
countries and time zones. Such interdependence of the world's economic 
system means that a disruption in one region of the world will have ripple 
effects in other regions. Hence any disruption of these systems would send 
shock waves outside of the market which is the source of the problem. 
' PTi Contents (2009), India. A major hub for cybercrime, Available at: 
http://business.rediff.com/ slide-show/2009/aug/20/slide-show-l--india-major-hub-for-
cvbercrime.htm, (Visited on January 28, 2012). 
Ibid. 
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Productivity is also at risk. Attacks from wonns, viruses, etc take 
productive time av/ay from the users. Machines become perform slowly 
slowly; serN'ers might be in accessible, networks might be jammed, and so on. 
Such instances of attacks affect the overall productivity of the users and the 
organizations. It has customer service impacts as well, where the external 
customer sees it as a negative aspect of the organization. 
In addition, user's concern over potential fraud prevents a substantial 
cross-section of online shoppers from transacting business. It is clear that a 
considerable portion of e-commerce revenue is lost due to shopper's 
hesitation, doubt, and won-y. These types of consumer trust issues could have 
serious repercussions and are described in detail. 
ii. Cyber Crime's Impact on Market Value 
The economic impact of security breaches is of interest to companies 
trying to decide where to place their information security budget as well as for 
insurance companies that provide cyber-risk policies. For example, a ruling 
in favor of Ingram Micro stated that physical damage is not restricted to 
physical destruction or harm of computer circuitry but includes loss of use 
and fuPxCtionality.'^  This new and evolving view of damage becomes even 
more important as many firms rely on information systems in general and the 
'' Supra note 4. 
'° Saiiii Henu-aj, Rao Yerra Shankar, Panda T.C., International Journal of Engineering 
Research and Applications (7JERA), Vol. 2, Issue 2,Mar-Apr 2012, pp.202-209; available 
at http://www.ijera.com/papers/Voi2_issue2/AG22202209.pdf. 
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Internet in paiticuiar to conduct their business. This precedent may force 
many insurance companies to compensate businesses for damage caused by 
hacker attacks and other security breaches. As the characteristics of security 
breaches change, companies continually reassess their IS environment for 
threats. In the past, Chief Investigation Officer's (CIOs) have relied on FUD 
fear, uncertainty, and doubt to promote IS security investments to upper 
management. Recently, some insurance companies created actuarial tables 
that they believe provide ways to measure losses from computer interruptions 
and hacker attacks. However, these estimates are questionable mostly due to 
the lack of historical data. " Some industry insiders confess that the rates for 
such plans are mostly set by guesswork." Industry experts stress on the need 
for improved return on security investment (ROSI) studies that could be used 
by insurance companies to create hacking insurance, with adjustable rates 
based on the level of security employed in the organization and by the 
organization to justify investments in security prevention strategies. 
Depending on the size of the com.pany, a comprehensive assessment of 
every aspect of the IS environment may be too costly and impractical. IS risk 
assessment provides a means foi" identifying threats to security and evaluating 
their severity. Risk assessment is a process of choosing controls based on the 
"Ibid. 
' ' Supra note 4. 
^' Berinato, S. (2002), Enron IT; A take of Excess and Chaos, CIO.com, March 5 
http://www.cio.com/executive/edity030502_enron.html; (Visited on November 24, 2011). 
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probabilities of loss. In IS, risk assessment addresses the questions of what is 
the impact of an IS security breach and how much will it cost the 
organization.''' However, assessing the financial loss from a potential IS 
security breach is a difficult step in the risk assessment process for the 
following reasons: 
1. Many organizations are unable or unwilling to quantify their financial 
losses due to security breaches.'^ 
2. Lack of historical data. Many security breaches are unreported. 
Companies are reluctant to disclose these breaches due to management 
embarrassment, fear of future crimes,'^ and fear of negative publicity. 
Companies are also wary of competitors exploiting these attacks to 
gain competitive advantage. 
3. Additionally, companies maybe fearful of negative financial 
consequences resulting from public disclosure of a security breach. 
''' Supra note 10. 
'• Power, R., 2001, 2001 CSI/FBI Corapyter Crime and Security Survey. Computer 
Security issues and Trends, 7(1): 1-18. available at: 
\vww.cylab.cmu.ediL''files/pdfs/news/cybersecurityinthetlireetimes.pdf; (Visited on 
Octobers, 2011). 
'^  Hoffer, J. A., & Slraub, D. W., 'The 9 to 5 Underground: Are You Policing Computer 
Cnmes?' Sloan Management Review (Summer 1989): 35-43 Available at 
www.wiley.com/college/lurban/'0471705225/.../ethicsj-eferences.doc; (Visited on June 
9,2010). 
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Previous research suggests that public news of an event that is 
generally seen as negative will cause a drop in the fimi's stock price.'' 
Risk assessment can be performed using traditional accounting based 
measures such as the Return on Investment (ROI) approach."^ However, ROI 
cannot easily be applied to security investments. To justify investment in IS 
security, Chief Investigation Officers (CIOs) will need to (1) present evidence 
that the costs of a potential IS security problem outweigh the capital 
investment necessary to acquire such a system and, (2) prove the expectation 
that the IS security system's return on investment will equal or exceed that of 
competing capital investment opportunities. This is difficult to accomplish 
because if the security measures work the number of security incidents are 
low and there are no measurable returns. Accounting-based measures such as 
ROI are also limited because of the lack of time and resources necessary to 
conduct an accurate assessment of fmancial loss. Instead, companies IT 
resources are devoted to understanding the latest technologies and preventing 
future security tlireats. ' In addition, potential intangible losses such as loss of 
' ' Sprecher, R., and M. PerJ, 1988, Intra-lndusiry Effects of the MGM Grand Fire, 
Quarterly Journal ol Business and Economics, 27: 96-16,, available at: 
biz.korea.ac.kr/'-anat'RiVllR Hovav.pdf; (accessed on 9th Aug 201 i). 
'^  Baskerville, R., 1991, Risk /^Jialysis: An Interpretive Feasibility Tool in Justifying 
infonnation Systems Security, European Journal of Information Systems, 1(2); 12 J-130., 
available at: wvvw.cis.gsu.edu/rbaskervdlle'library/RAIFT.htm; (Visited on TN'ovember 11, 
2011). 
'^  Lyman, J... 2002. Tn Search of the World's Costliest Computer Vims', available at: 
http://ww\v.newsfactor.com/perl/story/l6407.html. 2002 (Visited on October 29, 2011). 
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competitive advantage that result from the breach and loss of reputation'^ are 
not included because intangible costs are not directly measurable. 
Therefore, there is a need for a different approach to assess the risk of 
security breaches. One such approach is to measure the impact of a breach on 
the market value of a firm. A market value approach captures the capital 
market's expectations of losses resulting from the secmity breach. This 
approach is justifiable because often companies are impacted more by the 
public relations exposure than by the attack itself '^. Moreover, managers aim 
to maximize a firm's market value by investing in projects that either increase 
shareholder value or minimize the risk of loss of shareholder value. 
iii. Impact on Consumer trust 
Since cyber-attackers intrude into others' space and tiy and break the 
logic of the page, the end customer visiting the concerned page will be 
fmstrated and discouraged to use the said site on a long term basis. The site in 
question is termed as the fraudulent, whUe the criminal masterminding the 
hidden attack is not recognized as tlie root cause. This makes the customer 
losing confidence in the said site and in the internet and its strengths. 
'" D'Amico, A., 2000, Vv'hal Does a Computer Security Breach Really Cost? The Sans 
Institute available at: www.avatier.conV.../CoslsOfBreaches-SANShistitute.doc - United 
States; (Visited on February 28, 2011). 
'' Hancock, B., Security Crisis Management-The Basics, Computers & Security, 21(5): 397-
401., available at: www.ingentaconnect.com/content/els/01674048/2002/.../art00503, 
(Visited on September 21, 2009). 
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According to reports presented by the Better Business Bureau Online 
(BBBO), over 80% of online shoppers cited security as a basic concern when 
conducting b usiness ove r the Internet. About 75% of online shoppers 
terminate an online transaction when asked for the credit card infomiation. 
The perception, that the Internet is rife with credit card fraud and security 
hazards, is growing. This has been a serious problem for e-commerce. 
Complicating the matter, consumer perceptions of fraud, assess the state 
to be worse than it actually is. Consumer perception can be just as powerful or 
damaging as fact. Hence users concerns over fraud prevent many online 
shoppers from ti'ansacting business. Concern over the credibility of an e-
business in terms of being unsafe or cluttered makes a shopper reluctant to 
transact business. Even the slightest perception of security risk or amateurish 
commerce seriously jeopardizes potential business. 
6.1 Areas Ripe for Exploitation: National Securit>^ 
Modem military of most of the countries depends heavily on advanced 
computers. Infomiation Warfare (IW) including network attack, exploitation, 
and defense, is not a new national security challenge, but since 9/11, it has 
gained some additional importance. IW appeals because it can be low-cost, 
highly effective and provide deniability to the attacker. It can easily spread 
malware, causing networks to crash and spread raisinfon^nation. Since the 
emphasis is more on non-infomiation warfare, infomiation warfare is 
definitely ripe for exploration. 
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The Internet has 90 percent junk and 10 percent good security systems,'^ " 
when intmders find systems that are easy to break into, they simply hack into 
the system. Terrorists and criminals use infomiation technology to plan and 
execute their criminal activities. The increase in international interaction and 
the wide spread usage of IT has facilitated the growth of crime and tenorism. 
Because of the advanced communication technology people need not be in 
one countiy to organize such crime. Hence tenorists and criminals can find 
security loopholes in the system and can function from unusual locales 
instead of the residents of their own country. 
Most of such crimes have been originating in developing countries. The 
wide spread corruption in these countries fuel these security hacks. The 
internet has helped fund such crimes by means of fraudulent bank 
transactions, money transfer etc. Greater encr}'ption technology is helping 
these criminal activities. 
6.2 Future Trends 
One of the biggest concerns is that if there is a hack into the critical 
systems in government, companies, financial institutions etc? This could lead 
to malware in critical systems leading to data loss, misuse or even killing the 
critical systems. Since the communication flow is easy via the internet, the 
^^  Nilkund Aseef, Pamela Davis, Manish Mitial, Khaied Sedky, Ahmed Tolba, 'Cyber-
Criminal Activity and Analysis', Wliite Paper, Group 2 (2005)., available at 
www.leamini>ace.conVdoc/5614022/.../team2-whitepaper, (Visited on August 28, 2010), 
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crime organizations might merge and cooperate even more than they are 
currently. 
The hitemet is increasingly likely to be used for money laundering. As 
the Internet becomes the medium through which more and more international 
trade takes place, the risk of money laundering through over-invoicing and 
under-invoicing is likely to grow. Online auctions offer similar opportunities 
to move money through apparently legitimate purchases. Online gambling 
also makes it possible to move money especially to offshore financial centers. 
Recruitment into crime agencies over internet will be easier than before. 
Secret messages can be transfened over the internet to a large group of people 
very easily without being conspicuous. 
Because mainly infonnation technology companies are privately owned, 
the focus would be on making customer happy as opposed to worry about the 
transnational crime. In addition, legitimate civil liberties could argue in favor 
of not monitoring the infomiation technology. All of these things make it 
more difficult to deal with cyber-criraes. 
Some of the future trends predicted by Stephen Northcutt & Friends"' 
are briefly summaiized in the following words. 
-^ Stephen Northcutt et al. (2011), Security Predictions 2012 & 2013 - The Emergmg 
Security Threat, available at: http://www.sans.edu/research/'security-
laboratory/article/security-predicl2011, (Visited on January 29, 2012). 
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Iir.proved Social Engineering Attacks will be the trend for the coming 
era. Attackers will increasingly make use of social-engineering tactics to 
byi^ ass teclinological security controls, fme-tuning their techniques to exploit 
natural human predispositions. This will bring us closer to merging the line 
between external and internal threat agents, because social engineering will 
allow external attackers to quickly gain an internal vantage point despite 
traditional parameter security measures. 
Social Media will provide the platfomi for the cyber crimes. More 
organizations will adopt social media as a core aspect of their marketing 
sti'ategy. They will struggle to balance the need to be active as part of on-line 
social communities while balancing compliance and litigation risks associated 
with such activities. Similarly, organizations will have a hard time controlling 
online social networking activities of their users. Attackers will continue to 
take advantage of the still-evolving understanding of online social networking 
safety practices to defraud people and organizations. Security vendors will 
position their products, solving all these problems; some of them will stand 
out by allowing organizations to gradually control and monitor on-line social 
networking activities, while being mindful of users' privacy expectations. 
Humans are the weakest link, in-espective of the change in teclinology 
attackers know that they can always hack emjDioyees. In the year 2012 and 
2013 these human attacks will only grow in sophistication and numbers. 
Cyber attackers will always take the path of least resistance. Organizations 
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and management will finallv start doina; something about it to secure the 
human. 
It is the sensitive issue for the people relying on iPhones for their day-
today works that without issuing a warning that some worm will eat ail the 
iPhones and convert the Androids to bricks. However, the biggest issue seems 
to be applications with spyware. Even the apps that come loaded on the 
phones, are likely to phone home, it is a sure thing with third party apps. 
Memory scraping will become more common in the coming times. This 
has been around for a long time, but is more aggressively targeting data such 
as credit card records, passwords, PIN's, keys. The reason they are successful 
is that they get around Payment Card Industry, Gramm-Leach-Bliley Act, 
Health Insurance Portability And Accountability Act, 
(PCI, GLBA, HIPAA, etc.), Security requirements that data must be 
encrypted while in transit and at rest. Data in transit is decrypted on the 
system and often stored in memoiy during the lifetime of a process, or at least 
during a decryption routine. Depending on how a process cleans up after 
itself, it may stay resistant even after the fact. The data is encrypted on the 
hard disk, but again, the PvAM likely maintains tlie clear-text version of the 
data. Brov/sers are notorious for leaving things sitting around in memory 
during web sessions. The RAM Scraping malware also targets encryption 
keys in memory to decrxpt anything for session data to encrypted files. As far 
as the emerging security threat part, we are seeing RAM scraping more 
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commonly now as attackers focus on client-side attacks, shifting away from 
server-side attacks. Browsers are often misconfigured, allowing malware to 
get into a user's system, stealing credit card data and passwords. They are 
mostly an annoyance where if a customer or fraud department detects 
fraudulent transactions, the account must be credited and changed. This 
requires the banks to write-off these transactions, which can add up quickly. 
Audio Visual (AV) products can't keep up with the aggressive rate and 
polymoiphic characteristics of this type of malware. We discover a ton of new 
malware every week, re\'erse it to some extent, and send the details to AV 
vendors to be added as a new signature. The other emerging component is the 
tlireat of RAM scraping malware targeting Point of Sale (POS) systems. 
Wireless adoption will continue, brandling out into a larger number of 
purpose-focused protocols that fit the needs of individual technology. Wi-Fi 
technology will continue to grow, but other protocols will also emerge with 
Vvddespread adoption suiting the needs of embedded technology with a variety 
of focus areas including ZigBee, Wireless HART and Z-Wave, as well as 
proprietary protocols. With this growing alternate wireless adoption, we are 
already seeing some of the past mistakes from earlier failed protocols 
repetition. Based on this exposure, and the trend of Wi-Fi failure and 
improvement, we will see history repeating itself where vendors are quick to 
the market to capitalize on new opportunities, failing to critically examine the 
lessons from earlier wireless technologies. 
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More cloud computing issues will be at the eye of the cyber attackers. 
While there are many possible benefits to cioud computing, the honeymoon 
will end. Many organizations will soon discover that they do not have the 
flexibility they need for their businesses, and many others will discover that 
any security issues (from audit to compromise) are far more complex in the 
cloud. Many security professionals will come to terms with security risks of 
cloud computing. They will do so under pressure from the businesses they 
support, as companies will continue to migrate to cloud platfonns. The 
infomiation security community will better understand cloud environments, 
while the technologies implementing cloud platfonns will reach an acceptable 
level of maturity. Security professionals will continue to apply extra scrutiny 
to scenarios that involve processing sensitive or regulated data in shared cloud 
environments. 
Security Continues to become the part of Virtual Infrastructure. As more 
and more organizations add viitualization technologies into their 
environment, particularly server and desktop virtualization, security will be 
more embedded in the native technologies, and less of an "add-on" after the 
implementation is complete. For seiTer viitualization, new firewalls and 
monitoring capabilities are beisig integrated into some of the leading 
platfonns now. For desktop viitualization, native integration with remote 
access technologies and client-side sandbox capabilities are common. 
Vendors will continue to push the envelope and offer new tools to enhance 
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\drtual environments, but viitualization platforms will evolve to easily allow 
existing security technologies to interoperate more natively, as well. In 
addition, security architecture design will be a "must have" element of virtual 
infrastructure planning and deployment, not a "nice to have". 
6.3 Internet Governance Challenges and Constraints 
The success of the Internet has partly been attributed to its relative 
opermess and low barriers (including minimal security features) to entry. 
However, the same Internet Corporation for Assigned Names and Numbers 
(ICANN), it has done so very reluctantly. 
Though it has been a participant in multilateral forum, the United States" 
agenda invariably has been to ensure that its dominant position is not 
disturbed. 
More recently, approaciies to cyberspace have taken ideological hues, 
with countries ultimately seeking to gain effective control over deciding the 
fomi and shape of cyberspace within their national boundaries. The jockeying 
to influence Internet governance issues has seen increased actively in recent 
times. Most of these have taken place at the multilateral level, with couiitrie.s 
forming coalitions and iDtroclucing resolutions at multilateral forum. While 
Russia lias been intioducmg iesolulions on cyber security at the United 
Nations since 1998, it iecc;rily joined hands with China, Tajikistan and 
L'zbekistan to introduce an "International Code of Conduct for information 
Security" (ICCIS). Some of the clauses within this resolution have been 
criticized as an attempt to increase control over content and infonnation in the 
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guise of securing cyberspace. Proposals by the IBSA forum (ludia, Brazil, 
South Africa) have aiso been seen with similar skepticism. One of the noted 
goals of the recent Cyber Security Summit held by the British government 
would be seen as an effort on the part of the advanced economies to regain the 
initiative in drawing up norms for cyberspace that highlight core Western 
values. 
6.4The Indian Cyberspace 
The National Informatics Centre (NIC) was set up as early as 1975 with 
the goal of providing IT solutions to the government. Between 1986 and 1988, 
three NWs were set up; INDONET connecting the IBM mainframe 
installations that made up India's computer infrastructure, NICNET (the NIC 
Network) being a nationwide very small aperture terminal, (VSAT) NW for 
public sector organizations as well as to connect the central government wdth 
the state governments and district admi-iistrations and the Education and 
Research Network (ERNET), to sen'e the academic and research communities. 
Policies such as the New Internet Policy of 1998 paved the way for 
multiple Internet sen/ice providers (ISPs) and saw the Internet user base grew 
from ! .4 million in 1999 to over 125 million users by 2013 end.""^  Though the 
rate of growth has slowed subseqcentiy. with Internet users now 
approximately above 100 million, exponeiitia] growth is again expected as 
''* Available at: www. idsa.in/systeiri;'files/book_!ndiacybersecurity.pdf, pp 17-18. 
^^ http://www.ojaswitech.co!n''india-pune/intemet-penetration-india.php, (Visited on July 
15,2013), 
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internet access increasingly shifts to mobile pliones and tablets, with the 
government making a determined push to inciease broadband penetration 
from its present level of about 6Vo/' The target for broadband is 160 million 
households by 2016 under the National Broadband Plan. 
Despite the low numbers in relation to the population, Indians have been 
active users of the Internet across various segments. The two top email 
providers, Gmail and Yahoo, had over 34 million users registered from 
India."' Similar figures have also been seen in the social networking arena, 
which is the most recent entrant to the cyber platfonn. India currently has the 
fastest growing user base for Facebook and Twitter, the two top social 
networking sites. An indication of the rapid pace of adaptation to the Internet 
in India is that Indian Railways, India's top e-commerce retailer. It saw its 
online sales go up from 19 million tickets in 2008 to 44 million in 2009, with 
a value of Rs. 3800 crore ($875 million).-^ 
Even though the Indian government was a late convert to 
computerization; there has been an increasing thrust on e-governance, seen as 
a cost-effective way of taking public ser\'ices to the masses across the 
country. Critical sectors such as Defence, tnergy, Finance, Space, 
''' According to the Report for 2010 of the Telecom Regulatojy Authority of India (TRAI), 
o^ •er 381 million mobile subscribers possessed tiie ability to access the Internet through 
their mobiles, with 35 million having accessed at leas! once. 
'^ According to Internet research firm Comscore, 62% of hitemet users in India use Gmail. 
'^  A report compiled by the Indian Market Research Bureau (1A1RB) projects domestic c-
commerce to be in the region of $ 10 billion by the end of 2011. 
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Telecommunications, Transport, Land Ivecords. Public Essential Services and 
Utilities, Law Enforcement and Security all increasingly depend on NWs to 
relay data for communication purposes and for commercial transactions. 
The National e-govemance Program (NeGP) is one of the most 
ambitious in hidia and seeks to provide more than 1200 governmental 
services online. Looking to the future, the Cisco Visual Networking Index 
estimates that India's Interaet traffic will grow nine-fold between now and 
2015, topping out at 13.2 Exabytes in 2015, from 1.6 Exabytes in 2010. That 
will be the equivalent of the data contained in 374,372 DVDs being carried 
every hour through these NWs. 
In terms of contribution to the economy, ihe ICT sector has grown at an 
annual compounded rate of 33% over the last decade. The contribution of tlie 
IT-lTeS industry to GDP increased from 5.2% m 2006-7 TO 6.4% in 2010-11. 
Much of the activities of the Tl/BPO sectoi'. which was responsible for 
putting India on the services export map, would not have been possible but for 
the cost-eiliciencies provided through the expansion of global data NWs. 
The government ha? ambitious plans to raise cyber connectivity. There 
has been a boom in e-commerce, and many acrrvities related to e-governance 
are now being earned out over the Internet. As we grow more dependent on 
the Internet for our daily activities, we also become more vulnerable to any 
disruptions caused m and through cyberspace The rapidity W'ith which this 
sector has grown has raeaiit that governments and private companies are still 
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trying to figure out both the scope and meaning of security in cyberspace and 
apportioning responsibih'ty. As in other countries, much of the infrastructure 
related to cyberspace is with the private sector, which also provides many of 
the critical services, ranging from banking, to electricity to running airports 
and other key transportation infrastructure. 
Taking telecommunications as a case in point, CIl in India comprises 
around 150 Internet and telecom service providers, offering Internet, mobile 
and wireless connectivity to a user base of nearly 800 million. A major 
portion of data communication is facilitated by submarine cables. India has 
landing points for major submarine cable systems which are minimally 
protected. A preview of what could happen by way of these cables being 
disabled took place in 2008 when a series of outages and cable cuts in 
undersea cables running through the Suez Canal, in the Persian Gulf and 
Malaysia caused massive communications disruptions to India and West Asia. 
Other sectors that could be subjected to serious threats include the 
financial sector, which has largely transferred operations online. Stock 
exchanges in the United States and Hong Kong have reportedly been subject 
to cyber attacks. The electricity grid is also vulnerable with the inevitable 
move towards a smart grid, given the economic and efficiency factors. The 
protection of critical infrastructure is a complex task requiring forethought, 
planning, strong laws, teclinologies, PPP and resources. For all these reasons 
it needs to be given top priority by the government. The countiy cannot afford 
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to wait indefinitely for a robust policy to protect this ciiticai infrastructure. 
Above aJJ, the policy makers will need to take the challenge head on. 
The government would necessarily have to work closely with the private 
sector, particularly in promoting cyber security practices and hygiene. 
Cyber Threats 
Cyber threats can be disaggregated, based on the perpetrators and their 
motives, into four baskets: cyber espionage, cyber warfare, cyber terrorism, 
and cvber crime. 
Cyber attackers use numerous vulnerabilities in cyberspace to commit 
these acts. They exploit the weaknesses in software and hardware design 
through the use of malware. DOSS attacks are used to overwhelm the targeted 
websites. Hacking is a common way of piercing the defenses of protected 
computer systems and interfering with their functioning. Identity theft is also 
common. The scope and nature of threats and vulnerabilities is multiplying 
with every passing day. 
Cyber Warfare 
There is no agreed definition of cyber warfare but it has been noticed 
that states may be artacking the infoimation systems of other countries for 
espionage and for disrupting their critical infrastructure. The attacks on the 
websites ox Estonia in 2007 and of Georgia in 2008 have been widely 
reported. Although there is no clinching evidence of the involvement of a 
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state in these attacks, it is widely held that in these attacks, non-state actors 
(e.g. hackers) may ha\'e been used by state actors. Since these cyber attacks, 
the issue of cyber warfare has assumed urgency in the global media. 
The US has moved swiftly and set up a cyber command within the 
Strategic Forces Command and revised its military doctrine, hi the latest 
official military doctrine, the US has declared cyberspace to be the fifth 
dimension of warfare after land, air, oceans and space, and reserved the right 
to take all actions in response, including military strikes, to respond to cyber 
attacks against it. It is almost certain that other countries will also respond by 
adopting similar military doctrines. The issue whether cyber attacks can be 
tenned as acts of warfare and whether international law on warfare applies to 
cyber warfare is being hotly debated. Multilateral discussions are veering 
around to debating whether there should be rules of behavior for state actors 
in cyberspace. 
The issue becomes extrcinely complicated because attacks in cyberspace 
cannot be attributed to mi ideiitifiable person and the attacks traverse several 
computer systems located in multiple countries. The concept of cyber 
deten'ence is also being debated but it is not clear whether cyber deterrence 
can hold in cybersjiace, given the easy irivolvement of non-state actors and 
lack of attribution. 
There is, however, ongoing debate between those who believe that cyber 
warfere is over-hyped and those who believe that the world is heading 
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towards a cyber aririageddon. Both sides iiave valid arguments, but even as 
that debate continues, cyber warfare as a construct has become inevitable 
because the number of countries that are setting up cyber commands is 
steadily growing. These commands have been accompanied by efforts at 
developing applicable military doctrines. There is, therefore, a pressing need 
to think about norms for cyber warfare, whether the laws of amied conflict 
(LOAC) can be adapted to cyber warfare, and how principles like 
proportionality and neutrality play out in the cyber domain. Cun^ent rules of 
collective security such as Art 41 of the UN Charter and Chapter 7 are found 
wanting in the context of cybei' warfare, particularly when it comes to the 
rapidity of cyber attacks, and the inordinate time it takes for decision making 
and action under these rules. 
Cyber Crime 
The increasing online population has proved a happy hunting ground for 
cyber criminals, with losses due to cyber crime being in billions of dollars 
v/oridwide. While other countries are reporting enormous losses due to cyber 
crime, as well as threats to enteq^rises and critical information infrastructure 
(CIl), there are hardly any such reports coming out of India other than those 
relating to cyber espionage. Though the report of the National Crime Records 
Bureau (NCRB) for 2010 reported an increase of 50% in cyber crime over the 
previous year, the numbers were quite small in absolute terms." The total 
^^  http://ncrb.nic.iii/CII%202009/cii-2009/Chapter%20] 8.pdf; (Visited on May 20, 2011). 
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number of cases registered across various categories was 698, but these low 
numbers could be because cyber laws have pro\ ed ineffective in the face of 
the complex issues thrown up by Internet. As a case in point, though the cyber 
crimes unit of the Bengaluru Police receives over 200 complaints every year, 
statistics show that only 10% have been solved; a majority of these are yet to 
be even tried in the courts; and the cases that did reach the courts are yet to 
reach a verdict since the peipetrators usually reside in tliird countries. Even 
though the Infomiation Technology Act (IT Act) 2000 confers extraterritorial 
jurisdiction on Indian courts and empowers them to take cognizance of 
offences committed outside India even by foreign nationals provided "that 
such offence involves a computer, computer system or computer network 
located in India", this has so far existed only on paper. 
Similarly, there are relatively few reports of Indian companies suffering 
cyber security breaches of the sort reported elsewhere. Companies attribute 
this to the primacy placed on information assurance in the outsourcing 
business. Industry bodies such as the National Association of Softsvare and 
Services ComLpanies (NASSCOM) also attribute this to the fact that they have 
been at the forefront of spreading information security awareness amongst 
their constituents, with niitiatives such as the establishment of the Data 
Security Council of India (DSCl) and the National Skills Registry. The Indian 
government has also aided these initiatives in a variety of ways, including 
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deputing a senior police officer to NASSCOM to vvori< on cyber security 
issues, keeping the needs of the outsourcing industry in mind. 
Cyberspace is increasingly being used for various criminal activities and 
different types of cyber crimes, causing huge financial losses to both 
busmesses and individual's Organized crime matia have been drawn to 
cyberspace, and this is being reflected in cyber crimes gradually shifting from 
random attacks to direct (targeted) attacks. A cyber underground economy is 
flourishing, based on an ecosystem facilitated by exploitation of zero-day 
vulnerabilities, attack tool kits and botnets.'" The \asl amounts of money 
lubricating this ecosystem are leading to increased sophistication of malicious 
codes such as worms and trojans. The creation of sophisticated information-
stealing malware is facilitated by toolkits such as ZueS, which are sold on 
Internet for a few thousands of dollars. At the other extreme, components of 
critical infrastructure such as Programmabie Logic Control (PLC) and 
Supervisory Control and Data Acquisition (SCADA) systems were targeted 
by the stuxnet'' malware that attacked supposedly secure Iranian nuclear 
faciiities. Stuxnet exploited five distinct zero-day vulnerabilities in desktop 
systems, apart from vulnerabilities in PLC systems, and exposed the grave 
threat to critical infrastmciure such as nuclear plants and other critical 
infrastructure. Cyber criminals are using innovative social engineering 
'" Abotnetis a collection o! intcrnet-coimccted computers whose security defenses have 
been breached and control ceded to a 3rd party. 
'• Stuxnet is a highly sophisticated computer wonrs. 
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techniques through spam, phishing and social networking sites to steal 
sensitive user information to conduct various crimes, ranging from abuse to 
financial frauds to cyber esjiionage. While large enteiprises are ploughing 
more resources into digital security, it is the small enterprises and individuals 
that are falling prey to cyber crime, as evinced by the increasing number of 
complaints on consumer complaint forums. 
The low levels of computer security are also apparent in recurring 
statistics that show that India is the third-largest generator of spam worldwide, 
accounting for 35% of spam zombies and 11% of phishing hosts in the Asia-
Pacific-Japan region. Over 6,000,000 computers were part of bot N Ws. India 
ranked first in the Asia-Pacific region and contributed 21% to the regional 
total. A continuing trend for Internet users in India was that of the threat 
landscape being heavily infested with worms and viruses. The percentage of 
worms and viruses in India was significantly higher than the Asia-Pacific 
regional average. According to Computer Emergency Response Team India 
(CERT-In), India sees an average of 788 bot-infected computers per day. 
With regard to web-based attacks, India has seen a significant increase and 
has ranked seventh, with 3% of the world attacks, and second in the Asia-
Pacific region. 
Cyber terrorism 
Cyberspace has been used as a conduit for planning teiTorist attacks, for 
recruitment of sympathizers, or as a new arena for attacks in pursuit of the 
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leiTorists" poHlicai and social objectives. Terrorists have been known to have 
used cyberspace for communication, command and control, propaganda, 
recruitment, training, and funding purj^oses. From that perspectix'C, the 
challenge of non-state actors to national security is extremely grave. The 
shadowy world of the terrorist takes on even murkier dimensions in 
cyberspace where anonymity and lack of attribution are given. The 
government has taken a number of measures to counter the use of cyberspace 
for terrorist-ielated activities, especially in the aftermath of the terrorist attack 
in Mumbai in November 2008. Parliament passed amendments to the IT Act, 
with added emphasis on cyber teiTorism and cyber crime, with a number of 
amendments to existing sections and the addition of new sections, taking into 
account these threats. Further actions include the passing of rules such as the 
Information Technology (Guidelines for Cyber Cafe) Rules, 201! under the 
umbrella of tJie IT Act. In doing so, the govemmenl has had to walk a fme 
balance between the fundamental rights to privacy undei" the Indian 
Constitution and national security requirements. While cyber hactivism 
cannot quite be placed in the same class, many of its characteristics place it 
squarely in the realm of cyber terrorism both in terms of methods and end 
goals. 
Cyber Espionage 
Instances of cybei" espionage are becoming quite common, with regular 
reports of thousands of egab>'tes of data and intellectual property worth 
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miiiions being infiltrated from the websites and NWs of both government aiid 
private enterprises. While govermnent websites and NWs in India have been 
breaclied, the private sector claims that it has not been similarly affected. It 
may also be that theft oJ' intellectual property from private enteiprises is not 
an issue here because R&D expenditure in India is only 0.7% of GDP, with 
government expenditure accounting for 70% of that figure. 
Companies are also reluctant to disclose any attacks and infiltration of 
data, both because they could be held liable by their clients and also because 
they may suffer a resultant loss of confidence of the public. 
As far as infiltration of government NWs and computers is concerned, 
cyber espionage has all but made the Official Secrets Act, 1923 redundant, 
with even the computers in the Prime Minister's Office being accessed, 
according to reports. The multiplicity of malevolent actors, ranging from 
state-sponsored to hactivists, makes attribution difficult; governments 
currently can only establish measures and protocols to ensure confidentiality, 
integrity and availability (CIA) of data. Law enforcement and intelligence 
agencies have asked their governments for legal and operational backing in 
their efforts to secure sensitive NW s^, and to go on the offensive against cybei-
spies and cvber criminals who are often acting in tandem with each other, s-iid 
probably with state backing. Offence is not necessarily the best fonn of 
defence in the case of cyber security, as seen in the continued instances of 
senders of the various government departments being hacked and documents 
exhilarated. 
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6.5 Need for a comprehensive Cyber Security Policy 
As in most of the countries around the world, the cyber security scenario 
in India is one of reiative chaos and a sense of insecurity arising out of the 
periodic reports of cyber espionage, cyber terrorism, cyber warfare and cyber 
crime. The complexity of the issue has resulted in a virtual paralysis. Legal 
and law enforcement niechanisms have not shifted gears fast enough to 
grapple with growing cyber crime. 
Periodic newspaper reports indicate that a wide variety of protective 
measures are being contemplated by various agencies, but that is all. The lack 
of a coherent cyber security policy will seriously interfere with India's 
national security and economic development. 
It is essential that more attention at the highest levels is paid to ensuring 
that cyber-related vulnerabilities that can impact on critical sectors are 
identified and removed. A coherent and comprehensive cyber security policy 
will have several n.iajor eleinents, including accurate conceptualization of 
cyberspace threats; building of robust cyberspace through a variety of 
measures, mcluding technical legal, diplomatic, inteniational cooperation; 
creation of adequate organizaiional structures; strengthening of PPPs; HR 
developiricnt; and implementation of best practices and guidelines. The list LS 
only illustrative. 
India's approach to c)'ber security has so far been ad hoc and piecemeal. 
A number of organizations have been created but their precise roles have not 
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been defined nor has synerg}' been created among them. As it transcends a 
vast domain, this falls within the charter of the NSCS. However, there appears 
to be no institutional structure for implementation of policies. Neither the 
private sector nor government has been able to build information systems that 
can be described as reasonably robust. There has not been enough thinking on 
the implications of cyber warfare. 
Meanwhile, many countries are seriously engaged in attending to their 
cyber security doctrines and strategies. The US, Russia, UK, France, 
Australia, Germany, New Zealand, South Korea, China, Brazil, South Africa, 
Denmark, Sw e^den, EU, Singapore, Malaysia the list is long and growing are 
actively engaged in ensuring a safe and secure cyber enviromiient for their 
citizens. The international community is also engaged in a variety of 
discussions. .NATO has taken the task of creating cyber security institutions in 
member countries. A group of governmental experts (GGE), set up by the UN 
Secretary General, gave a report in 2010 on '"developments in the field of iCT 
in the context of intemational security". The repoit noted that there was 
increasing evidence that states were developing ICTs as "instruments of 
warfare and intelligence, and for political purposes". To confront challenges 
in cyberspace, the GGE recommended cooperation among Sikeminded 
partners, among states, between states, and between states and civil society 
and the private sectors. 
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The draft cybei- security policy document put out by the DIT for public 
discussion is an important step but it is essentiah'y a departmental effort, not 
taking a whole of govemment approach. Dl F does not have jurisdiction over 
departments. The document lists a number of major stakeholders, including: 
(1) National Information Board (NIB): (2) National Crisis Management 
Committee (NCMC); (3) National Security Council Secretariat (NSCS); (4) 
Ministry of Home Affairs (MHA); (5) Ministry of Defense; (6) Department of 
Infortiiation Technology (DIT); (7) Department of Telecommunications 
(DoT); (8) National Cyber Response Centre (NCRC); (9) Computer 
Emergency Response Team India (CERT-ln); (10) National Infomiation 
Infrastructure Protection Centre (NIIPC): (11) National Disaster Management 
Authority (NDMA); (12) Standardization, Testing and Quality Certification 
(STQC) Directorate; and (13) sectoral CERTs. However, only CERT-In is 
mandated under the IT Amendment Act, 2008 to serve as the national agency 
in charge of cyber security. The Act also provided for a national nodal agency 
for protection of CIl but it is not clear Vv'iiether such an organization exists 
other than on paper; NDMA and some others play only a peripheral role; and 
many of the sectoral CERTs are yet to come up. In the meantime, real 
oversight over cyber [security may be said to be distributed amongst the 
Ministries of Communication and Technology, Home Affairs and Defence, 
and tlie office of the NSA. 
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6.6 Need for a Nodal Authority 
The NIB is tasked with nationai-levei policy ibrinulation and creation of 
suitable institutions and stmctures on Cyber and Information War (CIW). It is 
considered that the Secretariat of the NSC needs to be suitably structured and 
strengthened with the appointment of a Director General (DG) as head of 
CIW. To ensure the desired level of coordination, the DG must be suitably 
empowered and should be a person who combines a technical, operational and 
innovative mind with a proactive and decision-oriented approach. As 
structured about the functioning and meeting of NIB it feels that there are 
some hurdles in frequently meeting. So, it is tiierefore recommended that a 
smaller effective and flexible apex body be created to oversee and deliberate 
on policy and other issues in respect of CiW. with coordination and 
monitoring left to the DG. This apex body could constantly review the 
situation and institute remedial measures, where required. With experience, 
and contldence in delegation it could possibly take on the role of the NIB. As 
these include public and private agencies, the Planning Commission's 
experience, which incorporates expertise from ali fields, could sen-e as a 
guide. The success of tiie Indian BPO industry is based on ensuring 
dercanding security requirements of clients. Tills experience can usefiiUy be 
adapted and harnessed, lasked as it is, the NIB could under its powers 
establish this apex body and DG CS&IW office as proposed. Permanence in 
functioning could be ensured by the allocation of business rules. 
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6.7 Need for an International Convention on Cyberspace 
Cyber security is becoming an indispensable dimension of information 
security. The rapid growth of ICTs has contributed immensely to human 
welfare but has also created risks in cyberspace, which can destabilise 
international and national security. Global and n.ational critical infrastructure 
is extremely vulnerable to threats emanating in cyberspace. Additionally, the 
giowth of social media (Twitter, Facebook, Orkut etc.) has created a new 
medium for strategic communication that bypasses national boundaries and 
national authorities. The global data transmission infrastructure also depends 
critically on the NW of undersea cables, which is highly vulnerable to 
accidents and motivated disruptions. 
The UN(JA resolution of 8 December 2010 deals with the impact of ICT 
on international security. The underlying concern is that iCT should not be 
used to destabilize international peace and stability. 
Gi\'en the positive as well as negative poteiitiaJ of cyberspace, there has 
been talk of devising an international convention on cyber security which 
would ensure that states behave responsibly in cyberspace. 
There already exist several international conventions (chemicai weapons 
convention, biological toxins and weapons convention, NPT. etc.) and a body 
of iiiternational humanitarian law (Geneva and Hague conventions) from 
which inspiration to di-aw up a cyber warfare convention can be drawn. 
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A pressing question to be considered in the current unpredictable cyber 
scenario is the Following: should India actively engage itself in international 
efforts in framing a treaty or drawing up a framework of coherent cyber laws? 
Or, alternatively, should it wait till its own cyber capabilities mature to a level 
that they are beyond the ambit of control regimes that may evolve as 
subsidiaries of a proposed cyberspace treaty? Such a question has faced 
decision-makers right from the missile to nuclear technology control regime 
eras. 
Opponents of a cyberspace-related treaty argue that even though the 
international efforts for harmonization of international legal frameworks for 
cyberspace do not refer to technology control regimes in their current 
manifestations, it would be just a matter of time before ancillaries corollaries 
of such a treaty may emerge which would be based on technology control 
regimes; and signing such a treaty would result in undermining national 
soverei gn i nterests. 
Similar arguments are brought up in respect of the European Convention 
on Cyber crime, specifically Article 32, which, countries like Russia maintain, 
undermines their sovereignty. 
The argumejit is that such treaties are biased in favour of the 
requirements of the major international players/powers and that hidia should 
stay aloof from such exercises till its own cyber capabilities mature to a level 
that they are beyond the ambit of control regimes. But this t>TDe of isolationist 
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approach is extensively dependent on capability maturity model; and derives 
little or no benefit of the opportunities that can be capitalized by following an 
engagement model towards these treaties and conventions. On the other hand, 
most of these cyber treaties are currently in their infancy and are undergoing 
development at various tiers 2 and tier 1 forums. If at this stage India 
proactively engages with the international community in drafting these cyber 
treaties and conventions, and capitalizes on this opportunity by molding these 
cyber treaties and conventions to suit its sovereign interests, then the benefits 
achieved by the engagement approach would, without doubt, outweigh the 
potential outcomes of an isolationist approach. 
Can there be a convention to govern cyber warfare, cyber weapons, use 
of force in cyber warfare, prevent cyber crime, etc.? As debate on these issues 
goes on, there is as yet no convention governing cyberspace. One idea that 
has been mooted is that critical systems like those of schools and hospitals 
should be protected from attacks in cyberspace, as attacking them would be 
tantamount to violating international humanitarian law. It is a separate matter 
v.'hether such information systems can be marked for protection and whatever 
source of attack can be identified and sanctioned, 
A cyber conveniion would be unlike existing conventions in many ways. 
This is because in cyberspace attribution and identification is extremely 
difficult and identities can be easily masked. Cyber attacks also typically 
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involve systems located in many countries. Often, cyber attacks are silent and 
go unnoticed for long periods. 
UNGA has regularly passed resolutions on information security. 
Information security summits have been held in which cyber security has also 
been discussed. Several regional initiatives like the European Convention on 
Cyber crime have been in existence for decades. These efforts can be 
consolidated hi the fonn of a cyberspace convention. The key issues for 
consideration for a possible cj-berspace convention would be: 
National critical infrastructures should not be harmed. 
> Secure, stable and reliable functionmg of the Internet should be 
ensured. 
> A common understanding of Internet security issues should be 
evolved. 
> National governments should have the sovereign right to make 
national policies on ICT consistent with international norms. 
> A global culture of cyber security based on trust and security should be 
encouraged. 
> The digital di\ ide sliould be overcome. 
> International cooperation should be strengthened. 
> PPP should be encouraged. 
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> CIA of information systeins should be ensured. 
> Balance between the need lo maintain law and order and fundamental 
human rights should be maintained. 
Such a convention would also define more precisely what constitutes 
tlireat in cyberspace and W'hat would be the basic principles of information 
security. It would have many don'ts, as for instance the obligations on states 
not to lake any overt or clandestine measures which would result in cyber 
warfare. It would also need to define what the use of force in cyberspace 
would mean and in what circumstances such force can be used, if at all. Hovv' 
would a state react if it is subjected to cyber attacks by a state, or a non-state 
actor, or by a combination of the two? Given the nature of cyberspace, where 
attribution is difficuU, these prohibitions will be hard to define and even 
harder to agree upon. 
Arriving at a cyberspace convention would prove highly contentious. 
Yet, in India we need to debate openly the merits and demerits of the 
international law on cyberspace. Is such a convention possible at all? An 
Indian view needs to be evolved. 
6.8 Jurisdiction Issue 
Territoriai limitation on the iniernet becomes of peripheral nature in the 
virtual medium as the web i)ages on the net can reach almost every province 
in the nation and conceivably alm.ost every nation on the globe. This is where 
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the point of friction between the cyber world and the territorial world begins 
as in the temtorial world there are limitations set up by the sovereignty of the 
nation which is not the case in the cyber world.'' 
A judicial system can function effectively if it is well regulated; it is 
these regulations that identify every functional aspect of the judicial system 
including the jurisdiction of the courts. A court in order to deliver effective 
judgments must have proper and well defined jurisdiction, as without a 
jurisdiction tb£ court's judgments would be ineffective Jurisdictions are of 
two types namely, Personal and Subject Matter jurisdiction, and for a 
judgment to be effective both these types must exist contemporaneously. 
Further the conventional requirement as to a party can sue anotlier is at the 
place where the defendant resides or where the cause of action arises. This 
itself is the problem with Internet jurisdiction as on the net it is difficult to 
establish the above two criteria with certainty. Issues of this nature have 
contributed to the complete confusion and contiadiction that plague judicial 
decisions in the area of Internet jurisdiction. 
The IT Act 2000 passed in India is a perfect exam.ple of the ambiguous 
law in the area of jurisdictioi] in the context of the Internet. Section 1(2) 
provides that the act shall extend to the whole of India and, save as otiierwise 
provided in this Act, it applies also to any offence or contravention there 
32 http://www.siu.edu.iny'Research/pdt7\^ ishal_Dhoire.pdf; (Visited on December 20, 2012). 
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under committed outside India by any peisoi!. Similarly Section 75(2) 
provided that this Act shall apply to an oftence or contravention committed 
outside India by any person if the act or conduct constituting the offence or 
contravention involves a computer, computer system or computer network 
located in India. Such a provision appears to be against the principle of 
justice. Going to the next level, let"s say even if the Indian court successfully 
assert jurisdiction and pass a judgment as per the above provisions of the IT 
Act 2000, the other question that arises will the foreign courts implement such 
a judgment? In case of the above predicament the only way to resolve such a 
dispute is by means of having an extradition treaty with the host nation and 
India, further it has been suggested that the Indian court develops justifiable 
ground on which the extra-territorial jurisdiction may validly be exercised as 
done by the American Judiciary."^ 
From the above it becomes necessary to appreciate the complexities 
involved and thus it becomes indisjjensable to understand the nature of the 
Cyber crime, and whethei the existing penal lav.-s are sufficient. 
When Macaulay introduced the Indian penal code in 1860 the notion of 
Cyber Crimes was completely uniaiown. Further until the IT Act 2000 was 
enacted there was no legal provision viz. Cs'ber Crimes; this was the sole 
ratioiale along v/ith recognizing tran.sactions carried on by means of 
'^ Kamath, Nandan, IMW Relating to Computers, Internet And E-Commerce.New Delhi, 
Jain book depot., edition 5"', 2012, p. 53. 
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electronic coiiimunications to augjiient the e-commerce, with which the IT 
Act 2000 was enacted. Further a blanket provision was made under section 77 
of the IT Act 2000 which provides that the penalties or confiscations provided 
under the IT Act 2000 will not release an offender from liability under any 
other law, in short the substantive provisions of the IPC are still applicable to 
Cyber Crimes committed in India/' 
Criminal Liability under Indian Criminal Law and the Information 
Technology Act 2000 
The Indian Criminal Law hovers around the Indian Penal Code, though 
there are other statutes which provide for criminal liability, but the Indian 
Penal Code is the sole authority in regards of deciding the conditions required 
to fulfil! criminal liability. Various expressions have been used in defining 
offences under the Indian Penal Code like intention', "Knowledge" etc but in 
spite of this clinical treatment of mens Rea experience has shown that the 
court have imported the Common law maxim of mens Rea in the process of 
inteipreting the offence defined under the Indian Penal Code and other special 
statutes.'"' Thus the Courts in India have been treating the concept of mens 
Rea on offence to offence basis. Thus it can be said that the maxim "actus 
lion jacit renin nisi mens sit rea" as a maxim has no significance to the 
'"' Penalties or confiscation not to interfere with other punishments: No penalty imposed oi' 
confiscation made under this Act siial! prevent the imposition of any other punishment to 
which the person affected thereby is liable under any other law ihr the time being in 
force. 
•" The Regina v. Pnnce Case 13Cox CC 138. 
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offences under the Indian Penal Code. Where the code lias not indicated any 
peculiar guilty intent or knowledge etc then the court presume, by considering 
the general definition that such an omission was made with some specific 
intention. In such case it would be unfair to import the maxim and anive at a 
judgment declaring the offender guilty. The Indian Law Commission in its 
47th Report has mentioned that as a result of the transition process that the 
society w-as going through i.e, from a simple to an industrialized society it has 
become incumbent to contain the malpractices that were prevailing in the 
society then as such malpractices were unknown before for instance Unfair 
Trade Practices, Adulteration in Food, drugs etc, thus to restrain the emerging 
situation the judiciary and the parliament played a pivotal role in introducing 
the concept of Strict Liability because it is difficult to prove guilty intension 
of the offender in such socio-economic crimes. The effect of this was that 
with the imposition of Strict Liability under Criminal Law the burden of proof 
shifted from the prosecution to the defendant, and the Guilty mind need not be 
proved example in crimes like hacking it is almost impossible to prove guilty 
mind. 
In iegards of th.e Cvber Crimes under the Information Teclmologv Act 
2000 the Liability is divided into three categories. This has been done in order 
to avoid broad criminalizaiion of all the wrongful acts in the virtual medium. 
Firstly there are certain wrongful acts that do not attract criminal liability and 
mens rea is not applicable to them, such acts are subject to civil penalties and 
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strict liability is imposed on the wrongs of this category'^' e.g. failure to 
maintain books of accoi!?its. or contaminating the computer with viruses etc. 
Secondly there are cenain acts where mens rea has been made and 
fundamental part of the definition of the ofTence, thus expressions like 
'Knowledge', 'intension' etc are included in the definition of such offences'^ 
e.g. tampering with the computer, publishing for fraudulent purposes etc. 
Lastly there are some acts or omissions that are made criminally liable with 
strict liability' e.g. Penalty for breach of confidentiality and privacy, penalty 
for misrepresentation etc. 
Antiquated Criminal Procedural Laws 
The distinctive feature of the cyber crimes has also had their 
consequence on the criminal procedural laws which have become more 
obvious in the areas of prosecution and investigation of the cyber crimes. The 
significant feature of this ever widening space between the law enforcement 
agencies and the cyber criminals is that the law enforcement agencies of most 
of the nations are not oriented for the dexterity necessary for investigating the 
crime in the xirtual medium to add to this complexity is the trans-national 
nature of the cyber crime. The result is that the traditional methods of crisne 
investigation and the eviciencc collection have become obsolete partially. 
Following reasons can be attributed. 
'^  Sections 43,44,45 of the Infon-naiion Technology .A,ct 2000. 
" Sections 65,66, 67,74 of the Infonnation Technology Act 2000. 
'^  Sections 71,72,73 of the Infomiation Teclinology Act 2000, 
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As per the traditional criminal procedure as soon as the police officer 
come to know about the commrssion of the offence he/she is expected to visit 
the scene of the crime, and collect the tlrst hand details about the crime.''^ If 
the offence is of a cognizable nature then he must initiate investigation of the 
crime, but in case of a non-cognizable crime the officer is required to record 
the complaint and direct the informant to a Magistrate having power to try 
such case.'*^ The problem faced by the police officer is to begin with is that 
the victims are not aware of the fact that a crime has been committed against 
them or that the crime is beine committed. 
Further the police officer is empowered to ensure the attendance of the 
person who gives the information or who is acquainted with the facts and 
circumstance of the case. But in the context of cyber crime it has been noticed 
that there is very low reporting of the crime to the police, this factor must also 
be taken into consideration that the non-realization of the commission of the 
crime. The reasons cited for trie Non-repoiting of the crime are many, and 
many of them are of convincing nature e.g fear of bad publicity, breach of 
security systems will affeci the goodwill and confidence of the customers, 
fear of insurance cover of the companies been blown off, fear of transparency 
in the activities of the victiin i.e. financial and other trade secrets wili be 
required to be parted with to the investigation authorities etc. 
'^ Sections 154,156, 157 oftheCr.PC. 
"*" Section 155 of the Cr.PC, committal of the case for trial. 
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Few steps that have been ]-ecommended by Dr.S. V. .loga Rao in order 
to facihtate reporting and investigation of" cyber crimes are: 
i. EstabHsh an incident response pohcy. 
ii. Maintain an up-to-date human resource record. 
iii. Archive systems logs. 
The next stage of investigation is of Search and Seizure by the PoUce 
officers and the collection of incriminating evidence connected with the 
crime. Again in the present context of cyber crimes the investigation process 
requires collection of the data, which fliither needs to be evaluated, which 
may be stored in a computer system located in some other country in case of a 
trans-national computer crime. The police authorities fmd getting access to 
such data in other country difficult and time consuming. Further the 
investigation agencies need to be careful as the possible evidence in a 
computer system can be altered and the genuineness of such evidence is often 
challenged in the courts of law. The Indian Infomiation Technology ,Act 2000 
has addressed such issues by making amendments to the Indian Evidence Act 
1872; the tenn electronic records have been included in the definition of the 
term evidence. ' 
*' Dr. Rao, S.V. Joga, Lavj of Cyber Crimes & Information Technology Law.Lucknow, 
Eastern Book Company, edition 2004, p. 194. 
"•^  The Second Schedule of the Information Tedinology Act 2000. 
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The Degree of power of search is aisc one important aspect which needs 
to be addressed. The problem mainly arises in the area of Public International 
law with respect to search and seizure of databases via an international 
telecommunications network systems, as any unauthorized penetration in such 
databases would amount to infringement of the sovereignty of that State 
where the data is stored, further such unauthorized access to any computer 
system is an offence in India.'^ "' Further the major hindrance that is caused in 
the investigation of cyber crimes is the level of expertise on the cyber 
forensics, as they must have extensive knowledge of the hardware, software, 
operating systems and the data-processing systems. Further the security 
software's, encryption software's limit the process of deciphering the data 
stored on the computer system. This is despite of the provision made in the 
criminal procedure code for the surrendei" of the documents or objects which 
are necessary for the investigation purpose either before the court or to the 
investigation officer on his written order.' Along with the above provision 
there is also a duty cast on the person m-chaige of the premises to grant 
access to the investigation authorities. 
'o^ 
Another aspect which needs to be highlighted in light of the search and 
seizure of data is the tapping of telephone communications lines. This 
becomes inevitable especially in the case of Internet crimes as data is only 
^' See Section 43 and Section 65 of the Infonnauon Technology Act 2000. 
'" See Section 91 of the Cr.PC. 
4i See Section 100 of the Cr.PC. 
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transmitted and not stored permanently on the computer system. This may 
necessitate real time monitoring system to make possible collection of 
evidence and make possible catching the suspect 'red handed". But in order to 
make such provisions in law, care need to be taken about the Right to privacy 
as unlike in the case of search and seizure, which amounts to perceptible 
interference which is of a limited nature, interception of the communication 
amount to gross invasion of the right to privacy. At the moment the power of 
wiretapping have been provided under section 5 of the Indian Telegraph Act 
1885. which lays down a complex procedure and a so that this power is not 
misused. The Information Technology Act 2000 provided for a specific power 
to intercept transmitted information through any computer resource under 
section 69. Comprehensive provisions with detailed procedures were made in 
the Convergence Bill introduce in year 2000 viz. interception of all kinds of 
communication like wire, electronic communications etc, however this in due 
course lapsed and failed to become a law."*^ ' 
6,9 Cyber Crimes and the nature of Evidence 
The nature of evidence in the real world and the virtual world is 
different. This disparity is conspicuous in all the stages of evidence detection, 
gathering, storage and e.xhibition before the court. The critical part is that all 
the investigation authorities that are responsible right from the stage of 
collection of the evidence to the presentation of the evidence before the court 
46 
'" Supra Note 36, p 182. 
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must understand the distinguishing attributes of the evidence so that they can 
preserve the evidence collected by them. In this regard the role of the 
judiciary also becomes vital as the judiciary must also be in the position to 
appreciate the computer evidence presented before them. Contrary to the real 
world crimes where any tangible evidence in the fomi of finger prints, 
weapon of crime, blood stain marks etc can be traced, in the virtual world 
such traces become very difficult to find. The science of computer forensics is 
gaining significance in the investigation departments, corporate world, 
government departments etc. Let us understand some of the challenges that 
are involved in the process of cyber evidence detection, gathering, storage and 
exhibition before the court."*^  
It is considered difficult to expunge the infomiation from the computer 
system than what is generally contemplated. This can be done with the help of 
computer forensics who are able to gather evidence or even recover 
infonnation which may have been deleted intentionally. It is vital that the 
victim report the law enforcement agencies about the crime as early as 
possible."*^ The process of preservation of cyber crime evidence lies within the 
understanding of an efficient and knowledgeable computer forensics expert 
because any carelessness in the process can lead to diminutive value of the 
evidence. The most often faced impediment is that the victim-companies are 
47 Supra Note 31 
^^ Supra note 28, pi6. 
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more concerned with restoration of their systems to full operational status 
rather than allowing proper evidence collection. Thus the timely assistance of 
the computer forensics expert can help collect evidence from the system 
within shortest time possible. 
Cyber evidence is of physical or logical nature. It is the physical 
evidence that can be traced easily as the investigator just has to visit the scene 
of crime and search for and take into his custody computer hardware, which 
may constitute main frame computers to pocket sized personal assistants, 
floppy diskettes, electronic chips etc. The facets of the logical component of 
the cyber evidence are of different nature. This entails a process described as 
'Infomiation Discovery' wherein the investigator scrutinizes through the log 
files, and tries to salvage the data from a computer system which has been 
affected. 
Once the required evidence is identified, then the investigator must 
ensure that the same is collected by adhering to the legal requirements, such 
as evidence is collected only after the requisite warrant for it is issued or if the 
information appears to be outside the scope of the warrant then additional 
waiTant be issued. The evidence collected becomes valid in the courts of law 
only if the evidence is collected by legal means."*^  At the moment only 
officers not below the rank of a Deputy Superintendent of Police and officers 
deputed bv the central sovemment can be authorized to enter public places 
49 Supra note 36, p 197. 
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and collects evidence and carry out search operations and airest.^ *' This 
authority has been given to higher grade officers at the moment keeping in 
view the misuse of this power viz. right to privacy and ensuring the validity of 
the cyber evidence As of now in India the concept of 'Reasonable expectation 
of Privacy' has not be developed. The issues involved in this are that whether 
an 'individual's demeanor reflects subjective expectation of privacy' or "the 
individual's subjective expectation of privacy is such that the society is ready 
to recognize it as reasonable'.^' 
Another quarter which needs to be tested under cyber evidence and 
which is inevitable is the appreciation of the computer generated evidence by 
all the authorities associated with the process of administration of justice. 
Thus not just the judiciary^^ but also the prosecutors, the defence lawyers 
must become familiar with the technicalities, this is so because till now these 
authorities were dealing v/ith evidence in the tangible fonn but the nature of 
evidence undergoes complete change under the virtual medium, they will 
have to adjust themselves to appreciate the evidence in logical format. 
•" See Section 80 of the InloiTnation Technology Act 2000. 
' ' Supra note 36, p. 198. 
" Section 46 of the Infonnation Teclinology Act 2000 empowers the Central government in 
appointing adjudicating olTicers having experience both in the information teclinology 
and the legal field. 
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7.0 Conclusion 
Change is inevitable and the dilemmas that advancement in technology 
poses cannot be avoided. The truth is that the criminals have changed their 
methods and have started relying on the advanced technology, and in order to 
deal with them the society, the legal, and the law enforcement authorities, the 
private corporations and organizations will also have to change their 
mechanism to combat it. Further such experts must not only be 
knowledgeable but must also be provided with necessary technical hardwares 
and softwares so that they can efficiently fight the cyber criminals. Thus, 
necessary facilities must be established in various parts of the country so that 
crime in the virtual world can be controlled'. Another aspect which needs to 
be highlighted is that a culture of continuous cyber education and learning 
needs to be inculcated amongst the legal and the law enforcement authorities 
because the Infonnation Technology field is very dynamic as the knowledge 
of today becomes obsolete in a very short time. Lastly the preamble of the 
Infonnation Teclinology Act, 2000 provides that the Act was passed with the 
objective to give legal recognition for transactions carried out by means of 
electronic data interchange and other means of e-commerce, further the Act 
' Cyber cell of the law enforcement agencies have started operating in metropolitan cities 
like Pune, Mumbai, Hyderabad, Chennai, Bangalore etc. 
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has also made amendments to the Indian Penal Code 1860, Indian Evidence 
Act 1872, The Bankers Books of Evidence Act 1891, and the Reserx'e Bank 
of India Act, 1934 for facilitating legal recognition and regulation of the 
commercial activities. Though this objective of the Act is not to suppress the 
criminal activity, but this act has defined certain offences and penalties to 
overpower such omissions, which is understood to come within the 
characterization of cyber crimes. From this, it can be inferred that the law 
cannot afford to be static, it has to be change with the changing times and viz. 
cyber space. This is all the more required, that many applications of the 
technology can be used for the bettemient of the mankind, similarly it equally 
true that such application can also be used for the detriment of the mankind as 
has been demonstrated by the Spy-cam case. The bottom-line is that the law 
should be made flexible so that it can easily adjust to the needs of the society 
and the tecltmological development. 
In the information age the rapid development of computers, 
telecommunications and other technologies has led to the evolution of new 
fomis of trans-national crimes known as "cyber crimes". Cyber crimes have 
virtually no boundaries and may affect every country in the world. Cyber 
crimes are "any crime which is committed with tlie help of computer and 
teleconmiunication technology", with the purpose of influencing the 
functioning of computer or computer systems. To understand cyber crime as a 
significantly new phenomenon, v/ith potentially profoundly new 
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consequences, it is necessary to recognize it as a constituent aspect of the 
wider political, social and economic reconstructing currently affecting 
countries worldwide. Free flow of uncensored information on electronic 
networks and web-sites is as attractive to insurgents and extremists groups as 
it is to dissidents proclaiming their human rights just as crimes have changed 
with the growth of information technology so have the categories of criminals 
who engage in such crimes. 
Since users of computer system and internet day by day are increasing 
worldwide. It has become easy to access any infomiation easily within a few 
seconds by using internet which is the medium for huge infomiation and a 
large base of communications around the world. Certain precautionary 
measures should be taken by netizens while using the internet which will 
assist in challenging this major threat of Cyber Crime. 
The researcher observed that the benefits of electronic revolution have 
reached in each and every nation of the world. Neither the most of the nation 
of the world have got separate law, mutual agreement and multilateral treaties 
between the nations to deal with the problem of cyber law nor there any such 
international agreement, convention, declaration, protocol or resolution to 
deal with the cross border cyber crime. The absence all these have made 
countries vulnerable to the tlu'eats of cyber crimes. Therefore, there is no 
denying the fact that an international agreement on the ways and means of 
dealing with cyber crime is urgently required to address the problem in a 
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holistic manner. Cyber Crimes are the 'Crimes against 'Humanity', 'Crimes 
against Development' and above all 'Crimes against Civilization.' The 
problems associated with the use of malware are not peculiar to any particular 
country as the menace is global in nature. The countries all over the world are 
facing this problem and are trying their level best to eliminate this problem. 
The problem, however, camiot be effectively without support of popular 
public and judiciary. 
The extent of loss worldwide of cyber crimes is tremendous as it is 
estimated that about 500 million users of the internet can be affected by the 
emergence of cyber crimes. Cyber crimes are a very serious threat for the 
times to come and pose one of the most difficult challenges before the law 
enforcement machineiy. Most of the cyber crimes do not involve violence 
rather than the greed, pride, or play on some character, weakness of the 
victims. It is difficult to identify the culprit, as Net can be a vicious w-eb of 
deceit and can be accessed fiom any part of the globe. For these reasons, 
cyber crimes are considered as "White-Collar Crimes". 
The legislature carmot enact a law against the general public opinion of 
the nation at large. Thus, first a public support has to be obtained not only at 
the national level but at the international level as well. The people all over the 
world are not against the enactment of statutes curbing the use of malware, 
but they are conscious about their legitimate rights. Thus, the law to be 
enacted by the legislature must take care of public interest on a priority basis. 
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This can be achieved if a suitable tecliiiology is supported by an apt 
legislation, which can exclusively take care of the menace created by the 
computers sending the malware. Thus, the self-help measures recognized by 
the legislature should not be disproportionate and excessive than the threat 
received by the malware. Further, while using such self-help measures, the 
property and rights of the general public should not be affected. It would also 
not be umeasonable to demand that such self-help measures should not 
themselves commit any illegal act or omission. Thus, a self-help measure 
should not be such as may destroy or steal the data or secret information 
stored in the computer of the person sending the malware. It must be noted 
that tu'o wrongs cannot make a thing right. Thus, a demarcating line between 
self-help and taking law in one's own hand must be drawn. In the ultimate 
analysis, it must not be forget that self-help measures are "watchdogs and not 
bloodhounds'", and their purpose should be restricted to legitimate and 
proportionate defensive actions only. In India, fortunately, we have a sound 
legal base for dealing with malware and the public at large has no problem in 
supporting the self-help measures to combat cyber terrorism and malware. If 
still there remains any doubt or objection, then it will be sufficient to mention 
that only a computer can react fast enough to take care of the menace of 
malware and the traditional methods of law enforcement are helpless in this 
regard. The problems of lack of haraionization, doubt regarding jurisdiction, 
lack of a unifomi extradition law bet\¥een various countries of the world, etc. 
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can be solved only by using a legituiiate, proportionate and reasonable 
mechanism of self-help, which is not only instant but also free from 
technicalities and formalities. 
The problem of cyber tenorism is multilateral having varied facets and 
dimensions. Its solution requires rigorous application of energy and resources. 
It must be noted that law is always seven steps behind the technology. This is 
so because we have a tendency to make laws when the problem reaches at its 
zenith. We do not appreciate the need of the hour till the problem takes a 
precarious dimension. At that stage, it is always very difficult, if not 
impossible, to deal with that problem. This is more so in case of offences and 
violations involving information technology. One of the arguments, which are 
always advanced to justify this stand of non-enactment, is that "the measures 
suggested are not adequate to deal with the problem". It must be appreciated 
that "something is better than nothing". The ultimate solution to any problem 
is not to enact a plethora of statutes but their rigorous and dedicated 
enforcement. The courts may apply the existing laws in a progressive, 
updating and purposive manner. It must be appreciated that it is not the 
"enactment" of a law but the desire, will and efforts to accept and enforce it in 
its true letter and spirit, Vv']}ich can confer the most strongest, secure and safes! 
protection for any purpose. The enforcement of these rights requires a 
"qualitative effort" and jiot a 'quantitative effort". Thus, till a law dealing 
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expressly with cyber terrorism is enacted, we must not feel shy and hesitant to 
use the existing provisions. 
In summing up, as the contemporary world is basking in the 
achievements in the field of communications and information technology, it 
has become highly imperative to check the emergence and growing menace of 
Cyber Crime. 
7.1 Suggestions 
The judiciary can play a pivotal role in implementation of cyber law only 
if it is high-tech equipped. It has to adopt new mechanism of administration of 
justice to be known as e-justice. Electronic justice can provide speedy trial so 
as to convict cyber criminals without undue delay. Delay in trial may cause 
loss of evidence as electronic records are not of permanent nature in 
comparison to other records. It is suggested that the Indian Parliament should 
pass Electronic Code of Criminal Procedure for e-courts for expeditious trial. 
The Law Commission of India lias stressed the need for enactment of 
more cyber laws and for establishment of electronic courts to deal with cyber 
crimes. It is suggested that the scope of existing law may be extended to cover 
variety of cyber activities but enforcement aspect should not be ignored. 
Prevention is better than cure, therefore, the preventive measures to 
protect electronic records ma}' be more fruitilil than enactment and high-tech 
professionals can better accomplish this task. Law is an effective weapon to 
267 
Conclusion and Suggestions 
B[iiie!!ffi»^'ii-*s^^a«v;sitpj.i*K*i«^g.»^o;'ai'i3^saE^^ •^,-:' i^Tr'-^^-iicseimati^sss^^nmsimjM 
regulate human behavior yet in high-tech sj^ here the scientists and teciinical 
persons can play a better role. 
It is obser\'ed that teenagers commit cyber crimes and sometimes they 
play hacking game to adopt adventurous task. They are ignorant of the 
consequences of their act. They are also unaware of the deterrent provisions of 
cyber law. Therefore, in school education cyber ethics should be incorporated 
in course curriculum. The services of the hacking minded children should be 
used for constructive purposes. 
It is not expected from judge to possess liigh-tech knowledge to deal with 
cyber crimes and for that they can seek expert opinion. Forensic science 
experts always render their useful sen'ices to courts in administration of 
criminal justice. It is suggested that the institutions of forensic science should 
establish special cell to identify cyber crimmals. 
When a person beyond the territory of India commits cyber crime, 
damaging within the ten"itory of India any computer system, there is no easy 
way to procure the aiTest of such criminal in absence of extradition ti'eaty, It is 
suggested that international law should be developed accordingly. 
Perfection can be attifouted only to Ahnighty. Whatever steps taken by 
India is good initiative in the field of cyber space and, I hope that in near 
future it will continue to take long strides on the path of curbing cyber crimes 
and to regulate other cyber activities, it will take lesson from its own past 
experience and the experience of other developed countries to make the 
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existing cyber law more comprehensive and to built an appropriate and 
efficient infrastructure to enforce it. 
Nevertheless, to prevent and control cyber crime and cyber 
teiTorism, there is a need to adopt several preventive and controlling 
measures through law and public awareness. 
*l* There is a need of specific provision with .a clear definition of 
'cyber terrorism'. We may say that 'cyber terrorism is the use 
of computer as tool or target to cause unpredictable violence 
and threat in the mind of general people about safety, security 
and in the mind of Government about national security, safety 
and interest etc ' 
••• There is need to evolve international standard of security 
measures. 
<• Government agencies must specially choose Local Area 
Netvv'ork (LAN) for international communications. 
•** They must adopt their own communication, secret and confidential 
fiber method; delete confidential information after use etc. to fight 
against virus, VvOrm, hacking hijacking, net-war, cyber terrorism 
etc. 
*> Regular updating antivirus software, changing password, updating 
operating system etc. are few pi-e\'entive measures. 
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••• There is great need of awareness like IT education, and training 
among government agencies as well as general people 
<• There is need to improve infrastructure of law enforcing agencies. 
•t* Our Judiciary should also have some training and Infrastructure 
development in this field. 
*t* To prevent and control net warfare, investigative agencies must be 
empowered to deface terrorists' websites and network. 
<• There is need to develop law to prevent and control cyber terrorism 
where mobile and wireless is used by ten'orists. It required specific 
Law fixing responsibility, liability and accountability of tlie internet 
ser\ace providers: e.g., they must be prohibited from using the user 
numbers of their clients. 
<* Cyber terrorism may be controlled by investigating suspected wire-
less, mobile phones and service providers like 'history' in 
Computer, through 'menu' in cell phone. 
<• In 9/11 attack on WTC & pentagon, network of airways was 
attacked and it did not affect other networks. That is why others 
were not alerted about that attack. Network ser\dces must be 
connected with each other to share OJ- exchange infomiation to alert 
others for sudden attack. 
*> A committee must be constituted to study the various provisions 
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under the Information Teclinology Act, 2000 and the provisions 
contained in the Indian Penal Code, 1860 to suit to the 
requirements in the administration of Cyber Justice. 
••• Identification of exposures through education will assist 
responsible companies and fimis to meet out these challenges. 
•> One should avoid disclosing any personal information to strangers 
via e-mail or while chatting. 
•*• One must avoid sending any photograph to strangers by online as 
misuse of photograph incidents is increasing day by day. 
*l* An updated Anti-virus software to guard against virus attacks 
should be used by all the netizens and should also keep back up 
volumes so that one may not suffer data loss in case of virus 
contamination. 
• A person should never send his credit card number to any site that 
is not secured, to guard against frauds. 
<* In order to protect children from harassment and bullying parental 
control is necessary. 
*> Web site owners should watch traffic and check any irregularity 
on the site. It is the responsibility of the web site owners to adopt 
some policy for preventing cyber crimes as number of internet 
users are growing day by day; 
27] 
Conclusion and Suggestions 
•> Web servers running public sites must be physically separately 
protected from internal corporate network. 
• It is better to use a security program by the body coiporate to 
control information on sites. 
••• Strict statutory laws need to be passed by the Legislatures keeping 
in mind the interest of netizens. 
• IT department should pass certain guidelines and notifications for 
the protection of computer system and should also bring out with 
some more strict laws to breakdown the criminal activities relating 
to cyberspace. 
<• As Cyber Crime is the major threat to all the countries worldwide, 
certain steps should be taken at the international level for 
preventing the cybercrime. 
•J* A complete justice must be provided to the victims of cyber 
crimes by v.'a)' of compensatory remedy and offenders to be 
punished with rigorous punishment so that it will anticipate the 
criminals of cyber crime. 
••• It is better to use a security programme that gives control over the 
cookies and send information back to the site as leaving the 
cookies unguarded might prove fatal. 
•:• Web site owners should watch traffic and check any iiTegularity 
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on the site. Putting host based intrusion detection devices on 
sei-vers may do this. 
••* Make Backups of Important Files and Folders to protect important 
files and records on your computer if your computer malfunctions 
or is destroyed by a successful attacker. 
*t* Habitually download security protection update patches & Keep 
your browser and operating system up to date. 
• Change administrator's password from the default password. If the 
wireless network does not have a default password, create one and 
use it to protect the network. 
*l* Turn off the network during extended periods of non use, disable 
file sharing on computers, etc. 
••• Check your online account frequently and make sure all listed 
transactions are vaiid. Use a variety of passwords, not same for all 
of your account. 
*> Never respond to text messages from someone you don't know 
and ooen email attachment carefully. 
<• Never let someone you don't know use your cell phone and avoid 
posting your cell phone number online. 
7.1,1 PRACTICES RECOMMENDED FOR CYBER CRIME 
PREVENTION 
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Firewalls: These are the programs, which protect a user from unauthorized 
access attacks while on a network. They provide access to only known users, 
or people whom the user pemiits. 
Frequent password changing: With the advent of multi-user systems, 
security has become dependent on passwords. Thus one should always keep 
passwords to sensitive data secure. Changing them frequently and keeping 
them sufficiently complex in the first place can do this. 
Safe surfing: Safe surfing involves keeping ones e-mail addi^ ess private, 
not chatting on open systems, which do not have adequate protection 
methods, visiting secure sites. Accepting data from only known users, 
downloading carefiilly and from known sites also minimizes risk. 
Frequent virus checks: One should frequently check ones computer for 
viruses and worms. Also any external media such as floppy disks and CD 
ROMS should always be vims checked before running. 
Email filters: These are the programs, which monitor the inflow of mails 
to the inbox and delete automatically any suspicious or useless mails thus 
reducing the chances of being bombed or spoofed. 
7.1.2 POLICIES RECOMMENDED FOR CYBER CRIME 
PREVENTION 
Other than the practices discussed above, some policies are also 
recommended for the code of cyber society, to be at safer side. These policies 
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should be bringing into practical part so that the practices are easier to 
implement. Policies recommended are: 
*t* Integrated policies are required to ensure the effective benefits 
from the Information system. The basic challenge and issue in 
the development of a cyber society, is the lack of financial and 
trained human resources. 
• A strong education system should be followed in the society to 
deliver education at every stage of the society with a special 
stress on Information Technology which should be secure and 
free from cyber crime and in reach to a common man. 
••• Promotion of Research & Development in ICTs area and also in 
Human Resource Development as a core part of the system. 
••• Up to date, common, and mutually supporting cyber laws should 
be there to fight with cyber crime and protection of intellectual 
property rights towards the creation of cyber crime free 
inforaiation society. 
••• Adoption of ICTs standards, regulation, and quality assurance to 
foster high quality and secure services and productions that keep 
competition in place for the benefits of the communities v,'ithin 
each country. 
*l* High levels of awareness among the each part of the society 
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should be there with regard to information security and cyber 
crime. 
<• Effective mechanisms should be there for detection and 
prevention of cyber crime and improving protection against, 
detection of, and responses to, cyber ciime, at the lower level 
itself. 
••• Conduct national user awareness campaigns for the general user, 
including childien and young people, educational institutions, 
consumers, goveniment officials and the private sector, using 
different media. 
••• Educate and involve the media professionals, netizen and then 
encourage them to increase public awareness. 
*t* Engage large private sector corporations and industry 
associations in the sponsorships of awareness programs. 
•*• Emphasis should be laid on less developed countries on effective 
systems, for protection against, detection of and responses to 
cyber crime. 
*»* Promote and support the use of filtering, rating, parental control 
and related software, as well as measures for the establishment 
of safe environments for the use of the Internet by children. 
• Law enforcement personnel must be trained and equipped to 
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tackle high-tech crimes. 
Legal systems should pemiit the preservation of and quick 
access to electronic data, which are often critical to the 
successfiil investigation of crime. 
Mutual assistance regimes must ensure the timely gathering and 
exchange of evidence in cases involving international high-tech 
crime. 
*> Prevention is better than cure. Awareness regarding education 
and technical support to prevent e-crime is essential, but without 
discouraging the development of e-commerce. 
Adoption of these measures will go a long way in preventing and 
controlling cyber terrorism and cyber crime which has not only reached 
menacing proportion but is also likely to increase in foreseeable fiiture. To 
conclude this study, it may be said on the basis of the discussion in the 
foregoing chapters that cyber world is a recent origin. Various preventive 
measures have been taken law & mechanism evolved to check the crime in 
the cyber world. But these mechanisms are not sufficient to check or control 
the cyber crime, although the law and enforcement agency has been evolved 
to check this particular crime. There is however need to undertake research 
work on the protection of the cyber crime from different angle and so as to 
find out how it can be minimize it and with the use of internet. 
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ANNEXURE 
THE INFORMATION TECHNOLOGY ACT, 2000 
(21 of 2000) 
[9th June, 2000] 
An Act to provide legal recognition for transactions carried out by means of 
electronic data interchange and other means of electronic communication, 
commonly referred to as "electronic commerce", which involve the use of 
alternatives to paper-based methods of communication and storage of information, 
to facilitate electronic filing of documents with the Government agencies and further 
to amend the Indian Penal Code, the Indian Evidence Act, 1872, the Banker's Booh 
Evidence Act, 1891 and the Reserve Bank of India Act, 1934 and for matters 
connected therewith or incidental thereto; 
WHEREAS the General Assembly of the United Nations by resolution A/RES/ 51/162, 
dated 30th January, 1997 has adopted the Model Law on Electronic Commerce 
adopted by the United Nations Commission on International Trade Law; 
AND WHEREAS the said resolution recommends, inter alia, that all States give 
favourable consideration to the said Model Law when they enact or revise their 
laws, in view of the need for unifomiity of the law applicable to alternatives to 
paper-based methods of communication and storage of information; 
AND WHEREAS it is Considered necessary to give effect to the said resolution and to 
promote efficient delivery of Government services by means of reliable electronic 
records; 
BE it enacted by Parliament in the Fifty-first Year of the Republic of India as 
follows:— 
CHAPTER I 
PRELIMINARY 
(1) Short title, extent, commencement and application.—(1) This Act may be 
called the Infomiation Technology Act, 2000. 
(2) It shall extend to the whole of India and, save as otherwise provided in this 
Act, it applies also to any offence or contravention there under committed 
outside India by any person. 
(3) It shall come into force on such date as the Central Government may, by 
notification, appoint and different dates may be appointed for different 
provisions of this Act and any reference in any such provision to the 
commencement of this Act shall be construed as a reference to the 
commencement of that provision. 
' Came into force on 17-I0-2000 videG.S.R. 788(E), dated 17th October, 2000. 
2. Subs, by Act 10 of 2009, sec. 3, for sub-section (4) (w.e.f 27-10-2009). Sub-section (4), before 
substitution, stood as under; 
"(4) Nothing in this Act shall apply to— 
(a) a negotiable instrument (other than a cheque) as defined in section 13 of the Negotiable 
Instruments Act, 1881 (26 of 1881); 
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[(4) Nothing in this Act shall apply to documents or transactions specified in the 
First Schedule: 
Provided that the Central Government may, by notification in the Official Gazette, 
amend the First Schedule by way of addition or deletion of entries thereto, 
(5) Every notification issued under sub-section (4) shall be laid before each 
House of Parliament.] 
2. Definitions.—(1) In this Act, unless the context otherwise requires,— 
(a) "access", with its grammatical variations and cognate expressions, means 
gaining entry into, instructing or communicating with the logical, 
arithmetical or memory function resources of a computer, computer 
system or computer network; 
(b) "addressee" means a person who is intended by the originator to receive 
the electronic record but does not include any intermediary; 
(c) "adjudicating officer" means an adjudicating officer appointed under sub-
section (1) of section 46; 
(d) "affixing electronic signature]", with its grammatical variations and 
cognate expressions means adoption of any methodology or procedure by 
a person for the purpose of authenticating an electronic record by means of 
^electronic signature]; 
(e) "appropriate Government" means as respects any matter,— 
(i) enumerated in List II of the Seventh Schedule to the Constitution; 
(ii) relating to any State law enacted under List III of the Seventh Schedule to 
the Constitution, the State Government and in any other case, 
the Central Government; 
(f) "asymmetric crypto system" means a system of a secure key pair 
consisting of a private key for creating a digital signature and a public key 
to verify the digital signature; 
(g) "Certifying Authority" means a person who has been granted a licence to 
issue a electronic signature] Certificate under section 24; 
(h) "certification practice statement" means a statement issued by a Certifying 
Authority to specify the practices that the Certifying Authority employs in 
issuing ^[Electronic Signature] Certificates; '(ha) "communication device" 
means cell phones, personal digital assistance or combination of both or 
(b) a power-of-attomey as defined in section 1A of the Powers-of-Attomey Act, 1882 (7 of 1882); 
(c) a trust as defined in section 3 of the Indian Trusts Act, 1882 (2 of 1882); 
(d) a Will as defined in clause (h) of section (2) of the Indian Succession Act, 1925 (39 of 1925), 
including any other testamentary disposition by whatever name called; 
(e) any contract for the sale or conveyance of immovable property or any interest in such property; 
(f) any such class of documents or transactions as may be notified by the Central Government in the 
Official Gazette." 
1. Subs, by Act 10 of 2009, sec. 2, for "digital signature" (w.e.f 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f 27-10-2009). 
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any other device used to communicate, send or transmit any text, video, 
audio or image;] 
(i) "computer" means any electronic, magnetic, optical or other high speed 
data processing device or system whicli performs logical, arithmetic and 
memory functions by manipulations of electronic, magnetic or optical 
impulses, and includes all input, output, processing, storage, computer 
software or communication facilities which are connected or related to the 
computer in a computer system or computer network; 
"[(i) "computer network" means the inter-connection of one or more computers 
or computer systems or communication device through— 
(i) the use of satellite, microwave, terrestrial line, wire, wireless or other 
communication media; and 
(ii) terminals or a complex consisting of two or more inter-
cormected computers or communication device whether or not the 
inter-connection is continuously maintained;} 
(k) "computer resource" means computer, computer system, computer 
network, data, computer data base or software; 
(1) "computer system" means a device or collection of devices, including 
input and output support devices and excluding calculators which are not 
programmable and capable of being used in conjunction with external files 
which contain computer programmes, electronic instructions, input data 
and output data that performs logic, arithmetic, data storage and retrieval, 
communication control and other functions; 
(m) "Controller" means the Controller of Certifying Authorities appointed 
under sub-section (1) of section 17; 
(n) "Cyber Appellate Tribunal" means the Cyber [***] Appellate Tribunal 
established under sub-section (1) of section 48; 
'*[(na) "cyber cafe" means any facility from where access to the internet is 
offered by any person in the ordinary course of business to the members of 
the public;] 
[(nb) "cyber security" means protecting information, equipment, devices 
computer, computer resource, communication device and information 
stored therein from unauthorised access, use, disclosure, disruption, 
modification or destruction;] 
1 Ins. by Act 10 of 2009, sec. 4{A) (w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 4(B), for clause (j) (w.e.f. 27-10-2009). Clause (j), before 
substitution, stood as under: 
'(j) "computer network" means the interconnection of one or more computers through— (i) tlie use 
of satellite, microwave, terrestrial line or other communication media; and 
(ii) terminals or a complex consisting of two or more interconnected computers whether or not the 
interconnection is continuously maintained;' 
3. The word "Regulations" omitted by Act 10 of 2009, sec. 4(C) (w.e.f 27-10-2009). 
4. Ins. by Act 10 of 2009, sec. 4(D) (w.e.f 27-10-2009). 
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(o) "data" means a representation of information, knowledge, facts, concepts 
or instructions which are being prepared or have been prepared in a 
formahsed manner, and is intended to be processed, is being processed or 
has been processed in a computer system or computer network, and may 
be in any form (including computer printouts magnetic or optical storage 
media, punched cards, punched tapes) or stored internally in the memory 
of the computer; 
(p) "digital signature" means authentication of any electronic record by a 
subscriber by means of an electronic method or procedure in accordance 
with the provisions of section 3; 
(q) "Digital Signature Certificate" means a Digital Signature Certificate issued 
under sub-section (4) of section 35; 
(r) "electronic form", with reference to information, means any information 
generated, sent, received or stored in media, magnetic, optical, computer 
memory, micro film, computer generated micro fiche or similar device; 
(s) "Electronic Gazette" means the Official Gazette published in the electronic 
form; 
(t) "electronic record" means data, record or data generated, image or sound 
stored, received or sent in an electronic form or micro film or computer 
generated micro fiche; 
[(ta) "electronic signature" means authentication of any electronic record by a 
subscriber by means of the electronic technique specified in the Second 
Schedule and includes digital signature;] 
'[(tb) "Electronic Signature Certificate" means an Electronic Signature 
Certificate issued under section 35 and includes Digital Signature 
Certificate;] 
(u) "fiinction", in relation to a computer, includes logic, control, arithmetical 
process, deletion, storage and retrieval and communication or 
telecommunication fi"om or within a computer; 
"[(ua) "Indian Computer Emergency Response Team" means an agency 
established under sub-section (1) of section 70B;] 
(v) "information" includes ^[data, message, text], images, sound, voice, codes, 
computer programmes, software and data bases or micro film or computer 
generated micro fiche; 
•^ [(w) "intermediary", with respect to any particular electronic records, means 
any person who on behalf of another person receives, stores or transmits 
1. Ins. by Act 10 of 2009, sec. 4(E) (w.e.f. 27-10-2009). 
2. Ins. by Act 10 of 2009, sec. 4(F) (w.e.f. 27-10-2009). 
3. Subs, by ./i.ct 10 of 2009, sec. 4(G), for "data, text" {w.e.f 27-10-2009). 
4. Subs, by Act 10 of 2009, sec. 4(H), for clause (w) (w.e.f 27-10-2009). Clause (w), before 
substitution, stood as under: 
'(w) "intermediary", with respect lo any particular electronic message, means any person who on 
behalf of another person receives, stores or transmits tliat message or provides any service with 
respect to that message;' 
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that record or provides any service with respect to that record and includes 
telecom sendee providers, network service providers, internet service 
providers, web-hosting service providers, search engines, online payment 
sites, online-auction sites, online-market places and cyber cafes;] 
(x) "key pair", in an asymmetric crypto system, means a private key and its 
mathematically related public key, which are so related that the public key 
can verify a digital signature created by the private key; 
(y) "law" includes any Act of Parliament or of a State Legislature, Ordinances 
promulgated by the President or a Governor, as the case may be, 
Regulations made by the President under article 240, Bills enacted as 
President's Act under sub-clause (a) of clause (1) of article 357 of the 
Constitution and includes rules, regulations, bye-laws and orders issued or 
made thereunder; 
(z) "licence" means a licence granted to a Certifying Authority under section 
24; 
(za) "originator" means a person who sends, generates, stores or transmits any 
electronic message; or causes any electronic message to be sent, 
generated, stored or transmitted to any other person but does not include 
an intermediary; 
(zb) "prescribed" means prescribed by rules made under this Act; 
(zc) "private key" means the key of a key pair used to create a digital signature; 
(zd) "public key" means the key of a key pair used to verify a digital signature 
and listed in the Digital Signature Certificate; 
(ze) "secure system" means computer hardware, software, and procedure 
that— 
(a) are reasonably secure from unauthorised access and misuse; 
(b) provide a reasonable level of reliability and correct operation; 
(c) are reasonably suited to performing the intended functions; and 
(d) adhere to generally accepted security procedures; 
(zf) "security procedure" means the security procedure prescribed under 
section 16 by the Central Government; (zg) "subscriber" means a 
person in whose name the [Electronic Signature] Certificate is 
issued; 
(zh) "verify", in relation to a digital signature, electronic record or public key, 
with its grammatical variations and cognate expressions, means to 
detennine v/hether— 
(a) the initial electronic record was affixed with the digital signature by 
the use of private key con-esponding to the public key of the 
subscriber; 
Subs, by Act 10 of 2009, sec, 2, for "Digital Signature" (w.e.f. 27-10-2009). 
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(b) the initial electronic record is retained intact or has been altered since 
such electronic record was so affixed with the digital signature. 
(2) Any reference in this Act to any enactment or any provision thereof shall, in 
relation to an area in which such enactment or such provision is not in force, 
be construed as a reference to the corresponding law or the relevant 
provision of the conesponding law, if any, in force in that area. 
CHAPTER II 
DIGITAL SIGNATURE AND ELECTRONIC SIGNATURE 
3o Authentication of electronic records.—(1) Subject to the provisions of this 
section, any subscriber may authenticate an electronic record by affixing his 
digital signature. 
(2) The authentication of the electronic record shall be effected by the use of 
asymmetric crypto system and hash fiinction which envelop and transform 
the initial electronic record into another electronic record. 
Explanation: For the purposes of this sub-section, "hash function" means an 
algorithm mapping or translation of one sequence of bits into another, 
generally smaller, set known as "hash result" such that an electronic 
record yields the same hash result every time the algorithm is 
executed with the same electronic record as its input making it 
computationally infeasible— 
(a) to derive or reconstruct the original electronic record from the hash result 
produced by the algorithm; 
(b) that two electronic records can produce the same hash result using the 
algorithm. 
(3) Any person by the use of a public key of the subscriber can verify the 
electronic record. 
(4) The private key and the public key are unique to the subscriber and constitute 
a frinctioning key pair. 
'[3A. Electronic signature.—(1) Notwithstanding anything contained in section 3, 
but subject to the provisions of sub-section (2), a subscriber may authenticate any 
electronic record by such electronic signature or electronic authentication technique 
which— 
(a) is considered reliable; and 
(b) may be specified in the Second Schedule. 
(2) For the purposes of this section any electronic signature or electronic 
authentication technique shall be considered reliable if— 
1. Subs, by Act 10 of 2009, sec. 5, for the heading "DIGITAL SIGNATURE" (w.e.f. 27-10-2009) 
2. Ins. by Act 10 of 2009, sec. 6 (w.e.f 27-10-2009.) 
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(a) the signature creation data or the authentication data are, within the context 
in which they are used, Hnked to the signatory, as the case may be, the 
authenticator and to no other person; 
(b) the signature creation data or the authentication data were, at the time of 
signing/ under the control of the signatory or, as the case may be, the 
authenticator and of no other person; 
(c) any alteration to the electronic signature made after affixing such signature is 
detectable; 
(d) any alteration to the information made after its authentication by electronic 
signature is detectable; and 
(e) it fiilfils such other conditions which may be prescribed. 
(3) The Central Government may prescribe the procedure for the purpose of 
ascertaining whether electronic signature is that of the person by whom it is 
purported to have been affixed or authenticated. 
(4) The Central Government may, by notification in the Official Gazette, add to 
or omit any electronic signature or electronic authentication technique and 
the procedure for affixing such signature from the Second Schedule; 
Provided that no electronic signature or authentication technique shall be specified 
in the Second Schedule unless such signature or technique is reliable. 
(5) Every notification issued under sub-section (4) shall be laid before each 
House of Parliament.] 
CHAPTER in 
ELECTRONIC GOVERNANCE 
4. Legal recognition of electronic records.—Where any law provides that 
information or any other matter shall be in writing or in the typewritten or 
printed form, then, notwithstanding anything contained in such law, such 
requirement shall be deemed to have been satisfied if such information or 
matter is— 
(a) rendered or made available in an electronic forni; and 
(b) accessible so as to be usable for a subsequent reference. 
COMMENTS 
If any infonnation or matter is rendered or made available in an electronic fonn, and 
accessible so as to be usable for a subsequent reference, shall be deemed to have 
satisfied the requirement of the law which provides that infomiation or any other 
matter shall be in writing or in the typewritten form. 
5. Legal recognition of '[electronic signature].—Where any law provides that 
infomiation or any other matter shall be authenticated by affixing the 
signature or any document shall be signed or bear the signature of any 
L Subs, by Act 10 of 2009, sec. 2, for "digital signatures" (w.e.f. 27-10-2009). 
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person, then, notwithstanding anything contained in such law, such 
requirement shall be deemed to have been satisfied, if such information or 
matter is authenticated by means of [electronic signature] affixed in such 
manner as may be prescribed by the Central Govermnent. 
Explanation: For the purposes of this section, "signed", with its grammatical 
variations and cognate expressions, shall, with reference to a person, 
mean affixing of his hand written signature or any mark on any 
document and the expression "signature" shall be construed 
accordingly. 
COMMENTS 
If any information or any other matter is required by law to be authenticated by 
affixing the signature, then such requirement shall be deemed to have been satisfied 
if such information or matter is authenticated by means of electronic signature 
affixed in the prescribed manner. 
6. Use of electronic records and '^electronic signatures] in Government and its 
agencies.—(1) Where any law provides for— 
(a) the filing of any form, application or any other document with any office, 
authority, body or agency owned or controlled by the appropriate 
Government in a particular manner; 
(b) the issue or grant of any licence, permit, sanction or approval by whatever 
name called in a particular manner; 
(c) the receipt or payment of money in a particular manner, then, 
notwithstanding anything contained in any other law for the time being in 
force, such requirement shall be deemed to have been satisfied if such 
filing, issue, grant, receipt or payment, as the case may be, is effected by 
means of such electronic form as may be prescribed by the appropriate 
Government. 
(2) The appropriate Government may, for the purposes of sub-section (1), by 
rules, prescribe— 
(a) the manner and format in which such electronic records shall be filed, 
created or issued; 
(b) the manner or method of payment of any fee or charges for filing, creation 
or issue any electronic record under clause (a). 
^[6A. Delivery of services, by service provider.—(1) The appropriate Government 
may, for the purposes of this Chapter and for efficient delivery of services to the 
public through electronic means authorise, by order, any service provider to set-up, 
maintain and upgrade the computerised facilities and perform such other sei-vices as 
it may specify by notification in the Official Gazette. 
2. Subs, by Act 10 of 2009, sec. 2, for "digital signature" (w.e.f 27-10-2009). 
1. Subs, by Act 10 of 2009, sec. 2, for "digital signatures" (w.e.f 27-10-2009). 
2. Ins. by Act 10 of 2009, sec. 7 (w.e.f. 27-10-2009). 
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Explanation: For the purposes of this section, service provider so authorised 
includes any individual, private agency, private company, partnership 
fuTO, sole proprietor fmn or any such other body or agency which has 
been gi'anted pemiission by the appropriate Government to offer 
services through electronic means in accordance with the policy 
governing such service sector. 
(2) The appropriate Government may also authorise any service provider 
authorised under sub-section (I) to collect, retain and appropriate such 
service charges, as may be prescribed by the appropriate Government for the 
purpose of providing such services, from the person availing such service. 
(3) Subject to the provisions of sub-section (2), the appropriate Government may 
authorise the service providers to collect, retain and appropriate sei'vice 
charges under this section notwithstanding the fact that there is no express 
provision under the Act, mle/ regulation or notification under which the 
service is provided to collect, retain and appropriate e-service charges by the 
service providers. 
(4) The appropriate Government shall, by notification in the Official Gazette, 
specify the scale of service charges which may be charged and collected by 
the service providers under this section; 
Provided that the appropriate Government may specify different scale of service 
charges for different types of services.] 
7. Retention of electronic records.—(1) Where any law provides that 
documents, records or information shall be retained for any specific period, 
then, that requirement shall be deemed to have been satisfied if such 
documents, records or information are retained in the electronic form, if— 
(a) the information contained therein remains accessible so as to be usable for 
a subsequent reference; 
(b) the electronic record is retained in the format in which it was originally 
generated, sent or received or in a fonnat which can be demonstrated to 
represent accurately the information originally generated, sent or received; 
(c) the details which will facilitate the identification of the origin, destination, 
date and time of despatch or receipt of such electronic record are available 
in the electronic record: 
Provided that this clause does not apply to any information which is automatically 
generated solely for the purpose of enabling an electronic record to be despatched or 
received. 
(2) Nothing in this section shall apply to any law that expressly provides for the 
retention of documents, records or information in the fonn of electronic 
records. 
COMMENTS 
If any law provides that documents, records or infonnation are required to be 
retained for any specific period, then, that requirement shall be deemed to have been 
satisfied if the same is retained in electronic fonn. 
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[7A. Audit of documents, etc., maintained in electronic form.—Where in any law 
for the time being in force, there is a provision for audit of documents, records or 
information, that provision shall also be applicable for audit of documents, records 
or information processed and maintained in the electronic forni.] 
8. Publication of rule, regulation, etc., in Electronic Gazette.—Where any law 
provides that any rule, regulation, order, bye-law, notification or any other 
matter shall be published in the Official Gazette, then, such requirement shall 
be deemed to have been satisfied if such rule, regulation, order, bye-law, 
notification or any other matter is published in the Official Gazette or 
Electronic Gazette: 
Provided that where any rule, regulation, order, by-law, notification or any other 
matter is published in the Official Gazette or Electronic Gazette, the date of 
publication shall be deemed to be the date of the Gazette which was first published 
in any form. 
9. Sections 6, 7 and 8 not to confer right to insist document should be accepted 
in electronic form.^ —Nothing contained in sections 6, 7 and 8 shall confer a 
right upon any person to insist that any Ministry or Department of the 
Central Government or the State Government or any authority or body 
established by or under any law or controlled or funded by the Central or 
State Government should accept, issue, create, retain and preserve any 
document in the form of electronic records or effect any monetary 
transaction in the electronic form. 
10. Power to make rules by Central Government in respect of Mectronic 
signature].—The Central Government may, for the purposes of this Act, by 
rules, prescribe— 
(a) the type of ^electronic signature]; 
(b) the manner and format in which the [electronic signature] shall be 
affixed; 
(c) the manner or procedure which facilitates identification of the person 
affixing the electronic signature]; 
(d) control processes and procedures to ensure adequate integrity, security 
and confidentiality of electronic records or payments; and 
(e) any other matter which is necessary to give legal effect to "[electronic 
signatures]. 
^[lOA. Validity of contracts foniied through electronic means.—^Wliere in a contract 
formation, the communication of proposals, the acceptance of proposals, the 
revocation of proposals and acceptances, as the case may be, are expressed in 
electronic form or by means of an electronic record, such contract shall not be 
deemed to be unenforceable solely on the ground that such electronic form or means 
was used for that puipose.] 
1. Ins. by Act 10 of 2009, sec. 8 {w.e.f. 27-10-2009). 
l.Subs, by Act 10 of 2009, sec. 2, for "digital signature" (w.e.f 27-10-2009}. 
2. Subs, by Act 10 of 2009, sec. 2, for "digital signatures" (w.e.f 27-10-2009). 
3. Ins. by Act 10 of 2009, sec. 9 (w.e.f 27-10-2009). 
287 
Annexure 
CHAPTER IV 
ATTRIBUTION, ACKNOWLEDGEMENT AND DESPATCH OF 
ELECTRONIC RECORDS 
11. Attribution of electronic records.—An electronic record shall be attributed to 
the originator,— 
(a) if it was sent by the originator himself; 
(b) by a person who had the authority to act on behalf of the originator in 
respect of that electronic record; or 
(c) by an information system programmed by or on behalf of the originator 
to operate automatically. 
COMMENTS 
If any electronic record was sent by the originator himself or by a person who had 
the authority to act on behalf of the originator or by an information system 
programmed by or on behalf of the organiser to operate automatically, then the 
electronic record shall be attributed to the originator. 
'&' 
12. Acknowledgement of receipt.—(1) Where the originator has not stipulated] 
that the acknowledgement of receipt of electronic record be given in a 
particular form or by a particular method, an acknowledgement may be given 
by-
(a) any communication by the addressee/ automated or otherwise; or 
(b) any conduct of the addressee, sufficient to indicate to the originator that 
the electronic record has been received. 
(2) Where the originator has stipulated that the electronic record shall be binding 
only on receipt of an acknowledgement of such electronic record by him, 
then, unless acknowledgement has been so received, the electronic record 
shall be deemed to have been never sent by the originator. 
(3) Where the originator has not stipulated that the electronic record shall be 
binding only on receipt of such acknowledgement, and the acknowledgement 
has not been received by the originator within the time specified or agreed 
or, if no time has been specified or agreed to within a reasonable time, then, 
the originator may give notice to the addressee stating that no 
acknowledgement has been received by him and specifying a reasonable 
time by which the acknowledgement must be i-eceived by him and if no 
acknowledgement is received within the aforesaid time limit he may after 
giving notice to the addressee, treat the electronic record as though it has 
never been sent. 
13. Time and place of despatch and receipt of electronic record.—(1) Save as 
otherwise agreed to between the originator and the addressee, the despatch of 
an electronic record occurs when it enters a computer resource outside the 
control of the originator. 
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(2) Save as otherwise agreed between the originator and the addressee, the time 
of receipt of an electronic record shall be determined as follows, namely:— 
(a) if the addressee has designated a computer resource for the purpose of 
receiving electronic records,— 
(i) receipt occurs at the time when the electronic record enters the 
designated computer resource; or 
(ii) if the electronic record is sent to a computer resource of the addressee 
that is not the designated computer resource, receipt occurs at the 
time when the electronic record is retrieved by the addressee; 
(b) if the addressee has not designated a computer resource along with 
specified timings, if any, receipt occurs when the electronic record enters 
the computer resource of the addressee.' 
(3) Save as otherwise agreed to between the originator and the addressee, an 
electronic record is deemed to be despatched at the place where the 
originator has his place of business, and is deemed to be received at the place 
where the addressee has his place of business. 
(4) The provisions of sub-section (2) shall apply notwithstanding that the place 
where the computer resource is located may be different from the place 
where the electronic record is deemed to have been received under sub-
section (3), 
(5) For the purposes of this section,— 
(a) if the originator or the addressee has more than one place of business, the 
principal place of business, shall be the place of business; 
(b) if the originator or the addressee does not have a place of business, his 
usual place of residence shall be deemed to be the place of business; 
(c) "usual place of residence", in relation to a body corporate, means the 
place where it is registered. 
CHAPTER V 
ECORDS ANI 
SIGNATURES] 
SECURE ELECTRONIC REC D SECURE'[ELECTRONIC 
14. Secure electronic record.—Where any security procedure has been applied 
to an electronic record at a specific point of time, then such record shall be 
deemed to be a secure electronic record from such point of time to the time 
of verification. 
^[15. Secure electronic signature.—An electronic signature shall be deemed to 
be a secure electronic signature if— 
1. Subs, by Act 10 of 2009, sec. 10, for "agreed with the addressee" (w.e.f 27-10-2009). 
1. Subs, by Act 10 of 2009, sec. 2, for "DIGITAL SIGNATURES" (w.e.f 27-10-2009). 
2. Subs,'by Act 10 of 2009, sec. 11, for section 15 (w.e.f 27-10-2009). Section 15, before 
substitution, stood as under: 
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(i) the signature creation data, at the time of affixing signature, was 
under the exclusive control of signatory and no other person; and 
(ii) the signature creation data was stored and affixed in such 
exclusive manner as may be prescribed. 
Explanation: In case of digital signature, the "signature creation data" means the 
private key of the subscriber.] 
[16. Securit)' procedures and practices.—The Central Government may, for the 
purposes of sections 14 and 15, prescribe the security procedures and 
practices: 
Provided that in prescribing such security procedures and practices, the Central 
Government shall have regard to the commercial circumstances, nature of 
transactions and such other related factors as it may consider appropriate.] 
CHAPTER VI 
REGULATION OF CERTIFYING AUTHORITIES 
17. Appointment of Controller and other officers.—(1) The Central 
Government may, by notification in the Official Gazette, appoint a 
Controller of Certifying Authorities for the purposes of this Act and may also 
by the same or subsequent notification, appoint such number of Deputy 
Controllers [Assistant Controllers, other officers and employees] as it deems 
fit. 
(2) The Controller shall discharge his functions under this Act subject to the 
general control and directions of the Central Government. 
(3) The Deputy Controllers and Assistant Controllers shall perform the functions 
assigned to them by the Conti^ oUer under the general superintendence and 
control of the Controller. 
(4) The qualifications, experience and terms and conditions of service of 
Controller, Deputy Controllers [Assistant Controllers, other officers and 
employees] shall be such as may be prescribed by the Central Government. 
"15. Secure digital signature.—If, by application of a security procedure agreed to by the parties 
concerned, it can be verified that a digital signature, at the time it was affixed, was— 
(a) unique to the subscriber affixing it; 
(b) capable of identifying such subscriber; 
(c) created in a manner or using a means under the exclusive control of the subscriber and is linked 
to the electronic record to which it relates in such a manner that if the electronic record was 
altered the digital signature would be invalidated, 
then sucli digital signature shall be deemed to be a secure digital signature." 
1. Subs, by Act 10 of 2009, sec. 11, for section 16 (w.e.f 27-10-2009). Section 16, before 
substitution, stood as under: 
"16. Security procedure.—The Central Government shall, for the purposes of this Act, prescribe the 
security procedure having regard to commercial circumstances prevailing at the time when the 
procedure was used, including— 
(a) the nature of the transaction; 
(b) the level of sophistication of the parties with reference to their teclinological capacity; 
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(5) The Head Office and Branch Office of the office of the Controller shall be at 
such places as the Central Government may specify, and these may be 
established at such places as the Central Government may think fit. 
(6) There shall be a seal of the Office of the Controller. 
18, Functions of Controller.—The Controller may perform all or any of the 
following functions, namely:— 
(a) exercising supervision over the activities of the Certifying 
Authorities; 
(b) certifying public keys of the Certifying Authorities; 
(c) laying down the standards to be maintained by the Certifying Authorities; 
(d) specifying the qualifications and experience which employees of the 
Certifying Authority should possess; 
(e) specifying the conditions subject to which the Certifying Authorities 
shall conduct their business; 
(f) specifying the contents of written, printed or visual materials and 
advertisements that may be distributed or used in respect of a ^Electronic 
Signature] Certificate and the public key; 
(g) specifying the form and content of a '^Electronic Signature] Certificate 
and the key; 
(h) specifying the form and manner in which accounts shall be maintained by 
the Certifying Authorities; 
(i) specifying the temis and conditions subject to which auditors may be 
appointed and the remuneration to be paid to them; 
(j) facilitating the establishment of any electronic system by a Certifying 
Authority either solely or jointly with other Certifying Authorities and 
regulation of such systems; 
(k) specifying the manner in which the Certifying Authorities shall conduct 
their dealings with the subscribers; 
(1) resolving any conflict of interests between the Certifying Authorities and 
the subscribers; 
(m) laying down the duties of the Certifying Authorities; 
(n) maintaining a database containing the disclosure record of every 
Certifying Authority containing such particulars as may be specified by 
regulations, which shall be accessible to public. 
(c) die volume of similar transactions engaged in by other parties; 
(d) the availability of alternatives offered to but rejected by any party; 
(e) the cost of alternative procedures; and 
(f) the procedures in general use for similar types of transactions or communications." 
2. Subs, by Act 10 of 2009, sec. 12(a), for "and Assistant Controllers" (w.e.f 27-10-2009). 
3. Subs, by Act 10 of 2009, sec. 12(b), for "and Assistant Controllers" (w.e.f 27-10-2009). 
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19. Recognition of" foreign Certifying Authorities.—(1) Subject to such 
conditions and restrictions as may be specified, by regulations, the Controller 
may, with the previous approval of the Central Government, and by 
notification in the Official Gazette, recognise any foreign Certifying 
Authority as a Certifying Authority for the purposes of this Act. 
(2) Where any Certifying Authority is recognised under sub-section (1), the 
^Electronic Signature] Certificate issued by such Certifying Authority shall 
be valid for the purposes of this Act. 
(3) The Controller may, if he is satisfied that any Certifying Authority has 
contravened any of the conditions and restrictions subject to which it was 
granted recognition under sub-section (I) he may, for reasons to be recorded 
in writing, by notification in the Official Gazette, revoke such recognition. 
^[20. Controller to act as repository.^—[Rep. by the Information and 
Technology (Amendment) Act, 2008, sec. 13.] 
21. Licence to issue '[Electronic Signature] Certificates.—(1) Subject to the 
provisions of sub-section (2), any person may make an application to the 
Controller for a licence to issue ^Electronic Signature] Certificates. 
(2) No licence shall be issued under sub-section (1), unless the applicant fulfills 
such requirements with respect to qualification, expertise, manpower, 
financial resources and other infrastructure facilities, which are necessary to 
issue [Electronic Signature] Certificates as may be prescribed by the Central 
Government. 
(3) A licence granted under this section shall— 
(a) be valid for such period as may be prescribed by the Central 
Government; 
(b) not be transferable or heritable; 
(c) be subject to such ternis and conditions as may be specified by the 
regulations. 
22. Application for licence.—(1) Every application for issue of a licence shall be 
in such form as may be prescribed by the Central Government. 
(2) Every application for issue of a licence shall be accompanied by— 
(a) a certification practice statement; 
1, Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f. 27-10-2009). 
2, Section 20, before omission, stood as under: 
"20. Controller to act as repository.—(1) The Controller shall be the repository of all Digital 
Signature Certificates issued under this Act. 
(2) The Controller shall— 
(a) make use of hardware, software and procedures that are secure from intrusion and misuse; 
(b) obser\'e such other standards as may be prescribed by the Central Government, to ensure that the 
secrecy and security of the digital signatures are assured. 
(3) The Controller shall maintain a computerised data base of all public keys in such a manner that 
such data base and the public keys are available to any member of the public. I. Subs, by Act 10 
of 2009, sec. 2, for "Digital Signature" (w.e.f 27-10-2009). 
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(b) a statement including the procedures with respect to identification of the 
appHcant; 
(c) pajonent of such fees, not exceeding twenty-five thousand rupees as may 
be prescribed by the Central Government; 
(d) such other documents, as may be prescribed by the Central 
Government. 
23. Renewal of licence.—An application for renewal of a licence shall be— 
(a) in such form; 
(b) accompanied by such fees, not exceeding five thousand rupees, as may 
be prescribed by the Central Government and shall be made not less than 
forty-five days before the date of expiry of the period of validity of the 
licence. 
24. Procedure for grant or rejection of licence.^The Controller may, on receipt 
of an applicafion under sub-section (1) of section 21, after considering the 
documents accompanying the application and such other factors, as he deems 
fit, grant the licence or reject the applicafion; 
Provided that no application shall be rejected under this section unless the applicant 
has been given a reasonable opportunity of presenting his case. 
25. Suspension of licence.—(1) The Controller may, if he is satisfied after 
making such inquiry, as he may think fit, that a Certifying Authority has— 
(a) made a statement in, or in relation to, the application for the issue or 
renewal of the licence, which is incorrect or false in material particulars; 
(b) failed to comply with the terms and conditions subject to which the 
licence was granted; 
[(c) foiled to maintain the procedures and standards specified in section 30;] 
(d) contravened any provisions of this Act, rule, regulation or order made 
thereunder; revoke the licence: 
Provided that no licence shall be revoked unless the Certifying Authority has been 
given a reasonable opportunity of showing cause against the proposed revocation. 
(2) The Controller may, if he has reasonable cause to believe that there is any 
ground for revoking a licence under sub-section (1), by order, suspend such 
licence pending the completion of any enquiry ordered by him: 
Provided that no licence shall be suspended for a period exceeding ten days unless 
the Certifying Authority has been given a reasonable opportunity of showing cause 
against the proposed suspension. 
(3) No Certifying Authority v/hose licence has been suspended shall issue any 
^[Electronic Signature] Certificate during such suspension. 
1. Subs, by S.O. 1015(E), dated 19th September, 2002, for clause (c) (w.e.f. 19-9-2002). Clause (c), 
before substitution, stood as under: 
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26. Notice of suspension or revocation of licence.—(1) Where the Hcence of the 
Certifying Authority is suspended or revoked, the Controller shall publish 
notice of such suspension or revocation, as the case may be, in the data base 
maintained by him. 
(2) Where one or more repositories are specified, the Controller shall publish 
notices of such suspension or revocation, as the case may be, in all such 
repositories: 
Provided that the data base containing the notice of such suspension or revocation, 
as the case may be, shall be made available through a web site which shall be 
accessible round the clock: 
Provided further that the Controller may, if he considers necessary, publicise the 
contents of data base in such electronic or other media, as he may consider 
appropriate. 
27. Power to delegate.—^The Controller may, in writing, authorise the Deputy 
Controller, Assistant Controller or any officer to exercise any of the powers 
of the Controller under this Chapter. 
28. Power to investigate contraventions.—(1) The Controller or any officer 
authorised by him in this behalf shall take up for investigation any 
contravention of the provisions of this Act, rules or regulations made 
thereunder. 
(2) The Controller or any officer authorised by him in this behalf shall exercise 
the like powers which are conferred on Income-tax authorities under Chapter 
XIII of the Income-tax Act, 1961 (43 of 1961), and shall exercise such 
powers, subject to such limitations laid down under that Act. 
29. Access to computers and data.—(1) Without prejudice to the provisions of 
sub-section (1) of section 69, the Cx)ntroller or any person authorised by him 
shall, if he has reasonable cause to suspect that [any contravention of the 
provisions of this Chapter] has been committed, have access to any computer 
system, any apparatus, data or any other material connected with such 
system, for the purpose of searching or causing a search to be made for 
obtaining any infomiation or data contained in or available to such computer 
system. 
(2) For the purposes of sub-section (1), the Controller or any person authorised 
by him may, by order, direct any person incharge of, or otherwise concerned 
with the operation of, the computer system, data apparatus or material, to 
provide him with such reasonable technical and other assistance as he may 
consider necessary. 
30. Certifying Authority to follow certain procedures.—Every Certifying 
Authority shall,— 
"(c) failed to maintain the standards specified under clause (b) of sub-section (2) of section 20;" 
(w.e.f. 19-9-2002).". 
2. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f 27-10-2009). 
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(a) make use of hardware, software, and procedures that are secure from 
intrusion and misuse; 
(b) provide a reasonable level of reliability in its services which are 
reasonably suited to the perfonnance of intended functions; 
(c) adhere to security procedures to ensure that the secrecy and privacy of 
the [electronic signatures] are assured; [***] ""[(ca) be the repository of 
all Electronic Signature Certificates issues under this Act;] ''[(cb) 
publish information regarding its practices, Electronic Signature 
Certificates and current status of such certificate; and] 
(d) observe such other standards as may be specified by regulations. 
31. Certifying Authority to ensure compliance of the Act, etc.—Every Certifying 
Authority shall ensure that every person employed or otherwise engaged by 
it complies, in the course of his employment or engagement, with the 
provisions of this Act, rules, regulations or orders made thereunder. 
32. Display of licence.—Every Certifying Authority shall display its licence at a 
conspicuous place of the premises in which it carries on its business. 
33. Surrender of licence.—(1) Every Certifying Authority whose licence is 
suspended or revoked shall immediately after such suspension or revocation, 
surrender the licence to the Controller. 
(2) Where any Certifying Authority fails to surrender a licence under subsection 
(1), the person in whose favour a licence is issued, shall be guilty of an 
offence and shall be punished with imprisonment which may extend up to six 
months or a fine which may extend up to ten thousand rupees or with both. 
34. Disclosure.—(1) Every Certifying Authority shall disclose in the manner 
specified by regulations— 
(a) its [Electronic Signature] Certificate [***] 
(b) any certification practice statement relevant thereto; 
(c) notice of the revocation or suspension of its Certifying Authority 
certificate, if any; and 
(d) any other fact that materially and adversely affects either the reliability of 
a ^Electronic Signature] Certificate, which that Authority has issued, or 
the Authority's ability to perform its services. 
(2) Where in the opinion of the Certifying Authority any event has occun-ed or 
any situation has arisen which may materially and adversely affect the 
integrity of its computer system or the conditions subject to which an 
^Electronic Signature] Certificate was granted, then, the Certifying Authority 
shall— 
1. Subs, by Act 10 of 2009, sec. 14, for "any contravention of the provisions of this Act, rules or 
regulations made thereunder" (w.e.f 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 2, for "digital signatures" (w.e.f 27-10-2009). 
3. The word "and" omitted by Act 10 of 2009, sec. 15(i) (w.e.f 27-10-2009). 
4. Ins. by Act 10 of 2009, sec. 15(ii) {w.e.f. 27-10-2009). 
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(a) use reasonable efforts to notify any person who is likely to be affected by 
that occurrence; or 
(b) act in accordance with the procedure specified in its certification practice 
statement to deal with such event or situation. 
CHAPTER VII 
^[ELECTRONIC SIGNATURE] CERTIFICATES 
35= Certifying authority to issue '[Electronic Signature] Certificate.—(1) 
Any person may malce an application to the Certifying Authority for the issue of an 
[Electronic Signature] Certificate in such form as may be prescribed by the Central 
Government. 
(2) Every such application shall be accompanied by such fee not exceeding 
twenty-five thousand rupees as may be prescribed by the Central 
Govemment, to be paid to the Certifying Authority: 
Provided that while prescribing fees under sub-section (2) different fees may be 
prescribed for different classes of applicants. 
(3) Every such application shall be accompanied by a certification practice 
statement or where there is no such statement, a statement containing such 
particulars, as may be specified by regulations. 
(4) On receipt of an application under sub-section (1), the Certifying Authority 
may, after consideration of the certification practice statement or the other 
statement under sub-section (3) and after making such enquiries as it may 
deem fit, grant the ^Electronic Signature] Certificate or for reasons to be 
recorded in writing, reject the application: 
2r**=f:-] 
[Provided] that no application shall be rejected unless the applicant has been given 
a reasonable opportunity of showing cause against the proposed rejection. 
COMMENTS 
Any person can make an application to the Certifying Authority for the issue of a 
Electronic Signature Certificate by paying the prescribed fee. Application must be 
accompanied by a certification practice statement or a statement containing 
specified particulars. 
36. Representations upon issuance of Digital Signature Certificate.—A 
Certifying Authority while issuing a Digital Signature Certificate shall certify that— 
1. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f 27-10-2009). 
2. The words "which contains the public key corresponding to the private key used by that 
Certifying Authority to digitally sign another Digital Signature Certificate;" omitted by Act 10 of 
2009, sec. 16 (w.e.f. 27-10-2009). 
3. Subs, by Act 10 of 2009, sec. 2, for "DIGITAL SIGNATURE" (w.e.f. 27-10-2009). 
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(a) it has complied with the provisions of this Act and the mles and 
regulations made thereunder; 
(b) it has published the Digital Signature Certificate or otherwise made it 
available to such person relying on it and the subscriber has accepted it; 
(c) the subscriber holds the private key corresponding to the public key, 
listed in the Digital Signature Certificate; 
[(ca) the subscriber holds a private key which is capable of creating a digital 
signature;] 
(cb) the public key to be listed in the certificate can be used to verify a digital 
signature affixed by the private key held by the subscriber;] 
(d) the subscriber's public key and private key constitute a functioning key 
pair; 
(e) the infomiation contained in the Digital Signature Certificate is accurate; 
and 
(f) it has no knowledge of any material fact, which if it had been included in 
the Digital Signature Certificate would adversely affect the reliability of 
the representations in clauses (a) to (d). 
37. Suspension of Digital Signature Certificate.—(1) Subject to the provisions of 
sub-section (2), the Certifying Authority which has issued a Digital 
Signature Certificate may suspend such Digital Signature Certificate,— 
(a) on receipt of a request to that effect from— 
(i) the subscriber listed in the Digital Signature Certificate; or 
(ii) any person duly authorised to act on behalf of that subscriber; 
(b) if it is of opinion that the Digital Signature Certificate should be 
suspended in public interest 
(2) A Digital Signature Certificate shall not be suspended for a period exceeding 
fifteen days unless the subscriber has been given an opportunity of being 
heard in the matter. 
(3) On suspension of a Digital Signature Certificate under this section, the 
Certifying Authority shall communicate the same to the subscriber. 
1. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f 27-10-2009). 
2. First Proviso omitted by Act 10 of 2009, sec. 17(a) (w.e.f 27-10-2009). First Proviso, before 
omission, stood as under: 
"Provided that no Digital Signature Certificate shall be granted unless the Certifying Authority is 
satisfied that— 
(a) the applicant holds the piivate key corresponding to the public key to be listed in the Digital 
Signature Certificate; 
(b) the applicant holds a private key, which is capable of creating a digital signature; 
(c) the public key to be listed in the certificate can be used to verify a digital signature affixed by the 
private key held by the applicant:" 
3. Subs, by Act 10 of 2009, sec. 17(b), for "Provided further" {w.e.f 27-10-2009). 
4. Ins. by Act 10 of 2009, sec. 18 (w.e.f 27-10-2009). 
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38, Revocation of Digital Signature Certificate.—(1) A Certifying Authority 
may revoke a Digital Signature Certificate issued by it— 
(a) wliere the subscriber or any other person authorised by him makes a 
request to that effect; or 
(b) upon the death of the subscriber; or 
(c) upon the dissolution of the firm or winding up of the company where the 
subscriber is a firm or a company. 
(2) Subject to the provisions of sub-section (3) and without prejudice to the 
provisions of sub-section (1), a Certifying Authority may revoke a Digital 
Signature Certificate which has been issued by it at any time, if it is of 
opinion that— 
(a) a materia] fact represented in the Digital Signature Certificate is false or 
has been concealed; 
(b) a requirement for issuance of the Digital Signature Certificate was not 
satisfied; 
(c) the Certifying Authority's private key or security system was 
compromised in a manner materially affecting the Digital Signature 
Certificate's reliability; 
(d) the subscriber has been declared insolvent or dead or where a subscriber is 
a firm or a company, which has been dissolved, woundup or otherwise 
ceased to exist. 
(3) A Digital Signature Certificate shall not be revoked unless the subscriber has 
been given an opportunity of being heard in the matter. 
(4) On revocation of a Digital Signature Certificate under this section, the 
Certifying Authority shall communicate the same to the subscriber. 
COMMENTS 
A Digital Signature Certificate issued by a Certifying Authority can be revoked if 
the subscriber or any person authorised by him makes a request to that effect; or 
upon the death of the subscriber; or upon the dissolution of the firm or company 
where the subscriber is a finn or a company. Certifying Authority can also revoke a 
Digital Signature Certificate which has been issued by it if it is of opinion that (i) a 
material fact represented in the Digital Signature Certificate is false or has been 
concealed, (ii) a requirement for issuance of the Digital Signature Certificate was not 
satisfied, (iii) the Certifying Authority's private key or security system was 
comprised in a mamiei- materially affecting the Digital Signature Certificate's 
reliability, (iv) the subsciiber has been declared insolvent or where a subscriber is a 
firni or a company which has been dissolved, wound-up or otherwise ceased to exist. 
39. Notice of suspension or revocation.—(1) Where a Digital Signature 
Certificate is suspended or revoked under section 37 or section 38, the 
Certifying Authority shall publish a notice of such suspension or revocation, 
as the case may be, in the repository specified in the Digital Signature 
Certificate for publication of such notice. 
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(2) Where one or more repositories are specified, the Certifying Authority shall 
publish notices of such suspension or revocation, as the case may be, in all 
such repositories. 
CHAPTER VIII 
DUTIES OF SUBSCRIBERS 
40. Generating key pair.—Where any Digital Signature Certificate, the public 
key of which corresponds to the private key of that subscriber which is to be 
listed in the Digital Signature Certificate has been accepted by a subscriber, 
it [***] subscriber all generate "[that key] pair by applying the security 
procedure. 
[40A].Duties of subscriber of Electronic Signature Certificate.—In respect of 
Electronic Signature Certificate the subscriber shall perform such duties as 
may be prescribed.] 
41. Acceptance of Digital Signature Certificate.—(1) A subscriber shall be 
deemed to have accepted a Digital Signature Certificate if he publishes or 
authorises the publication of a Digital Signature Certificate— 
(a) to one or more persons; 
(b) in a repository; or otherwise demonstrates his approval of the Digital 
Signature Certificate in any manner. 
(2) By accepting a Digital Signature Certificate the subscriber certifies to all 
who reasonably rely on the information contained in the Digital Signature 
Certificate that— 
(a) the subscriber holds the private key corresponding to the public key 
listed in the Digital Signature Certificate and is entitled to hold the 
same; 
(b) all representations made by the subscriber to the Certifying Authority 
and all material relevant to the information contained in the Digital 
Signature Certificate are true; 
(c) all information in the Digital Signature Certificate that is within the 
knowledge of the subscriber is true. 
42. Control of private key.—(1) Every subscriber shall exercise reasonable care 
to retain control of the private key corresponding to the public key listed in 
his Digital Signature Certificate and take all steps to prevent its disclosure 
1. The word "then" omitted by S.O. 1015(E), dated 19tli September, 2002 (w.e.f. 19-9-2002). 
2. Subs, by S.O. 1015(E), dated 19th September, 2002, for "the key" (w.e.f. 19-9-2002). 
3. Ins. by Act 10 of 2009, sec, 19 (w.e.f 27-10-2009). 
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(2) If the private key corresponding to the pubHc key listed in the Digital 
Signature Certificate has been compromised, then, the subscriber shall 
communicate the same without any delay to the Certifying Authority in such 
manner as may be specified by the regulations. 
Explanation: For the removal of doubts, it is hereby declared that the subscriber 
shall be liable till he has informed the Certifying Authority that the 
private key has been compromised. 
CHAPTER IX 
^[PENALTIES, COMPENSATION AND ADJUDICATION] 
43. [Penalty and compensation] for damage to computer, computer system, 
etc.—If any person without permission of the owner or any other person who 
is incharge of a computer, computer system or computer network,— 
(a) accesses or secures access to such computer, computer system or 
computer network '*[or computer resource]; 
(b) downloads, copies or extracts any data, computer data base or 
information from such computer, computer system or computer network 
including information or data held or stored in any removable storage 
medium; 
(c) introduces or causes to be introduced any computer contaminant or 
computer virus into any computer, computer system or computer 
network; 
(d) damages or causes to be damaged any computer, computer system or 
computer network, data, computer data base or any other programmes 
residing in such computer, computer system or computer network; 
(e) disrupts or causes disruption of any computer, computer system or 
computer network; 
(f) denies or causes the denial of access to any person authorised to access 
any computer, computer system or computer network by any means; 
(g) provides any assistance to any person to facilitate access to a computer, 
computer system or computer network in contravention of the 
provisions of this Act, mles or regulations made thereunder; (h) charges 
the services availed of by a person to the account of another person by 
tampering v/ith or manipulating any computer, computer system, or 
computer network, 
1. The words "to a person not authorised to affix the digital signature of the subscriber" omitted by 
S.O. 1015(E), dated 19tli September, 2002 (w.e.f. 19-9-2002). 
2. Subs, by Act 10 of 2009, sec. 20, for "PENALTIES AND ADJUDICATION" (w.e.f 27-10-2009). 
3. Subs, by Act 10 of 2009, sec. 21(a), for "Penalty" (w.e.f 27-10-2009). 
4. Ins. by Act 10 of 2009, sec. 21(b) (w.e.f 27-10-2009). 
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I(i) destroys, deletes or alters any infonnation residing in a computer 
resource or diminishes its value or utility or affects it injuriously by any 
means;] 
''[0) steal, conceals, destroys or alters or causes any person to steal, conceal, 
destroy or alter any computer source code used for a computer resource 
with an intention to cause damage;] 
"[he shall be liable to pay damages by way of compensation to the person so 
affected]. 
Explanation: For the purposes of this section,— 
(i) "computer contaminant" means any set of computer instructions 
that are designed— 
(a) to modify, destroy, record, transmit data or programme residing within a 
computer, computer system or computer network; or 
(b) by any means to usurp the nornial operation of the computer, computer 
system, or computer network; 
(ii) "computer database" means a representation of information, 
knowledge, facts, concepts or instructions in text, image, audio, 
video that are being prepared or have been prepared in a 
formalised manner or have been produced by a computer, 
computer system or computer network and are intended for use in 
a computer, computer system or computer network; 
(iii) "computer virus" means any computer instruction, information, 
data or programme that destroys, damages, degrades or adversely 
affects the performance of a computer resource or attaches itself 
to another computer resource and operates when a programme, 
data or instruction is executed or some other event takes place in 
that computer resource; 
(iv) "damage" means to destroy, alter, delete, add, modify or 
rearrange any computer resource by any means; 
^[(v) "computer source code" means the listing of programmes, 
computer commands, design and layout and programme analysis 
of computer resource in any form.] 
COMMENTS 
If any person without permission of the owner or any other person who is incharge 
of a computer, computer system or computer network—(i) accesses such computer, 
computer system or computer network or computer resource; (ii) downloads, copies 
or extracts any data, computer data-base or infonnation; (iii) introduces or causes to 
be introduced any computer contaminant or computer virus; (iv) damages or causes 
1. Ins. by Act 10 of 2009, sec. 21(c) (w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 21(d), for "he shall be liable to pay damages by way of 
compensation not exceeding one crore rupees to the person so affected" (w.e.f. 27-10-2009). 
3. Ins. by Act 10 of 2009, sec. 21(e) (w.e.f 27-10-2009). 
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to be damaged any computer, computer system or computer network data, computer 
database or any other programmes; (v) disrupts or causes disruption; (vi) denies or 
causes the denial of access to any person authorised to access; (vii) provides any 
assistance to any person to facihtate access in contravention of the provisions of this 
Act; (viii) charges the services availed of by a person to the account of another 
person by tampering with or manipulating any computer, computer system or 
computer network; destroys, deletes or alters any infonnation residing in a computer 
resource or diminishes its value or utility or affects it injuriously by any means; (x) 
steal, conceals, destroys or alters or causes any person to steal, conceal, destroy or 
alter any computer source code with intention to cause damage; he shall be liable to 
pay damages by way of compensation to the person so affected. 
'(43A. Compensation for failure to protect data.—Where a body corporate, 
possessing, dealing or handling any sensitive personal data or information in 
a computer resource which it owns, controls or operates, is negligent in 
implementing and maintaining reasonable security practices and procedures 
and thereby causes wrongftil loss or wrongful gain to any person/ such body 
corporate shall be liable to pay damages by way of compensation to the 
person so affected. 
Explanation: For the purposes of this section,— 
(i) "body corporate" means any company and includes a firm, sole 
proprietorship or other association of individuals engaged in 
commercial or professional activities; 
(ii) "reasonable security practices and procedures" means security 
practices and procedures designed to protect such information 
from unauthorised access, damage, use, modification, disclosure 
or impairment/ as may be specified in an agreement between the 
parties or as may be specified in any law for the time being in 
force and in the absence of such agreement or any law, such 
reasonable security practices and procedures, as may be 
prescribed by the Central Government in consultation with such 
professional bodies or associations as it may deem fit; 
(iii)"sensitive personal data or information" means such personal 
information as may be prescribed by the Central Government in 
consultation with such professional bodies or associafions as it 
may deem fit.] 
44. Penalt}' for failure to furnish information, return, etc.—If any person 
who is required under this Act or any rules or regulations made hereunder 
to— 
(a) furnish any document, return or report to the Controller or the 
Certifying Authority fails to furnish the same, he shall be liable to a 
penalty not exceeding one lakli and fifty thousand mpees for each such 
failure; 
1. Ins. by Act 10 of 2009, sec, 22 (w.e.f. 27-10-2009). 
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(b) file any return or furnish any information, books or other documents 
within the time specified therefore in the regulations fails to file return 
or furnish the same within the time specified therefore in the 
regulations, he shall be liable to a penalty not exceeding five thousand 
rupees for every day during which such failure continues; 
(c) maintain books of account or records, fails to maintain the same, he 
shall be liable to a penalty not exceeding ten thousand rupees for every 
day during which the failure continues. 
45. Residuary penalty.—Whoever contravenes any rules or regulations made 
under this Act, for the contravention of which no penalty has been separately 
provided, shall be liable to pay a compensation not exceeding twenty-five 
thousand rupees to the person affected by such contravention or a penalty not 
exceeding twenty-five thousand rupees. 
COMMENTS 
If any person contravenes any rales or regulations made under this Act, he is liable 
to pay a compensation upto twenty-five thousand rapees to the person affected by 
such contravention. 
46. Power to adjudicate.—(1) For the purpose of adjudging under this Chapter 
whether any person has committed a contravention of any of the provisions 
of this Act or of any rale, regulation, '^direction or order made thereunder 
which renders him liable to pay penalty or compensation] the Central 
Government shall, subject to the provisions of sub-section (3), appoint any 
officer not below the rank of a Director to the Government of India or an 
equivalent officer of a State Government to be an adjudicating officer for 
holding an inquiry in the manner prescribed by the Central Government. 
"[(lA) The adjudicafing officer appointed under sub-secfion (1) shall exercise 
jurisdiction to adjudicate matters in which the claim for injury or damage 
does not exceed rapees five crore: 
Provided that the jurisdicfion in respect of the claim for injury or damage exceeding 
rupees five crore shall vest with the competent court.] 
(2) The adjudicating officer shall, after giving the person referred to in sub-
section (1) a reasonable opportunity for making representation in the matter 
and if, on such inquiiy, he is satisfied that the person has committed the 
contravention, he may impose such penalty or award such compensation as 
he thinks fit in accordance with the provisions of that section. 
(3) No person shall be appointed as an adjudicating officer unless he possesses 
such experience in the field of Information Technology and legal or judicial 
experience as may be prescribed by the Central Government. 
(4) Where more than one adjudicating officers are appointed, the Central 
Government shall specify by order the matters and places with respect to 
which such officers shall exercise their jurisdiction. 
1. Subs, by Act 10 of 2009, sec. 23 {a), for "direction or order made thereunder" (w.e.f 27-10-2009). 
2. Ins. by Act 10 of 2009, sec. 23(b) (w.e.f. 27-10-2009). 
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(5) Every adjudicating officer shall have the powers of a civil court which are 
conferred on the Cyber Appellate Tribunal under sub-section (2) of section 
58, and— 
(a) all proceedings before it shall be deemed to be judicial proceedings 
within the meaning of sections 193 and 228 of the Indian Penal Code (45 
of 1860); 
(b) shall be deemed to be a civil court for the purposes of sections 345 and 
346 of the Code of Criminal Procedure, 1973 (2 of 1974); 
[(c) shall be deemed to be a civil court for purposes of Order XXI of the Civil 
Procedure Code, 1908 (5 of 1908).] 
47. Factors to be taken into account by the adjudicating officer.—While 
adjudging the quantum of compensation under this Chapter, the adjudicating 
officer shall have due regard to the following factors, namely:— 
(a) the amount of gain of unfair advantage, wherever quantifiable, made as a 
result of the default; 
(b) the amount of loss caused to any person as a result of the default; 
(c) the repetitive nature of the default. 
CHAPTER X TEE CYBER ^[***] APPELLATE TRIBUNAL 
48. Establisliment of Cyber Appellate Tribunal.—(1) The Central Government 
shall, by notification, establish one or more appellate tribunals to be known 
as the Cyber '[***] Appellate Tribunal. 
(2) The Central Government shall also specify, in the notification referred to in 
sub-section (1), the matters and places in relation to which the Cyber 
Appellate Tribunal may exercise jurisdiction. 
[49. Composition of Cyber Appellate Tribunal.^ —(1) The Cyber Appellate 
Tribunal shall consist of a Chairperson and such number of other Members, 
\. Ins. by Act 10 of 2009, sec. 23(c) (w.e.f, 27-10-2009). 
2. The word "REGULATIONS" omitted by Act 10 of 2009, sec. 24 (w.e.f 27-10-2009). 
3. The word "Regulations" omitted by Act 10 of 2009, sec. 25 (w.e.f. 27-10-2009). 
4. Subs, by Act 10 of 2009, sec. 26, for sections 49 to 52 (w.e.f 27-10-2009). Sections 49 to 52, 
before substitution, stood as under: 
"49. Composition of Cyber Appellate Tribimal.—A Cyber Appellate lYibunal shall consist of one 
person only (hereinafter referred to as the Presiding Officer of the Cyber Appellate Tribunal) to be 
appointed, by notification, by the Central Government. 
"50. Qualifications for appointment as Presiding Officer of the Cyber Appellate Tribunal.—A person 
shall not be qualified for appointment as the Presiding Officer of a Cyber Appellate Tribunal 
unless he— 
(a) is, or has been, or is quahfied to be, a Judge of a High Court; or 
(b) is, or has been, a member of the Indian Legal Service and is holding or has held a post in Grade I 
of that Service for at least tliree years. 
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as the Central Government may, by notification in the Official Gazette, 
appoint: 
Provided that the person appointed as the Presiding Officer of the Cyber Appellate 
Tribunal under the provisions of this Act immediately before the commencement of 
the Information Technology (Amendment) Act, 2008 shall be deemed to have been 
appointed as the Chairperson of the said Cyber Appellate Tribunal under the 
provisions of this Act as amended by the Information Technology (Amendment) 
Act, 2008. 
(2) The selection of Chairperson and Members of the Cyber Appellate Tribunal 
shall be made by the Central Government in consultation with the Chief 
Justice of India. 
(3) Subject to the provisions of this Act— 
(a) the jurisdiction, powers and authority of the Cyber Appellate Tribunal 
may be exercised by the Benches thereof; 
(b) a Bench may be constituted by the Chairperson of the Cyber Appellate 
Tribunal with one or two Members of such Tribunal as the Chairperson 
may deem fit; 
(c) the Benches of the Cyber Appellate Tribunal shall sit at New Delhi and at 
such other places as the Central Government may, in consultation with 
the Chairperson of the Cyber Appellate Tribunal, by notification in the 
Official Gazette, specify; 
(d) the Central Government shall, by notification in the Official Gazette, 
specify the areas in relation to which each Bench of the Cyber Appellate 
Tribunal may exercise its jurisdicdon. 
(4) Notwithstanding anything contained in sub-section (3), the Chairperson of 
the Cyber Appellate Tribunal may transfer a Member of such Tribunal from 
one Bench to another Bench. 
(5) If at any stage of the hearing of any case or matter it appears to the 
Chaiiperson or a Member of the Cyber Appellate Tribunal that the case or 
matter is of such a nature that it ought to be heard by a Bench consisting of 
more Members, the case or matter may be transferred by the Chairperson to 
such Bench as the Chairperson may deem fit. 
50. Qualifications for appointment as Chairperson and Members of Cyber 
Appellate Tribunal.—(1) A person shall not be qualified for appointment as 
"51. Venn of office.—The Presiding Officer of a Cyber Appellate Tribunal shall hold office for a 
term of five years from the dale on which he enters upon his office or until he attains the age of 
sixty-five years whichever is earlier. 
"52. Salary, allowances and other terms and conditions of ser\'ice of Presiding Officer.— 
The salary and allowances payable to, and the other terms and conditions of ser\'ice including 
pension, gratuity and other retirement benefits of, the Presiding Officer of a Cyber Appellate 
Tribunal shall be such as may be prescribed: 
Provided that neither the salary and allowances nor the other terms and conditions of service-of 
the Presiding Officers shall be varied to has disadvantage after appointment." 
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a Chairperson of the Cyber Appellate Tribunal unless he is, or has been, or is 
qualified to be, a Judge of a High Court. 
(2) The Members of the Cyber Appellate Tribunal, except the Judicial Member 
to be appointed under sub-section (3), shall be appointed by the Central 
Government from amongst persons, having special knowledge of, and 
professional experience in, infomiation technology, telecommunication, 
industry, management or consumer affairs: 
Provided that a person shall not be appointed as a Member, unless he is, or has been, 
in the service of the Central Government or a State Government, and has held the 
post of Additional Secretary to the Government of India or any equivalent post in 
the Central Government or State Government for a period of not less than one year 
or Joint Secretary to the Government of India or any equivalent post in the Central 
Government or State Government for a period of not less than seven years. 
(3) The Judicial Members of the Cyber Appellate Tribunal shall be appointed by 
the Central Government fiom amongst persons who is or has been a member 
of the Indian Legal Service and has held the post of Additional Secretary for 
a period of not less than one year or Grade I post of that Service for a period 
of not less than five years. 
51. Term of office, conditions of service, etc., of Chairperson and Members.— 
(1) The Chairperson or Member of the Cyber Appellate Tribunal shall hold 
office for a term of five years fi'om the date on which he enters upon his 
office or until he attains the age of sixty-five years, whichever is earlier. 
(2) Before appointing any person as the Chairperson or Member of the Cyber 
Appellate Tribunal, the Central Government shall satisfy itself that the 
person does not have any such financial or other interest as is likely to affect 
prejudicially his functions as such Chairperson or Member. 
(3) An officer of the Central Government or State Government on his selection 
as the Chairperson or Member of the Cyber Appellate Tribunal, as the case 
may be, shall have to retire fi-om service before joining as such Chairperson 
or Member. 
52. Salary, allowances and other terms and conditions of service of Chairperson 
and Members.—The salary and allowances payable to, and the other teniis 
and conditions of sei'vice including pension, gratuity and other retirement 
benefits of, the Chairperson or a Member of the Cyber Appellate Tribunal 
shall be such as may be prescribed.' 
52A. Powers of superintendence, direction, etc.—Tlie Chairperson of the Cyber 
Appellate Tribunal shall have powers of general superintendence and 
directions in the conduct of the affairs of that Tribunal and he shall, in 
addition to presiding over the meetings of the Tribunal, exercise and 
discharge such powers and functions of the Tribunal as may be prescribed. 
52B. Distribution of business among Benches.—Where Benches are constituted, 
the Chairperson of the Cyber Appellate Tribunal may, by order, distribute the 
1. Subs, by Act 10 of 2009, sec. 27, for "Presiding Officer" (w.e.f. 27-10-2009). 
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business of that Tribunal amongst the Benches and also the matters to be 
. dealt with by each Bench. 
52C. Power of Chairperson to transfer cases.—On the application of any of the 
parties and after notice to the parties and after hearing such of them as he 
may deem proper to be heard, or suo motu without such notice, the 
Chairperson of the Cyber Appellate Tribunal may transfer any case pending 
before one Bench, for disposal to any other Bench. 
52D. Decision by majority.—If the Members of a Bench consisting of two 
Members differ in opinion on any point, they shall state the point or points 
on which they differ, and make a reference to the Chairperson of the Cyber 
Appellate Tribunal who shall hear the point or points himself and such point 
or points shall be decided according to the opinion of the majority of the 
Members who have heard the case, including those who first heard it. 
53. Filling up of vacancies.—If, for reason other than temporary absence, any 
vacancy occurs in the office of the [Chairperson or Member, as the case may 
be] of a Cyber Appellate Tribunal, then the Central Government shall 
appoint another person in accordance with the provisions of this Act to fill 
the vacancy and the proceedings may be continued before the Cyber 
Appellate Tribunal from the stage at which the vacancy is filled. 
54. Resignation and removal.—(1) The '[Chairperson or the Member] of a Cyber 
Appellate Tribunal may, by notice in writing under his hand addressed to the 
Central Government, resign his office: 
Provided that the said Presiding Officer shall, unless he is permitted by the Central 
Government to relinquish his office sooner, continue to hold office until the expiry 
of three months from the date of receipt of such notice or until a person duly 
appointed as his successor enters upon his office or until the expiry of his term of 
office, whichever is the earliest. 
(2) The Presiding Officer of a Cyber Appellate Tribunal shall not be removed 
from his office except by an order by the Central Government on the ground 
of proved misbehaviour or incapacity after an inquiry made by a Judge of the 
Supreme Court in which the Presiding Officer concerned has been infonned 
of the charges against him and given a reasonable opportunity of being heard 
in respect of these charges. 
(3) The Central Government may, by rules, regulate the procedure for the 
investigation of misbehaviour or incapacity of the aforesaid Presiding 
Officer. 
55. Orders constituting Appellate Tribunal to be final and not to invalidate its 
proceedings.—No order of the Central Government appointing any person as 
the '^ [Chairperson or Member] of a Cyber Appellate Tribunal shall be called 
in question in any manner and no act or proceeding before a Cyber Appellate 
Tribunal shall be called in question in any manner on the ground merely of 
any defect in the constitution of a Cyber Appellate Tribunal. 
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56. Staff of the Cyber Appellate Tribunal.—(1) The Central Government shall 
provide the Cyber Appellate Tribunal with such officers and employees as 
that Government may think fit. 
(2) The officers and employees of the Cyber Appellate Tribunal shall discharge 
their functions under general superintendence of the ^[Chairperson]. 
(3) The salaries, allowances and other conditions of service of the officers and 
employees of the Cyber Appellate Tribunal shall be such as may be 
prescribed by the Central Government. 
57. Appeal to Cyber Appellate Tribunal.—(1) Save as provided in subsection 
(2), any person aggrieved by an order made by controller or an adjudicating 
officer under this Act may prefer an appeal to a Cyber Appellate Tribunal 
having jurisdiction in the matter. 
(2) No appeal shall lie to the Cyber Appellate Tribunal fi-om an order made by 
an adjudicating officer with the consent of the parties. 
(3) Every appeal under sub-secfion (1) shall be filed within a period of forty-five 
days fi-om the date on which a copy of the order made by the Controller or 
the adjudicating officer is received by the person aggiieved and it shall be in 
such form and be accompanied by .such fee as may be prescribed: 
Provided that the Cyber Appellate Tribunal may entertain an appeal after the expiry 
of the said period of forty-five days if it is satisfied that there was sufficient cause 
for not filing it within that period. 
(4) On receipt of an appeal under sub-section (1), the Cyber Appellate Tribunal 
may, after giving the parties to the appeal, an opportunity of being heard, 
pass such orders thereon as it thinks fit, confimiing, modifying or setting 
aside the order appealed against. 
(5) The Cyber Appellate Tribunal shall send a copy of every order made by it to 
the parties to the appeal and to the concerned Controller or adjudicating 
officer. 
(6) The appeal filed before the Cj^ ber Appellate Tribunal under sub-section (1) 
shall be dealt with by it as expeditious!}' as possible and endeavour shall be 
made by it to dispose of the appeal finally within six months fi^om the date of 
receipt of the appeal. 
58. Procedure and powers of the Cyber Appellate Tribunal.—(1) The Cyber 
Appellate Tribunal shall not be bound by the procedure laid down by the 
Code of Civil Procedure, 1908 (5 of 1908), but shall be guided by the 
principles of natural justice and, subject to the other provisions of this Act 
and of any rules, the Cyber Appellate Tribunal shall have powers to regulate 
its own procedure including the place at which it shall have its sittings. 
(2) The Cyber Appellate Tribunal shall have, for the purposes of discharging its 
fijnctions under this Act, the same powers as are vested in a civil court under 
1. Subs, by Act 10 of 2009, sec. 28, for "Presiding Officer" (w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 29, for "Presiding Officer" (w.e.f. 27-10-2009). 
3. Subs, by Act 10 of 2009, sec. 30, for "Presiding Officer" (w.e.f. 27-10-2009). 
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the Code of Civil Procedure, 1908 (5 of 1908), while trying a suit, in respect 
of the following matters, namely:— 
(a) summoning and enforcing the attendance of any person and 
examining him on oath; 
(b) requiring the discovery and production of documents or other 
electronic records; 
(c) receiving evidence on affidavits; 
(d) issuing commissions for the examination of witnesses or documents; 
(e) reviewing its decisions; 
(f) dismissing an application for default or deciding it ex parte; 
(g) any other matter which may be prescribed. 
(3) Every proceeding before the Cyber Appellate Tribunal shall be deemed to be 
a judicial proceeding within the meaning of sections 193 and 228, and for the 
purposes of section 196 of the Indian Penal Code (45 of 1860) and the Cyber 
Appellate Tribunal shall be deemed to be a civil court for the purposes of 
section 195 and Chapter XXVI of the Code of Criminal Procedure, 1973 (2 
of 1974). 
59. Right to legal representation.—The appellant may either appear in person or 
authorise one or more legal practitioners or any of its officers to present his 
or its case before the Cyber Appellate Tribunal. 
60. Limitation.—The provisions of the Limitation Act, 1963 (36 of 1963), shall, 
as far as may be, apply to an appeal made to the Cyber Appellate Tribunal. 
61. Civil court not to have jurisdiction.—No court shall have jurisdiction to 
entertain any suit or proceeding in respect of any matter which an 
adjudicating officer appointed under this Act or the Cyber Appellate 
Tribunal constituted under this Act is empowered by or under this Act to 
determine and no injunction shall be granted by any court or other authority 
in respect of any action taken or to be taken in pursuance of any power 
conferred by or under this Act. 
62. Appeal to High Court.—Any person aggrieved by any decision or order of 
the Cyber Appellate Tribunal may file an appeal to the High Court within 
sixty days from the date of communication of the decision or order of the 
Cyber Appellate Tribunal to him on any question of fact or law arising out of 
such order: 
Provided that the High Court may, if it is satisfied that the appellant was prevented 
by sufficient cause from filing the appeal within the said period, allow it to be filed 
within a further period not exceeding sixty days. 
63. Compounding of contraventions.—(!) Any contravention under this ^Act] 
may, either before or after the institution of adjudication proceedings, be 
compounded by the Controller or such other officer as may be specially 
authorised by him in this behalf or by the adjudicating officer, as the case 
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may be, subject to such conditions as the ControUer or such other officer or 
the adjudicating officer may specify: 
Provided that such sum shall not, in any case, exceed the maximum amount of the 
penalty which may be imposed under this Act for the contravention so compounded. 
(2) Nothing in sub-section (1) shall apply to a person who commits the same or 
similar contravention within a period of three years from the date on which 
the first contravention, committed by him, was compounded. 
Explanation: For the purposes of this sub-section, any second or subsequent 
contravention committed after the expiry of a period of three years 
from the date on which the contravention was previously 
compounded shall be deemed to be a first contravention. 
(3) Where any contravention has been compounded under sub-section (1), no 
proceeding or further proceeding, as the case may be, shall be taken against 
the person guilty of such contravention in respect of the contravention so 
compounded. 
64. Recovery of "[penalty and compensation].—A [penalty imposed or 
compensation awarded] under this Act, if it is not paid, shall be recovered as 
an arrear of land revenue and the licence or the ''[Electronic Signature] 
Certificate, as the case may be, shall be suspended fill the penalty is paid. 
CHAPTER XI 
OFFENCES 
65. Tampering with computer source documents.—Whoever knowingly or 
intentionally conceals, destroys or alters or intentionally or knowingly causes 
another to conceal, destroy, or alter any computer source code used for a 
computer, computer programme, computer system or computer network, 
when the computer source code is required to be kept or maintained by law 
for the time being in force, shall be punishable with imprisonment up to three 
years, or with fine which may extend up to two lakh rupees, or with both. 
Explanation: For the purposes of this section, "computer source code" means the 
listing of programmes, computer commands, design and layout and 
programme analysis of computer resource in any form. 
COMMENTS 
If any person knov/ingly or intentionally conceals, destroys code or alters or causes 
another to conceal, destroy, or alter any computer source used for a computer, 
computer programme, computer system, or computer network, he shall be 
punishable with imprisonment uptothree years, or with fine upto two lakli rupees, or 
with both. 
1. Subs, by S.O. 1015(E), dated 19th September, 2002, for "Chapter" (w.e.f 19-9-2002). 
2. Subs, by Act 10 of 2009, sec. 31(ii), for "penalty" (w.e.f 27-10-2009). 
3. Subs, by Act 10 of 2009, sec. 3](i), for "penalty imposed" (w.e.f. 27-10-2009). 
4. Subs, by Act 10 of 2009, sec. 2, for "digital Signature" (w.e.f, 27-10-2009), 
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[66. Computer related offences.—If any person, dishonestly or fraudulently, does 
any act referred to in section 43, he shall be punishable with imprisonment 
for a terni which may extend to three years or with fine which may extend to 
five lakh rupees or with both. 
Explanation: For the purposes of this section,— 
(a) the word "dishonestly" shall have the meaning assigned to it in section 24 
of the Indian Penal Code (45 of I860); 
(b) the word "fraudulently" shall have the meaning assigned to it in section 
25 of the Indian Penal Code (45 of 1860). 
66A. Punishment for sending offensive messages through communication service, 
etc.—Any person who sends, by means of a computer resource or a 
communication device,— 
(a) any information that is grossly offensive or has menacing character; or 
(b) any information which he knows to be false, but for the purpose of 
causing annoyance, inconvenience, danger, obstruction, insult, injury, 
criminal intimidation, enmity, hatred or ill will, persistently by making 
use of such computer resource or a communication device; or 
(c) any electronic mail or electronic mail message for the purpose of causing 
annoyance or inconvenience or to deceive or to mislead the addressee or 
recipient about the origin of such messages, shall be punishable with 
imprisonment for a term which may extend to three years and with fine. 
Explanation: For the purpose of this section, terms "electronic mail" and 
"electronic mail message" means a message or information created or 
transmitted or received on a computer, computer system, computer 
resource or communication device including attachments in text, 
image, audio, video and any other electronic record, which may be 
transmitted with the message. 
66B. Punishment for dishonestly receiving stolen computer resource or 
communication device.—Whoever dishonestly received or retains any stolen 
computer resource or communication device knowing or having reason to 
' 1. Subs, by Act 10 of 2009, sec. 32, for sections 66 and 67 (w.e.f 27-10-2009). Sections 66 and 67, 
before substitution, stood as under: 
"66 Hacking with Computer System.—(1) Whoever with the intent to cause or knowing that he is 
likely to cause wrongfiil loss or damage to the public or any person destroys or deletes or alters 
any information residing in a computer resource or diminishes its value or utility or affects if 
injuriously by any means, commits hacking. 
(2) Whoever commits hacking shall be punished with imprisonment up to tliree years, or with fine 
which may extend upto two lakh rupees, or with both. 
67. Publishing of infomiation which is obscene in electronic form.—Whoever publislies or transmits 
or causes to be published hi the electronic form, any material which is lascivious or appeals to 
tlie prurient interest or if its effect is such as to tend to deprave and corrupt persons who are 
likely, having regard to all relevant circumstances, to read, see or hear the matter contained or 
embodied in it, shall be punished on first conviction with imprisonment of either description for 
a term which may extend to five years and with fine which may extend to one lakh rupees and in 
the event of a second or subsequent conviction with imprisonment of either description for a tenn 
which may extend to ten years and also with fme which may extend to two lakh rupees." 
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x^imaemmmem 
believe the same to be stolen computer resource or communication device, 
shall be punished with imprisonment of either description for a term which 
may extend to three years or with fine which may extend to rupees one lakh 
or with both. 
66C Punishment for identity theft.—Whoever, fraudulently or dishonestly make 
use of the electronic signature, password or any other unique identification 
feature of any other person, shall be punished with imprisonment of either 
description for a temi which may extend to three years and shall also be 
liable to fine with may extend to rupees one lakh. 
66D. Punishment for cheating by personation by using computer resource.— 
Whoever/ by means for any communication device or computer resource 
cheats by personating, shall be punished with imprisonment of either 
description for a term which may extend to three years and shall also be 
liable to fine which may extend to one lakh rupees. 
66E. Punishment for violation of privacy.—Whoever, intentionally or knowingly 
captures, publishes or transmits the image of a private area of any person 
without his or her consent, under circumstances violating the privacy of that 
person, shall be punished with imprisonment which may extend to three 
years or with fine not exceeding two lakh rapees, or with both. 
Explanation: For the purposes of this section— 
(a) "transmit" means to electronically send a visual image with the intent that 
it be viewed by a person or persons; 
(b) "capture", with respect to an image, means to videotape, 
photograph, film or record by any means; 
(c) "private area" means the naked or undergarment clad genitals, pubic area, 
buttocks or female breast; 
(d) "publishes" means reproduction in the printed or electronic form and 
making it available for public; 
(e) "under circumstances violating privacy" means circumstances in which a 
person can have a reasonable expectation that;— 
(i) he or she could disrobe in privacy, without being concerned that an 
image of his private area was being captured; or 
(ii) any part of his or her private area would not be visible to the public, 
regardless of whether that person is in a public or private place. 66F. 
Punishment for cyber terrorism.—-(1) Whoever,— 
(A) with intent to threaten the unity, integrity, security or sovereignty of India or 
to strike terror in the people or any section of the people by-
(i) denying or cause the denial of access to any person authorized to 
access computer resource; or 
(ii) attempting to penetrate or access a computer resource without 
authorisation or exceeding authorised access; or 
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(iii) introducing or causing to introduce any computer contaminant; and 
by means of such conduct causes or is likely to cause death or 
injuries to persons or damage to or destmction of property or 
disrupts or knowing that it is likely to cause damage or discruption 
of supplies or sei-vices essential to the life of the community or 
adversely affect the critical information infrastmcture specified 
under section 70 or 
(B) knowingly or intentionally penetrates or accesses a computer resource 
without authorisation or exceeding authorised access, and by means of such 
conduct obtains access to information, data or computer database that is 
restricted for reasons of the security of the State or foreign relations; ,or any 
restricted information, data or computer database, with reasons to believe 
that such information, data or computer database so obtained may be used to 
cause or likely to cause injury to the interests of the sovereignty and integrity 
of India, the security of the State, friendly relations with foreign States, 
public order, decency or morality, or in relation to contempt of court, 
defamation or incitement to an offence, or to the advantage of any foreign 
nation, group of individuals or otherwise, commits the offence of cyber 
terrorism. 
(2) Whoever commits or conspires to commit cyber terrorism shall be 
punishable with imprisonment which may extend to imprisonment for life. 
67. Punishment for publishing or transmitting obscene material in electronic 
form.—Whoever publishes or transmits or causes to be published or 
transmitted in the electronic form, any material which is lascivious or 
appeals to the prurient interest or if its effect is such as to tend to deprave and 
corrupt persons who are likely, having regard to all relevant circumstances, 
to read, see or hear the matter contained or embodied in it, shall be punished 
on first conviction with imprisonment of either description for a term which 
may extend to three years and with fine which may extend to five lakh 
rupees and in the event of second or subsequent conviction with 
imprisonment of either description for a term which may extend to five years 
and also with fine which may extend to ten lakh rupees. 
67A. Punishment for publishing or transmitting of material containing sexually 
explicit act, etc., in electronic fonn,—^Whoever publishes or transmits or 
causes to be published or transmitted in the electronic form any material 
which contains sexually explicit act or conduct shall be punished on first 
conviction with iinprisoiiment of either description for a term which may 
extend to five years and with fine which may extend to ten lakh rupees and in 
the event of second or subsequent conviction with imprisonment of either 
description for a term which may extend to seven years and also with fine 
which may extend to ten lakh rupees. 
67B. Punishment for publishing or transmitting of material depicting children in 
sexually explicit act, etc., in electronic form.—\\^oever— 
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(a) publishes or transmits or causes to be published or transmitted material in 
any electronic fomi which depicts children engaged in sexually explicit 
act or conduct; or 
(b) creates text or digital images, collects, seeks, browses, downloads, 
advertises, promotes, exchanges or distributes material in any electronic 
form depicting children in obscene or indecent or sexually explicit 
manner; or 
(c) cultivates, entices or induces children to online relationship with one or 
more children for and on sexually explicit act or in a manner that may 
offend a reasonable adult on the computer resource; or 
(d) facilitates abusing children online, or 
(e) records in any electronic form own abuse or that of others pertaining to 
sexually explicit act with children, shall be punished on first conviction 
with imprisonment of either description for a term which may extend to 
five years and with fine which may extend to ten lakh rupees and in the 
event of second or subsequent conviction with imprisonment of either 
discription for a term which may extend to seven years and also with fine 
which may extend to ten lakh rupees: 
Provided that provisions of section 67, section 67A and this section does not extend 
to any book, pamphlet, paper, writing, drawing, painting representation or figure in 
electronic form— 
(i) the publication of which is proved to be justified as being for the 
public good on the gi'ound that such book, pamphlet, paper, writing 
drawing, painting representation or figure is in the interest of science, 
literature, art or learning or other objects of general concern; or 
(ii) which is kept or used for bonafide heritage or religious purposes. 
Explanation: For the purposes of this section "children" means a person who has 
not completed the age of 18 years. 
67C. Preservation and retenfion of information by intermediaries.—(1) 
Intermediary shall preserve and retain such infomiation as may be specified for such 
duration and in such manner and fonnat as the Central Government may prescribe. 
(2) Any intermediary who intentionally or knowingly contravenes the provisions 
of sub-section (1) shall be punished with an imprisonment for a term which 
may extend to three years and also be liable to fine.] 
68. Power of Controller to give directions.—(1) The Controller may, by order, 
direct a Certifying Authority or any employee of such Authority to take such 
measures or cease carrying on such activities as specified in the order if those 
are necessary to ensure compliance with the provisions of this Act, rules or 
any regulations made thereunder. 
'[(2) Any person who intentionally or knowingly fails to comply with any order 
under sub-section (1) shall be guilty of an offence and shall be liable on 
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conviction to imprisonment for a tenn not exceeding two years or a fine not 
exceeding one lakh rupees or both. 
[69]. Power to issue directions for interception or monitoring or decryption of any 
infomiation through any computer resource.—(1) Where the Central 
Government or a State Government or any of its officers specially authorised 
by the Central Government or the State Government, as the case may be, in 
this behalf may, if satisfied that it is necessary or expedient to do in the 
interest of the sovereignty or integrity of hidia, defence of India, security of 
the State, friendly relations with foreign States or public order or for 
preventing incitement to the commission of any cognizable offence relating 
to above or for investigation of any offence, it may, subject to the provisions 
of sub-section (2), for reasons to be recorded in writing, by order, direct any 
agency of the appropriate Government to intercept, monitor or decr>'pt or 
cause to be intercepted or monitored or decrypted any information generated, 
transmitted, received or stored in any computer resource. 
(2) The procedure and safeguards subject to which such interception or 
monitoring or decryption may be carried out, shall be such as may be 
prescribed. 
(3) The subscriber or intermediary or any person in-charge of the computer 
resource shall, when called upon by any agency referred to in sub-section (I), 
extend all facilities and technical assistance to— 
(a) provide access to or secure access to the computer resource 
generating, transmitting, receiving or storing such information; or 
(b) intercept, monitor, or decrypt the information, as the case may be; or 
(c) provide information stored in computer resource. 
(4) The subscriber or intermediary or any person who fails to assist the agency 
referred to in sub-section (3) shall be punished with imprisonment for a 
term which may extend to seven years and shall also be liable to fine. 
1. Subs, by Act 10 of 2009, sec. 33, for sub-section (2) (w.e.f. 27-10-2009). Sub-section (2), before 
substitution, stood as under; 
"(2) Any person who fails to comply with any order under sub-section (1) shall be guilty of an 
offence and shall be liable on conviction to imprisonment for a term not exceeding three years or 
to a fine not exceeding two lakli rupees or to both." 
2. Subs, by Act 10 of 2009, sec. 34, for section 69 (w.e.f 27-10-2009). Section 69, before 
substitution, stood as under: 
"69. Directions of Controller to a subscriber to extend facilities to decrypt information.—(1) If the 
Controller is satisfied that it is necessary or expedient so to do in the interest of the sovereignty 
or integrity of India, the security of the State, friendly relations with foreign States or public 
order or for preventing incitement to the commission of any cognizable offence, for reasons to be 
recorded in writing, by order, direct any agency of the Government to intercept any information 
transmitted through any computer resource. 
(2) The subscriber or any person incharge of the computer resource shall, when called upon by any 
agency which has been directed under sub-section (1), extend all facilities and teclinical 
assistance to decrypt the information. 
(3) The subscriber or any person who fails to assist the agency referred to in sub-section (2) shall be 
punished with an imprisonment for a term which may extend to seven years." 
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69A. Power to issue directions for blocking for public access of any information 
through any computer resource.—(1) Where the Central Government or any 
of its officer specially authorised by it in this behalf is satisfied that it is 
necessary or expedient so to do, in the interest of sovereignty and integrity of 
India, defence of India, security of the State, friendly relations with foreign 
States or public order or for preventing incitement to the commission of any 
cognizable offence relating to above, it may subject to the provisions of sub-
section (2) .for reasons to be recorded in writing, by order, direct any agency 
of the Government or intermediary to block for access by the public or cause 
to be blocked for access by the public any information generated, 
transmitted, received, stored or hosted in any computer resource. 
(2) The procedure and safeguards subject to which such blocking for access by 
the public may be carried out, shall be such as may be prescribed. 
(3) The intermediary who fails to comply with the direction issued under sub-
section (1) shall be punished with an imprisonment for a term which may 
extend to seven years and shall also be liable to fine. 
69B. Power to authorise to monitor and collect traffic data or information through 
any computer resource for cyber security.—(1) The Central Government 
may, to enhance cyber security and for identification, analysis and 
prevention of intrusion or spread of computer contaminant in the country, by 
notification in the Official Gazette, authorise any agency of the Government 
to monitor and collect traffic data or information generated, transmitted, 
received or stored in any computer resource. 
(2) The intermediary or any person in-charge of the computer resource shall, 
when called upon by the agency which has been authorised under sub-section 
(1), provide technical assistance and extend all facilities to such agency to 
enable online access or to secure and provide online access to the computer 
resource generating, transmitting, receiving or storing such traffic data or 
information. 
(3) The procedure and safeguards for monitoring and collecting traffic data or 
information, shall be such as may be prescribed. 
(4) Any intemiediary who intentionally or knowingly contravenes the provisions 
of sub-section (2) shall be punished with an imprisonment for a term which 
may extend to three yeai'S and shall also be liable to fine. 
(i) "computer contaminant" shall have the meaning assigned to it in section 
43; 
(ii) "traffic data" means any data identifying or purporting to identify any 
person, computer system or computer network or location to or fi-om 
which the communication is or may be transmitted and includes 
communications origin, destination, route, time, data/ size, duration or 
type of underlying service or any other infonnation.] 
70. Protected system.---'[(1) The appropriate Govenraient may, by notification 
in the Official Gazette, declare any computer resource which directiy or 
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indirectly affects the facility of Critical Information Infrastructure, to be a 
protected system. 
Explanation: For the purposes of this section, "Critical Infonnation Infrastructure" 
means the computer resource, the incapacitation or destruction of 
which, shall have debilitating impact on national security, economy, 
public health or safety.] 
(2) The appropriate Government may, by order in writing, authorise the persons 
who are authorised to access protected systems notified under subsection (1). 
(3) Any person who secures access or attempts to secure access to a protected 
system in contravention of the provisions of this section shall be punished 
with imprisonment of either description for a terai which may extend to ten 
years and shall also be liable to fine. 
'[(4) The Central Government shall prescribe the information security practices 
and procedures for such protected system.] 
•'[70A. National nodal agency.—(1) The Central Government may, by notification 
published in the Official Gazette, designate any organisation of the 
Government as the national nodal agency in respect of Critical Information 
Infrastructure Protection. 
(2) The national nodal agency designated under sub-section (1) shall be 
responsible for all measures including Research and Development relating to 
protection of Critical Information Infrastructure. 
(3) The manner of performing fimctions and duties of the agency referred to in 
sub-section (1) shall be such as may be prescribed.] 
^[70B. Indian Computer Emergency Response Team to serve as national agency for 
incident response.—(1) The Central Government shall, by notification in the 
Official Gazette, appoint an agency of the Government to be called the 
Indian Computer Emergency Response Team. 
(2) The Central Government shall provide the agency referred to in subsection 
(1) with a Director-General and such other officers and employees as may be 
prescribed. 
(3) The salary and allowances and tenns and conditions of the Director-General 
and other officers and employees shall be such as may be prescribed. 
(4) The Indian Computer Emergency Response Team shall serve as the national 
agency for performing the following ftinctions in the area of cyber security,— 
(a) collection, analysis and dissemination of information on cyber incidents; 
(b) forecast and alerts of cyber security incidents; 
1. Subs, by Act 10 of 2009, sec. 35(a), for sub-section (1) (w.e.f 27-10-2009). Sub-section (1), 
before substitution, stood as under: 
"(1) The appropriate Government may, by notification in the Official Gazette, declare that any 
computer, computer system or computer network to be a protected system." 
2. Ins. by Act 10 of 2009, sec. 35{b) (w.e.f. 27-10-2009). 
3. Ins. by Act 10 of 2009, sec- 36 (w.e.f. 27-10-2009). 
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(c) emergency measures for handling cyber security incidents; 
(d) coordination of cyber incidents response activities; 
(e) issue guidelines, advisories, vulnerability notes and whitepapers relating 
to information security practices, procedures, preventation, response and 
reporting of cyber incidents; 
(f) such other fiinctions relating to cyber security as may be prescribed. 
(5) The manner of performing functions and duties of the agency refen-ed to in 
sub-section (1) shall be such as may be prescribed. 
(6) For carrying out the provisions of sub-section (4), the agency refened to in 
sub-section (1) may call for information and give direction to the service 
providers, intemiediaries, data centres, body corporate and any other person. 
(7) Any service provider, intermediaries, data centres, body corporate or person 
who fails to provide the information called for or comply with the direction 
under sub-section (6), shall be punishable with imprisonment for a term 
which may extend to one year or with fine which may extend to one lakh 
rupees or with both. 
(8) No court shall take cognizance of any offence under this section, except on a 
complaint made by an officer authorised in this behalf by the agency referred 
to in sub-section (1).] 
71. Penalty for misrepresentation.—Whoever makes any misrepresentation to, or 
suppresses any material fact from the Controller or the Certifying Authority 
for obtaining any licence or '[Electronic Signature] Certificate, as the case 
may be, shall be punished with imprisonment for a term which may extend to 
two years, or with fine which may extend to one lakh rupees, or with both, 
COMMENTS 
For obtaining any licence or Digital Signature Certificate if any person makes any 
misrepresentation or suppresses any material fact, he shall be punished with 
imprisonment upto two years, or with fine upto one lakh rupees, or with both. 
72. Penalty for breach of confidentiality and privacy.—Save as otherwise 
provided in this Act or any other law for the time being in force, if any 
person who, in pursuance of any of the powers conferred under this Act, 
rules or regulations made thereunder, has secured access to any electronic 
record, book, register, correspondence, information, document or other 
material without the consent of the person concerned discloses such 
electronic record, book, register, correspondence, information, document or 
other material to any other person shall be punished with imprisonment for a 
tenii which may extend to two years, or with fine which may extend to one 
lakh rupees, or with both. 
1. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f. 27-10-2009). 
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COMMENTS 
If any person has secured access to any electronic record, book, register, 
coiTCspondence, infomiation, document or other material without the consent of the 
person concerned and discloses the same to any other person then he shall be 
punished with imprisonment upto two years, or with fine upto one lakh rupees, or 
with both. 
[^72 A. Punishment for disclosure of infomiation in breach of lawful contract.—Save 
as otherwise provided in this Act or any other law for the time being in force, 
any person including an intermediary who, while providing services under 
the ternis of lawful contract, has secured access to any material containing 
personal information about another person, with the intent to cause or 
knowing that he is likely to cause wrongful loss or wrongful gain discloses, 
without the consent of the person concerned, or in breach of a lawful 
contract, such material to any other person, shall be punished with 
imprisonment for a term which may extend to three years, or with fine which 
may extend to five lakli rupees, or with both.] 
73. Penalty for publishing "[Electronic Signature] Certificate false in certain 
particulars.—(1) No person shall publish a ^[Electronic Signature] Certificate 
or otheru'ise make it available to any other person with the knowledge that— 
(a) the Certifying Authority listed in the certificate has not issued it; or 
(b) the subscriber listed in the certificate has not accepted it; or 
(c) the certificate has been revoked or suspended, unless such publication is 
for the purpose of verifying a •'[electronic signature] created prior to such 
suspension or revocation. 
(2) Any person who contravenes the provisions of sub-section (1) shall be 
punished with imprisonment for a term which may extend to two years, or 
with fine which may extend to one lakh rupees, or with both. 
COMMENTS 
If any person publishes a Electronic Signature Certificate or otherwise makes it 
available to any other person with the knowledge that (i) the Certifying Authority 
listed in the certificate has not issued it; or (ii) the subscriber listed in the certificate 
has not accepted it; or (iii) the certificate has been revoked or suspended unless such 
publication is for the purpose of verifying a digital signature created prior to such 
suspension or revocation, he shall be punished with imprisonment upto two years or 
with fine upto one lakh rupees, or with both. 
74. Publication for fraudulent puipose.—Whoever knowingly creates, publishes 
or otherwise makes available a ^Electronic Signature] Certificate for any 
fi-audulent or unlawful purj)ose shall be punished with imprisonment for a 
term which may extend to two years, or with fine which may extend to one 
lakh rupees, or with both. 
1. Ins. by Act 10 of 2009, sec. 37 (w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f 27-10-2009). 
3. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f 27-10-2009). 
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COMMENTS 
If any person knowingly creates, publishes or otherwise makes available a 
Electronic Signature Certificate for any fi-audulent or unlawful purpose, he shall be 
punished with imprisonment upto two years, or with fine upto one lakh rupees, or 
with both. 
75, Act to apply for offence or contravention committed outside India.—(1) 
Subject to the provisions of sub-section (2), the provisions of this Act shall 
apply also to any offence or contravention committed outside India by any 
person irrespective of his nationality. 
(2) For the purposes of sub-section (I), this Act shall apply to an offence or 
contravention committed outside India by any person if the act or conduct 
constituting the offence or contravention involves a computer, computer 
system or computer network located in India. 
76. Confiscation.—Any computer, computer system, floppies, compact disks, 
tape drives or any other accessories related thereto, in respect of which any 
provision of this Act, rules, orders or regulations made thereunder has been 
or is being contravened, shall be liable to confiscafion: 
Provided that where it is established to the satisfaction of the court adjudicating the 
confiscation that the person in whose possession, power or control of any such 
computer, computer system, floppies, compact disks, tape drives or any other 
accessories relating thereto is found is not responsible for the contravention of the 
provisions of this Act, rules, orders or regulations made thereunder, the court may, 
instead of making an order for confiscation of such computer, computer system, 
floppies, compact disks, tape drives or any other accessories related thereto, make 
such other order authorised by this Act against the person contravening of the 
provisions of this Act, rules, orders or regulations made thereunder as it may think 
fit. 
[77]. Compensation, penalties or confiscation not to interfere with other 
punishment.—^No compensation awarded, penalty imposed or confiscation 
made under this Act shall prevent the award of compensation or imposition 
of any other penalty or punishment under any other law for the time being in 
force. 
77A. Compounding of offences.—A court of competent jurisdiction may 
compound offences, other than offences for which the punishment for life or 
imprisonment for a term exceeding three years has been provided, under this 
Act: 
1. 'Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" {w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 38, for section 77 (w.e.f 27-10-2009). Section 77, before 
substitution, stood as under: 
"77. Penalties or confiscation not to interfere with other punishments.—No penalty imposed or 
confiscation made under this Act shall prevent the imposition of any other punishment to which 
the person affected thereby is liable under any other law for the time being in force." 
320 
Annexure 
Provided that the court shall not compound such offence where the accused is, by 
reason of his previous conviction, liable to either enhanced punishment or to a 
punishment of a different kind: 
Provided further that the court shall not compound any offence where such offence 
affects the socio economic conditions of the country or has been committed against a 
child below the age of 18 years or a woman. 
(2) The person accused of an offence under this Act may file an application for 
compounding in the court in which offence is pending for trial and the 
provisions of sections 265B and 265C of the Code of Criminal Procedure, 
1973 shall apply. 
77B. Offences with three years imprisonment to be bailable.— 
Notwithstanding anything contained in the Code of Criminal Procedure, 
1973 (2 of 1974), the offence punishable with imprisonment of three years 
and above shall be cognizable and the offence punishable with imprisonment 
of three years shall be bailable.] 
78. Power to investigate offences.—Notwithstanding anything contained in the 
Code of Criminal Procedure, 1973 (2 of 1974), a police officer not below the 
rank of '[Inspector] shall investigate any offence under this Act. 
^[CHAPTER XII 
INTERMEDIARIES NOT TO BE LIABLE IN CERTAIN CASES 
79. Exemption from liability' of intermediary in certain cases.— (1) 
Notwithstanding anything contained in any law for the time being in force 
but subject to the provisions of sub-sections (2) and (3), an intermediary 
shall not be liable for any third party information, data, or communication 
link made available or hosted by him. 
(2) The provisions of sub-section (1) shall apply if— 
(a) the function of the intennediary is limited to providing access to a 
communication system over which information made available by third 
parties is transmitted or temporarily stored or hosted; or 
1. Subs, by Act 10 of 2009, sec. 39, for "Deputy Superintendent of Police" (w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 40, for Chapter XII (w.e.f. 27-10-2009). Chapter XII, before 
substitution stood, as under: 
'CHAPTER XII 
NETWORK SERVICE PROVIDERS NOT TO BE LIABLE IN 
CERTAIN CASES 
79. Network service providers not to be liable in certain cases.—For the removal of doubts, it is 
hereby declared that no person providing any serx'ice as a network service provider shall be liable 
under this Act, rules or regulations made thereunder for any third party information or data made 
available by him if he proves that the offence or contravention was committed without his 
knowledge or that he had exercised all due diligence to prevent the commission of such offence 
or contravention. Explanation.—For the purposes of this section,— 
(a) "network ser\dce provider" means an intermediary; 
(b) "third party information" m.eans any information dealt with by a network service provider in his 
capacity as an intermediary.' 
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(b) the intermediary does not— (i) initiate the transmission, (ii) select the 
receiver of the transmission, and (lii) select or modify the infomiation 
contained in the transmission; 
(c) the intermediary observes due diligence while discharging his duties 
under this Act and also observes such other guidelines as the Central 
Government may prescribe in this behalf 
(3) The provisions of sub-section (1) shall not apply if— 
(a) the intermediary has conspired or abetted or aided or induced/ whether by 
threats or promise or othorise in the commission of the unlawful act; 
(b) upon receiving actual knowledge, or on being notified by the appropriate 
Government or its agency that any information, data or communication 
link residing in or connected to a computer resource, controlled by the 
intermediary is being used to commit the unlawful act, the intermediary 
fails to expeditiously remove or disable access to that material on that 
resource without vitiating the evidence in any manner. 
Explanation: For the purpose of this section, the expression "third party 
information" means any information dealt with by an intermediary in 
his capacity as an intermediary. 
CHAPTER XIIA 
EXAMINER OF ELECTRONIC EVIDENCE 
79A. Central Government to notify Examiner of Electronic Evidence.—The 
Central Government may, for the purposes of providing expert opinion on 
electronic form evidence before any court or other authority specify, by 
notification in the Official Gazette, any Department, body or agency of the 
Central Government or a State Government as an Examiner of Electronic 
Evidence. 
Explanation: For the purposes of this section, "electronic fonn evidence" means 
any information of probative value that is either stored or transmitted 
in electronic form and includes computer evidence, digital audio, 
digital video, cell phones, digital fax machines.] 
CHAPTER XHI 
MISCELLANEOUS 
80. Power of police officer and other officers to enter, search, etc.— (1) 
Notwithstanding anything contained in the Code of Criminal Procedure, 
1973. 
(2 of 1974), any police officer, not below the rank of a ^Inspector], or any other 
officer of the Central Government or a State Government authorised by the Central 
Government in this behalf may enter any public place and search and arrest without 
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warrant any person found therein who is reasonably suspected of having committed 
or of committing or of being about to commit any offence under this Act. 
Explanation: For the purposes of this sub-section, the expression "pubHc place" 
includes any public conveyance, any hotel, any shop or any other 
place intended for use by, or accessible to the public. 
(2) Where any person is arrested under sub-section (1) by an officer other than a 
police officer, such officer shall, without unnecessary delay, take or send the 
person arrested before a magistrate having jurisdiction in the case or before 
the officer-in-charge of a police station. 
(3) The provisions of the Code of Criminal Procedure, 1973 (2 of 1974), shall, 
subject to the provisions of this section, apply, so far as may be, in relation to 
any entry, search or arrest, made under this section: 
81. Act to have overriding effect.—The provisions of this Act shall have effect 
notwithstanding anything inconsistent therewith contained in any other law 
for the time being in force. 
^[Provided that nothing contained in this Act shall restrict any person from 
exercising any right conferred under the Copyright Act, 1957 (14 of 1957) or the 
Patents Act, 1970 (39 of 1970).] 
^[81 A. Application of the Act to electronic cheque and truncated cheque.-— 
(1) The provisions of this Act, for the time being in force, shall apply to, or in 
relation to, electronic cheques and the truncated cheques subject to such 
modifications and amendments as may be necessary for carrying out the 
purposes of the Negotiable Instruments Act, 1881 (26 of 1881), by the 
Central Government, in consultation with the Reserve Bank of India, by 
notification in the Official Gazette. 
(2) Every notification made by the Central Government under sub-section (1) 
shall be laid, as soon as may be after it is made, before each House of 
Parliament, while it is in session, for a total period of thirty days which may 
be comprised in one session or in two or more successive sessions, and if, 
before the expiry of the session immediately following the session or the 
successive sessions aforesaid, both Houses agree in making any modification 
in the notification or both Houses agree that the notification should not be 
made, the notification shall thereafter have effect only in such modified form 
or be of no effect, as the case may be; so, however, that any such 
modification or annulment shall be without prejudice to the validity of 
anything previously done under that notification. 
Explanation: For the purposes of this Act, the expressions "electronic cheque" and 
"truncated cheque" shall have the same meaning as assigned to them 
in section 6 of the Negotiable Instruments Act, 1881 (26 of 1881).] 
1. Subs, by Act 10 of 2009, sec. 41, for "Deputy Superintendent of Police" (w.e.f. 27-10-2009). 
2. Ins. by Act 10 of 2009, sec. 42 (w.e.f. 27-10-2009). 
3. Ins. by Act 55 of 2002, sec. 13 {w.e.f 6-2-2003). 
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Provided that nothing contained in this sub-section shall render any such person 
liable to punishment if he proves that the contravention took place without his 
knowledge or that he exercised all due diligence to prevent such contravention. 
(2) Notwithstanding anything contained in sub-section (1), where a contravention of 
any of the provisions of this Act or of any rule, direction or order made 
thereunder has been committed by a company and it is proved that the 
contravention has taken place with the consent or connivance of, or is 
attributable to any neglect on the part of, any director, manager, secretary or 
other officer of the company, such director, manager, secretary or other 
officer shall also be deemed to be guilty of the contravention and shall be 
liable to be proceeded against and punished accordingly. 
Explanation: For the purposes of this section,— 
(i) "company" means any body corporate and includes a firm or other 
association of individuals; and 
(ii) "director", in relation to a firm, means a partner in the firm. 
86. Removal of difficulties.—(1) If any difficulty arises in giving effect to the 
provisions of this Act, the Central Government may, by order published in 
the Official Gazette, make such provisions not inconsistent with the 
provisions of this Act as appear to it to be necessary or expedient for 
removing the difficulty: 
Provided that no order shall be made under this section after the expiry of a period 
of two years from the commencement of this Act. 
(2) Every order made under this section shall be laid, as soon as may be after it 
is made, before each House of Parliament. 
87. Power of Central Government to make rules.—(1) The Central Government 
may, by notification in the Official Gazette and in the Electronic Gazette, 
make rules to carry out the provisions of this Act. 
(2) In particular, and without prejudice to the generality of the foregoing power, 
such rules may provide for all or any of the following matters, namely:— 
[(a) the conditions for considering reliability of electronic signature or 
electronic authentication technique under sub-section (2) of section 
3A;] 
'[(aa) the procedure for ascertaining electronic signature or authentication 
under sub-secrion (3) of section 3A;] 
[(ab) the manner in which any information or matter may be 
authenticated by means of electronic signature under section 5;] 
(b) the electronic form in which filing, issue, grant or payment shall be 
effected under sub-section (1) of section 6; 
1. Subs, by Act 10 of 2009, sec. 46(A)(i), for clause (a) (w.e.f. 27-10-2009). Clause (a), before 
substitution, stood as under: 
"(a) the manner in which any information or matter may be authenticated by means of digital 
signature under section 5;" 
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(c) the manner and fomiat in which electronic records shall be filed, or 
issued and the method of payment under sub-section (2) of section 6; 
the manner in which the authorised service provider may collect, 
retain and appropriate service charges under sub-section (2) of 
section 6A;] 
(d) the matters relating to the type of "[electronic signature], manner and 
format in which it may be affixed under section 10; 
^[(e) the manner of storing and affixing electronic signature creation data 
under section 15;] 
[(ea) the security procedures and practices under section 16;] 
(f) the qualifications, experience and terms and conditions of service of 
Controller, Deputy Controllers \ , Assistant Controllers, other 
officers and employees] under section 17; 5[«*j 
(h) the requirements which an applicant must fulfil under sub-section (2) 
of section 21; 
(i) the period of validity of licence granted under clause (a) of subsection 
(3) of section 21; 
Q) the form in which an application for licence may be made under sub-
section (1) of section 22; 
(k) the amount of fees payable under clause (c) of s";b-section (2) of 
section 22; 
(1) such other documents which shall accompany an application for 
licence under clause (d) of sub-section (2) of section 22; 
(m) the form and the fee for renewal of a licence and the fee payable 
thereof under section 23; 
\ (ma) the form of application and fee for issue of Electronic Signature 
Certificate under section 35;] 
(n) the form in which application for issue of a [Electronic Signature] 
Certificate may be made under sub-section (1) of section 35; 
(o) the fee to be paid to the Certifying Authority for issue of a 
[Electronic Signature] Certificate under sub-section (2) of section 
35; 
0 
[(oa) the duties of subscribers under section 40A;] 
1. Ins. by Act 10 of 2009, sec. 46(A)(ii) (w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 2, for "digital signature" (w.e.f 27-10-2009). 
3. Subs, by Act 10 of 2009, sec. 46(A)(iii), for clause (e) (w.e.f. 27-10-2009). Clause (e), before 
substitution, stood as under: 
"(e) the security procedure for the purpose of creating secure electronic record and secure digital 
signature under section 16;" 
4. Subs, by Act 10 of 2009, sec. 46(A)(iv), for "and Assistant Controller" (w.e.f. 27-10-2009). 
5. Clause (g) omitted by Act 10 of 2009, sec. 46{A)(v) (w.e.f. 27-10-2009). Clause (g), before 
omission, stood as under; 
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(ob) the reasonable security practices and procedures and sensitive 
personal data or infomiation under section 43A;] 
(p) the manner in which the adjudicating officer shall hold inquiry under 
sub-section (1) of section 46; 
(q) the qualification and experience which the adjudicating officer shall 
possess under sub-section (3) of section 46; 
(r) the salary, allowances and the other terms and conditions of ser\'ice 
of the "[Chairperson and Members] under section 52; 
(s) the procedure for investigation of misbehaviour or incapacity of the 
^[Chairperson and Members] under sub-section (3) of section 54; 
(t) the salary and allowances and other conditions of service of other 
officers and employees under sub-section (3) of section 56; 
(u) the fonn in which appeal may be filed and the fee thereof under sub-
section (3) of section 57; 
(v) any other power of a civil court required to be prescribed under 
clause (g) of sub-section (2) of section 58; and 
''[(w) the powers and functions of the Chairperson of the Cyber Appellate 
Tribunal under section 52A;] 
''[(x) the infomiation, duration, manner and form of such information to be 
retained and preserved under section 67C;] 
''[(y) the procedures and safeguards and interception, monitoring, or 
decryption under sub-section (2) of section 69;] 
''[(z) the procedure and safeguards for blocking for access by the public 
under sub-section (2) of section 69A;] 
'*[(za) the procedure and safeguards for monitoring and collecting traffic 
data or information under sub-section (3) of section 69B;] 
''[(zb) the information security practices and procedures for protected 
system under section 70;] 
l(zc) manner of perfomiing functions and duties of the agency under sub-
section (3) of section 7QA;] 
[(zd) the officers and employees under sub-section (2) of section 70B;] 
[ (ze) salaries and allowances and terms and conditions of service of the 
Director-General and other officers and employees under subsection 
(3) of section 70B;] 
"(g) other standards to be observed by the Controller under clause (b) of sub-section (2) of section 
20;" 
6. Ins. by Act 10 of 2009, sec. 46(A)(vi) (w.e.f. 27-10-2009). 
7. Subs, by Act 10 of 2009, sec. 2, for "Digital Signature" (w.e.f. 27-10-2009). 8- Ins. by Act 10 of 
2009, sec. 46(A)(vii) (w.e.f. 27-10-2009). 
1. Ins. by Act 10 of 2009, sec. 46(A)(vii) (w.e.f. 27-10-2009). 
2. Subs, by Act 10 of 2009, sec. 46(A)(viii), for "Presiding Officer" (w.e.f. 27-10-2009). 
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'(zj) the manner in which the functions and duties of agency shall be 
perfomied under sub-section (5) of section 70B;J 
' [(zg) the guidelines to be observed by the intermediaries under subsection 
(2) of section 79;] 
' [(zh) the modes or methods for encryption under section 84A.] 
(3) "[Every notification made by the Central Government under sub-section (1) 
of section 70A and every rule made by] shall be laid, as soon as may be after 
it is made, before each House of Parliament, while it is in session, for a total 
period of thirty days which may be comprised in one session or in two or 
more successive sessions, and if, before the expiry of the session 
immediately following the session or the successive sessions aforesaid, both 
Houses agree in making any modification in ^[***] the rule or both Houses 
agree that ^[***J the rule should not be made, ^[***] the rule shall thereafter 
have effect only in such modified form or be of no effect, as the case may be; 
so, however, that any such modification or annulment shall be without 
prejudice to the validity of anything previously done under that notification 
or rule. 
88. Constitution of Advisory Committee.—(1) The Central Government shall, as 
soon as may be after the commencement of this Act, constitute a Committee 
called the Cyber Regulations Advisory Committee. 
(2) The Cyber Regulations Advisory Committee shall consist of a Chairperson 
and such number of other official and non-official members representing the 
interests principally affected or having special knowledge of the subject-
matter as the Central Government may deem fit. 
(3) The Cyber Regulations Advisory Committee shall advise— 
(a) the Central Government either generally as regards any rules or for any 
other purpose connected with this Act; 
(b) the Controller in framing the regulations under this Act. 
(4) There shall be paid to the non-official members of such Committee such 
travelling and other allowances as the Central Government may fix. 
89, Power of Controller to make regulations.—(1) The Controller may, after 
consultation with the Cyber Regulations Advisory Committee and with the 
previous approval of the Central Government, by notification in the Official 
Gazette, make regulations consistent with this Act and the rules made 
thereunder to cairy out the purposes of this Act.' 
3. Subs, by Act 10 of 2009, sec, 46{A){viii), for "Presiding Officer" (w.e.f. 27-10-2009). 
4. Subs, by Act 10 of 2009, sec. 46(A)(ix), for clause (w) (w.e.f. 27-10-2009). Clause (w), before 
substitution, stood as under: 
"(w) any other matter which is required to be, or may be, prescribed." 
' 1. Subs, by Act 10 of 2009, sec. 46(A)(ix), for clause (w) (w.e.f. 27-10-2009). Clause (w), before 
substitution, stood as under; 
"(w) any other matter which is required to be, or may be, prescribed." 
2. Subs, by Act 10 of 2009, sec. 46(B)(i), for "Ever>' notification made by the Centi-al Government 
under clause (f) of sub-section (4) of section 1 and every rule made by it" (w.e.f. 27-10-2009). 
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(2) In particular, and without prejudice to the generahty of the foregoing power, 
such regulations may provide for all or any of the following matters, 
namely:— 
(a) the particulars relating to maintenance of data-base containing the 
disclosure record of every Certifying Authority under clause [(n)] of 
section 18; 
(b) the conditions and restrictions subject to which the Controller may 
recognise any foreign Certifying Authority under sub-section (1) of 
section 19; 
(c) the tenns and conditions subject to which a licence may be granted 
under clause (c) of sub-section (3) of section 21; 
(d) other standards to be observed by a Certifying Authority under clause 
(d) of section 30; 
(e) the manner in which the Certifying Authority shall disclose the matters 
specified in sub-section (1) of section 34; 
(f) the particulars of statement which shall accompany an application under 
sub-section (3) of section 35. 
(g) the manner by which the subscriber shall communicate the compromise 
of private key to the Certifying Authority under subsection (2) of 
section 42. 
(3) Every regulation made under this Act shall be laid, as soon as may be after it 
is made, before each House of Parliament, while it is in session, for a total 
period of thirty days which may be comprised in one session or in two or 
more successive sessions, and if, before the expiry of the session 
immediately following the session or the successive sessions aforesaid, both 
Houses agree in making any modification in the regulation or both Houses 
agree that the regulation should not be made, the regulation shall thereafter 
have effect only in such modified fonn or be of no effect, as the case may be; 
so, however, that any such modification or annulment shall be without 
prejudice to the validity of anything previously done under that regulation. 
90. Power of State Government to make rules.—{1) The State Government may, 
by notification in the Official Gazette, make mles to carry out the provisions 
of this Act. 
(2) In particular, and without prejudice to the generality of the foregoing power, 
such rules may provide for all or any of the following matters, namely:— 
(a) the electronic form in which filing, issue, grant, receipt or payment shall 
be effected under sub-section (1) of section 6; 
(b) for matters specified in sub-section (2) of section 6; 
3, The words "the notification or" omitted by Act 10 of 2009, sec. 46(B)(ii) (w.e.f. 27-10-2009). 
1. Subs, by S.O. 1015(E), dated 19th September, 2002, for "(m)" (w.e.f. 19-9-2002). 
2. Clause (c) omitted by Act 10 of 2009, sec. 47 (w.e.f 27-10-2009). Clause (c), before omission, 
stood as under: 
(c) any other matter which is required to be provided by rules by the State Government. 
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(3) Every rule made by the State Government under this section shall be laid, as 
soon as may be after it is made, before each House of the State Legislature 
where it consists of two Houses, or where such Legislature consists of one 
House, before that House. 
"[PL Amendment of Act 45 of 1860.—[Rep- by the Information Technology 
(Amendment) Act, 2008 (10 of 2009), sec. 48.]] 
'[92. Amendment of Act 1 of 1872.—[Rep. by the Information Technology 
(Amendment) Act, 2008 (10 of 2009), sec. 48.]] 
'[93. Amendment of Act 18 of 1891.—[Rep. by the Information Technology 
(Amendment) Act, 2008 (10 of 2009), sec. 48.]] 
'[94. Amendment of Act 2 of 1934.—[Rep. by the Information Technology 
(Amendment) Act. 2008 (10 of 2009). sec. 48.]] 
^[THE FIRST SCHEDULE 
[See sub-section (4) of section 1] 
DOCUMENTS OR TRANSACTIONS TO WHICH THE ACT SHALL NOT 
APPLY 
SI. No Description of documents or transactions 
1. A negotiable instrument (other than a cheque) as defined in section 13 of the 
Negotiable Instruments Act, 1881 (26 of 1881). 
2. A power-of-attomey as defined in section 1A of the Powers-of-Attorney Act, 
1882 (7 of 1882). 
3. A trust as defined in section 3 of the Indian Trusts Act, 1882 (2 of 1882). 
4. A Will as defined in clause (h) of section 2 of the Indian Succession Act, 
1925 (39 of 1925) including any other testamentary disposition by whatever 
name called. 
5. Any contract of the sale of conveyance of immovable property or any 
interest in such property.] 
1. Sections 91 to 94, before omission, stood as under: 
"9L Amendment of Act 45 of 1860.—The Indian Penal Code shall be amended in the manner 
specified in the First Schedule to this Act. 
92. Amendment of Act 1 of 1872.—^The Indian Evidence Act, 1872 shall be amended in the manner 
specified in the Second Schedule to this Act. 
9.3. Amendment of Act 18 of 1891.—The Bankers' Books Evidence Act, 1891 shall be amended in 
the manner specified in tlie Third Schedule to this Act. 
94. Amendment of Act 2 of 1934.—The Reserve Bank of India Act, 1934 shall be amended in the 
manner specified in the Fourth Schedule to this Act." 
2. Subs, by Act 10 of 2009, sec, 49, for the First Schedule (w.e.f 27-10-2009). 
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'[THE SECOND SCHEDULE 
[See sub-section (1) of section 3A] 
ELECTRONIC SIGNATURE OR ELECTRONIC AUTHENTICATION 
TECHNIQUE AND PROCEDURE 
SI. No. 
(1) 
Description 
(2) 
Procedure 
(3) 
2r***-] 
1. Subs, by Act 10 of 2009, sec. 49, for the Second Schedule (w.e.f. 27-10-2009). 
2. The Tliird Schedule and the Fourth Schedule omitted by Act 10 of 2009 sec 50 ( w e f 27-10-
2009). 
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